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Abstract—In this paper, we address the problem of finding
the worst jamming distribution in terms of channel capacity
for the securely precoded OFDM (SP-OFDM) system, so as to
evaluate the performance of SP-OFDM under destructive hostile
jamming. We consider a practical communication scenario, where
the transmitting symbols are uniformly distributed over a discrete
and finite alphabet, and the jamming interference is subject
to both average and peak power constraints. Using tools in
functional analysis and complex analysis, first, we show the
existence and uniqueness of the worst jamming distribution; then
we further prove that the worst jamming distribution is discrete
in amplitude with a finite number of mass points. Numerical
examples are provided under different scenarios to demonstrate
our theoretical results.

Index Terms—hostile jamming, secure precoding, phase ran-
domization, arbitrarily varying channel, channel capacity.

I. INTRODUCTION

In wireless systems, one of the most commonly used

techniques for limiting the effectiveness of an opponent’s

communication is referred to as jamming, in which the autho-

rized user’s signal is deliberately interfered by the adversary.

Recently, it was found that disguised jamming [1]–[4], where

the jamming is highly correlated with the signal, can reduce

the system capacity to zero. Consider the following example:

R = S + J +N

where S is the authorized signal, J is the jamming interfer-

ence, N is the noise independent of J and S, and R is the

received signal. If the jammer is capable of eavesdropping on

the symbol constellation and the codebook of the transmitter,

it can simply replicate one of the sequences in the codebook

of the legitimate transmitter, the receiver, then, would not be

able to distinguish between the authorized sequence and the

jamming sequence, resulting in a complete communication

failure [5, ch 7.3].

To design the corresponding anti-jamming system against

disguised jamming, the main task is to break the symmetricity

between the authorized signal and the jamming interference,

or make it impossible for the jammer to achieve this sym-

metricity [6]. In [7], we proposed a securely precoded OFDM

(SP-OFDM) system by introducing a dynamic constellation

through secure phase randomization. Using the arbitrarily

varying channel (AVC) model, we showed that the AVC
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channel corresponding to SP-OFDM is not symmetrizable

under disguised jamming, and hence SP-OFDM can achieve

a positive deterministic coding capacity.

The channel capacity of SP-OFDM under hostile jamming

is calculated from a maximin optimization problem, where the

legitimate transmitter aims to maximize the mutual informa-

tion (MI) between the transmitted signal and received signal,

while the jammer aims to minimize it. In this paper, we focus

on finding the worst jamming distribution which minimizes the

channel capacity of SP-OFDM. The worst jamming distribu-

tion problem was also discussed in [8], where it was assumed

that the receiver was not aware of the existence of jamming,

and the jamming distribution was optimized to maximize the

error rate. Unlike [8], in this paper, the SP-OFDM system is

designed to have inherent anti-jamming feature, and we want

to find the worst jamming for SP-OPDM and evaluate the

channel capacity under it. We consider a practical wireless

communication scenario, where the transmitting symbol is

uniformly distributed in a discrete and finite alphabet, and

the jamming interference is subject to finite average and peak

power constraints.

By formulating the problem as a constrained functional

optimization process [9], we derive the Kuhn-Tucker (KT)

conditions that should be satisfied by the worst jamming

distribution, from which we compute the worst jamming distri-

bution numerically. The main conclusion of this paper is that:

the worst jamming distribution should be discrete in amplitude

with a finite number of mass points. In literature, constrained

functional optimization was originally applied in seeking the

capacity-achieving input distributions for different channels

with different constraints, e.g., [10]–[13]. One common result

of these work is that, the capacity-achieving input distributions

for these channels are discretely distributed in amplitude,

which is consistent with the result in this paper.

The rest of this paper is organized as follows. We briefly

revisit the channel model of SP-OFDM and formulate the

problem in Section II. The analysis on the worst jamming

distribution is presented in Section III. Numerical results are

provided in Section IV and we conclude in Section V.

II. PROBLEM FORMULATION

In this section, we introduce the channel model we study

and formulate the worst jamming distribution problem .
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Consider the AWGN channel under hostile jamming

R = S + J +N, (1)

where S ∈ Φ, J ∈ C, N ∼ CN (0, σ2), Φ is the constellation

of the authorized signal, and CN (μ,Σ) denotes a circularly

symmetric complex Gaussian distribution with mean μ and

variance Σ. Using the arbitrarily varying channel (AVC) model

[14] [15], it can be shown that, given: (i) the constellation

of the authorized signal, denoted by Φ, is fixed, (ii) S is

uniformly distributed over Φ and (iii) no secure symbol-level

precoding is involved, the corresponding AVC channel of (1)

is symmetrizable under disguised jamming, resulting in zero

deterministic coding capacity.

In [7], we proposed a securely precoded OFDM (SP-

OFDM) system under disguised jamming, where the symbol-

level precoding is achieved through secure phase randomiza-

tion, whose equivalent channel model is

R = S + ejΘJ +N, (2)

where Θ is a random phase shift controlled by the authorized

user, uniformly distributed over { 2πi
M | i = 0, 1, ...,M−1} and

M is a constant integer. The random phase shift Θ is encrypted

such that it is not accessible to the jammer. In [7], we analyzed

the SP-OFDM system under AVC model and showed that the

channel (2) is not l-symmetrizable [15] with any finite average

jamming power constraint, hence a positive channel capacity

can be guaranteed. The result is summarized in the following

lemma.

Lemma 1. The AVC channel corresponding to SP-OFDM is
not l-symmetrizable under any finite average power constraint,
thus the deterministic coding capacity of SP-OFDM is positive.
More specifically, given an average jamming power constraint
PJ , the channel capacity C in this case equals

C = max
PS

min
FJ

I(S,R),

s.t.
∫
C
|x|2dFJ(x) ≤ PJ ,

(3)

where I(S,R) denotes the mutual information (MI) between
R and S in (2), PS denotes the probability distribution of S
over Φ and FJ(·) denotes the CDF of J .

In this paper, we consider the maximin problem (3) in prac-

tical communication systems, where the transmitted symbol is

uniformly distributed in the alphabet and the jamming inter-

ference is subject to a finite peak power constraint, denoted

by a.

Let the transmitting alphabet Φ = {s1, s2, ..., sMΦ}. The

size of Φ is |Φ| = MΦ. In realistic communication systems,

S is uniformly distributed over Φ , i.e.,

Pr{S = si} =
1

MΦ
, i ∈ {1, 2, ...,MΦ}. (4)

Hence, the calculation of the capacity in (3) is reduced to

finding the CDF FJ of the jamming signal that minimizes the

MI I(S,R).

The phase shift Θ is controlled by the authorized user, and

is uniformly distributed over { 2πm
M | m = 0, 1, ...,M − 1}.

When M is sufficiently large (e.g., M � 2π
σΘ

, where σ2
Θ is

the variance of phase noise existing in practical communica-

tion systems), taking the noise effect into consideration, we

can approximately model Θ as a continuous RV uniformly

distributed over [0, 2π), and independent of J . In this way,

the phase item within J can be completely absorbed into Θ.

As a result, we only need to find the CDF of |J | that minimizes

the MI in (3). Without loss of generality, in the following, J
is degraded to a RV over R.

Let Fa be the set of all the possible CDFs FJ(·) of J ∈ R

satisfying the peak-power constraint a, that is,

Fa = {F (·) | F (0−) = 0, F (a) = 1,

F (x) is nondecreasing and right-continuous},
and it is a convex set. Note that the MI I(S,R) = H(S) −
H(S|R) and S is uniformly distributed over Φ, so I(S,R) is

only a functional of FJ(·). Define functional G(·) as

G(FJ)
Δ
= −H(S|R). (5)

The maximin problem (3) can be reformulated as

min
FJ (·)∈Fa

G(FJ)

s.t.
∫∞
0

x2dFJ(x) ≤ PJ

(6)

The optimal solution to (6) is the worst jamming distribution

that results in the minimal capacity from the information

theoretic point of view. In the following, we will discuss the

property of the worst jamming distribution FJ to (6) following

the approaches in [10], [11], [16]. The main result is that the

worst jamming distribution should be discrete in amplitude

with a finite number of mass points.

III. THE WORST JAMMING DISTRIBUTION

In this section, we first verify the existence of the worst

jamming distribution. Then we show that the worst FJ that

minimizes I(S,R) is discretely distributed over [0,∞) with a

finite number of mass points.

A. The Existence of the Worst Jamming Distribution

In this subsection, we will prove the existence of the worst

jamming distribution subject to the power constraints. First

we derive the specific expression of G(FJ) given FJ ∈ Fa.

Define function u(x, y) as

u(x, y)
Δ
=

1

πσ2
e−

x2+y2

σ2 I0(
2xy

σ2
), x ≥ 0, y ≥ 0, (7)

where I0(·) is the modified Bessel function of the first kind

with order 0. Then, for a given noise power σ2, the conditional

PDF of R given S and J can be calculated as

fR|S,J(r | si, x) = u(|r − si|, x), r ∈ C, si ∈ Φ, x ≥ 0. (8)

The PDF of R and the posterior distribution of S are

fR(r) =

∑
i fR|S(r | si)

MΦ
=

∑
i

∫∞
0

u(|r − si|, x)dFJ(x)

MΦ
, (9)
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Pr{S = si | R = r} =
fR|S(r | si) Pr{S = si}

fR(r)

=

∫∞
0

u(|r − si|, x)dFJ(x)

MΦ · fR(r) . (10)

Define functionals Qi(r, F ) and Li(r, F ) over C×Fa as

Qi(r, F ) =

∫ ∞

0

u(|r − si|, x)dF (x), r ∈ C, F ∈ Fa. (11)

Li(r, F ) = log

(
Qi(r, F )∑
k Qk(r, F )

)
, r ∈ C, F ∈ Fa. (12)

Therefore G(FJ) can be expressed as

G(FJ) = −H(S|R) =
1

MΦ

∑
i

∫
C

Qi(r, FJ)Li(r, FJ)dr. (13)

Moreover, I(S,R) is a convex function w.r.t. FJ(·), so is G(·),
that is, G((1 − λ)F1 + λF2) ≤ (1 − λ)G(F1) + λG(F2) for

any λ ∈ [0, 1] and F1, F2 ∈ Fa.

For any P ≥ 0, Define functional KP (·) as:

KP (F )
Δ
=

∫ ∞

0

x2dF (x)− P. (14)

Let P = PJ , the average jamming power constraint, and define

Ω
Δ
= {F (·) | F (·) ∈ Fa,KPJ

(F ) ≤ 0}. (15)

The optimization problem (6) can be expressed equivalently

as

min
F∈Ω

G(F ). (16)

In the following, the subscript J in the distribution function

and the average power constraint is discarded for brevity. Next,

we will show that functional G(F ) can achieve its minimum

on Ω. More specifically, we have:

Theorem 1. Given Ω = {F (·) | F (·) ∈ Fa,KP (F ) ≤ 0},
where P is the average jamming power constraint, and
G(F ) = −H(S | R) on set Ω. The real-valued functional
G(·) can achieve its minimum on Ω.

The proof of Theorem 1 is based on the following Lemma,

which makes use of the weak* topology on the set of CDFs

over R.

Lemma 2. [11] If f is a real-valued, weak* continuous
functional 1 [9] on a weak* compact set 2 [9] Ω, then G
achieves its minimum on Ω.

Proof. According to Lemma 2, it is sufficient to prove that Ω
is weak* compact and G(·) is weak* continuous. The weak*

compactness of Ω was proved in [11]. The weak* continuity of

G(·) can be proved by the Lebesgue dominated convergence

theorem [12].

1A functional G defined on X∗ is weak* continuous iff for each x∗ ∈ X∗
and each neighborhood V of f(x∗), there is a neighborhood U of x∗ such
that f(U) ⊂ V . Here, X∗ denotes the set of CDFs over R.

2A set K ⊂ X∗ is said to be weak* compact if every infinite sequence
from K contains a weak* convergent subsequence.

Given the existence of the worst jamming distribution over

Ω, the worst jamming distribution is also unique.

Corollary 1. The jamming distribution F ∗ ∈ Ω that minimizes
functional G(·) is unique.

Proof. By assuming two jamming distributions F ∗0 , F
∗
1 ∈ Ω

that can minimize G(·) equivalently, it can be proved that

F ∗0 , F
∗
1 render the same conditional distribution of R given S

following [17, Theorem 2.6.3]. Then, by making use of the

characteristic functions of R and J , it follows that F ∗0 should

be equivalent to F ∗1 , which proves the uniqueness of the worst

jamming distribution.

As we are solving a constrained optimization problem, using

the Kuhn-Tucker Theorem [9] [11], the following theorem can

be obtained.

Theorem 2. There exists a unique solution to the constrained
convex optimization problem (6) on Ω. If F0(·) ∈ Ω is the
solution to (6), then there exists a γ ≥ 0 such that F0(·) is
also the solution to the Lagrangian dual problem

min
F∈Fa

G(F ) + γKP (F ) (17)

and γKP (F0) = 0.

Next we analyze the necessary and sufficient conditions for

the minima in the dual problem. Using the definition of weak

differentiability [18] in functional analysis, the following result

can be obtained.

Theorem 3. Define functional g(· ; ·) over [0,∞)×Fa as

g(x;F )
Δ
=

∑
i

∫
C
u(|r − si|, x)Li(r, F )dr

MΦ
, x ≥ 0, F ∈Fa. (18)

A necessary and sufficient condition for F0(·) ∈ Fa to be the
minima of the dual problem (17) is, ∀F (·) ∈ Fa,∫ ∞

0

[g(x;F0) + γx2]dF (x) ≥ G(F0) + γ

∫ ∞

0

x2dF0(x). (19)

Moreover, if γ satisfies γKP (F0) = 0, then F0 is also the
minima of the primal problem (6).

Furthermore, the following conditions on F0 can be derived

from (19) following the approach in [11].

Corollary 2. Let E0 ⊆ [0, a] be the set of points of increase
3 of a distribution function F0(·) ∈ Fa.∫ ∞

0

[g(x;F0) + γx2]dF (x)≥G(F0)+γ

∫ ∞

0

x2dF0(x), ∀F (·)∈Fa,

(20)

iff

g(x;F0)+γx2 ≥ G(F0)+γ

∫ ∞

0

t2dF0(t), ∀x ∈ [0, a], (21)

and

g(x;F0) + γx2 = G(F0) + γ

∫ ∞

0

t2dF0(t), ∀x ∈ E0. (22)

3A point x0 ∈ [0, a] is said to be a point of increase of the CDF function

F0(·) iff ∃δ > 0, such that ∀0 < ε ≤ δ,
∫ x0+ε
x0−ε dF0(x) > 0
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In the following, we refer to (21) and (22) as the KT

conditions.

B. Discreteness of the Worst Jamming Distribution

In this subsection, we prove that in order for the optimal

CDF function F ∗ (F0) to satisfy (21) and (22), the correspond-

ing optimal jamming distribution should be discrete. Recall

that the peak power constraint is a < ∞, therefore there are

two possibilities for the optimal CDF function F ∗:
1) F ∗ has a finite number of points of increase on [0, a].
2) There exists a bounded interval on [0, a] where F ∗ has

an infinite number of points of increase. Note that any

continuous distribution of J is a special case of this.

Next we show that case 2 is impossible. The proof makes

use of the facts in complex analysis, i.e., the identity theorem

[19], to prove that condition (22) cannot be satisfied over

an infinite number of points. To facilitate the application of

identity theorem, we first need the following asymptotic lower

bound of g(x;F ) on x ∈ R
+ for any valid F (·) ∈ Fa.

Proposition 1. For any F (·) ∈ Fa and x ∈ R
+ sufficiently

large, g(x;F ) satisfies

g(x;F ) ≥ −O(x) (23)

Proof. For any valid r ∈ C and F (·) ∈ Fa, it can be derived

that

Qk(r + si, F )

Qi(r + si, F )
≤exp

(
2|sk−si||r|+ 2a|r|+ 2a|si − sk|

σ2

)
(24)

With (24), a lower bound of Li(r + si, F ) can be derived

as

Li(r + si, F ) = − log

∑
k Qk(r + si, F )

Qi(r + si, F )
≥

− logMΦ −
∑
k

2|sk − si||r|+ 2a|r|+ 2a|si − sk|
σ2

, (25)

From (7), (18) and (25), we can derive a lower bound of
g(x;F ) as

g(x;F ) =
1

MΦ

∑
i

∫
C

u(|r|, x)Li(r + si, F )dr

≥
∫
C

u(|r|, x) (C0 + C1|r|) dr

=
1

πσ2

∫
C

e
− |r|2+x2

σ2 I0(
2x|r|
σ2

)(C0 + C1|r|)dr (26)

for some constants C0 and C1. Moreover,
∫
C

e
− |r|2+x2

σ2 I0(
2x|r|
σ2

)dr = πe
− x2

σ2

∫ +∞

0

e
− ρ

σ2 I0(
2x

√
ρ

σ2
)dρ

(27)∫
C

e
− |r|2+x2

σ2 I0(
2x|r|
σ2

)|r|dr=πe
− x2

σ2

∫ +∞

0

√
ρe

− ρ

σ2I0(
2x

√
ρ

σ2
)dρ

(28)

From [20, 6.643], for any Re(μ+ 1
2 ) > 0, we have

∫ ∞

0

xμ− 1
2

eax
I0(2b

√
x)dx =

Γ(μ+ 1
2
)

b
a−μe

b2

2aM−μ,0(
b2

a
) (29)

where M·,·(·) denotes the Whittaker M function. For the

special case of μ = 1
2 , we have

M− 1
2 ,0

(x) =
√
xe

x
2 . (30)

When x is sufficiently large, Mμ,0(x) can be approximated

by [21, 13.14.20]

Mμ,0(x) ≈ x−μ

Γ(1/2− μ)
e

x
2 (31)

Hence when x is sufficiently large, (27) and (28) scale as

e−
x2

σ2
∫ +∞
0

e−
ρ

σ2 I0(
2x
√
ρ

σ2 )dρ = O(1),

e−
x2

σ2
∫ +∞
0

√
ρe−

ρ

σ2 I0(
2x
√
ρ

σ2 )dρ = O(x).
(32)

Following (26)-(32), we can conclude that for x ∈ R
+

sufficiently large, g(x;F ) has g(x;F ) ≥ −O(x), which

completes the proof of Proposition 1.

With Proposition 1, we are able to prove that the “optimal”

(i.e., the worst) jamming distribution should be discrete, which

is stated in the following theorem.

Theorem 4. Let E∗ denote the set of points of increase for the
optimal jamming distribution F ∗, then E∗ has a finite number
of elements.

Proof. We prove the theorem by contradiction. First we show

that if |E∗| = ∞, then for the worst jamming distribution F ∗,

g(x;F ∗)+γx2 ≡ G(F ∗)+γ

∫ ∞

0

t2dF ∗(t), ∀x ∈ R
+. (33)

In fact, since each point in E∗ is bounded on [0, a], using the

Bolzano-Weierstrass theorem, we can find an infinite sequence

xn, n = 1, 2, ...,∞ in E∗ which has a limit point x∗, i.e.,

lim
n→∞xn = x∗, and x∗ ∈ [0, a]. (34)

From Corollary 2, we have g(xn;F
∗) + γx2

n ≡ G(F ∗) +
γ
∫∞
0

t2dF ∗(t), ∀xn.

It can be verified that the function defined in (21) and (22),

g(z;F ∗) + γz2, (35)

is analytic w.r.t. z ∈ C for any valid CDF function F (·) ∈ Fa,
which implies its continuity on [0, a]. So we have

lim
n→∞

[g(xn;F
∗) + γx2

n] = g(x∗;F ∗) + γ(x∗)2

= G(F ∗) + γ

∫ ∞

0

t2dF ∗(t). (36)

From the Identity Theorem [19], if two analytic functions are

identical on a infinite set of points (sequence xn) in a region

along with their limit points (x∗), these two functions are

identical in the entire region. Therefore, we have

g(x;F ∗) + γx2 −G(F ∗)− γ

∫ ∞

0

t2dF ∗(t) ≡ 0, ∀x ∈ R
+.

(37)

which is equal to (33).

Next we consider two cases: (1) γ > 0 and (2) γ = 0. We

show that (33) cannot hold in either of them.
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For γ > 0, note that g(x;F ∗) ≥ −O(x), the lower

bound of g(x;F ∗) + γx2 − G(F ∗) − γ
∫∞
0

t2dF ∗(t) scales

quadratically with x as x → ∞. That is, when x is sufficiently

large, g(x;F ∗) + γx2 −G(F ∗)− γ
∫∞
0

t2dF ∗(t) > 0, which

contradicts with (37). So for γ > 0, (33) cannot hold.

For γ = 0, the average power constraint is inactive. If for

some finite a0, there exists a distribution function Fa0

∗(·) ∈
Fa0

, which has an infinite number of points of increase, that

can minimize functional G(·), then it follows from (37) that

g(x;Fa0

∗)−G(Fa0

∗) ≡ 0, ∀x ∈ R
+ (38)

On the other hand, for any α > a0, Fa0

∗(·) ∈ Fα. From

(38), the KT conditions are always satisfied for distribution

function Fa0

∗. Thus, for any α ≥ a0, Fa0

∗ can minimize

G(·) within Fα. However, in the next, we will show that as

α → ∞, minF∈Fα
G(F ) → − logMΦ, i.e. the MI between

the transmitted signal S and the received signal R approaches

0.

For any α > 0, β > 0, define F̂α,β(x) to be a truncated

Rayleigh distribution function as

F̂α,β(x)
�
=

{
1− e

− x2

2β2 , x < α
1, x ≥ α

(39)

which converges to the Rayleigh distribution function as α →
∞ under the Levy metric [22, Section 2.3].

In [7], we have shown that if J follows a Rayleigh dis-

tribution of scale parameter β, and S has an average power

constraint of PS , then the MI between S and R is upper

bounded by

I(S,R) ≤ log(1 +
PS

σ2 + 2β2
). (40)

Since H(S) = logMΦ, then −H(R|S) ≤ log(1 + PS

σ2+2β2 )−
logMΦ if J follows the Rayleigh distribution. Note that the

third raw moment of a Rayleigh RV is bounded for any finite

scale parameter α, from the weak continuity of G(·), we have

lim
α→∞G(F̂α,β(x)) ≤ log(1 +

PS

σ2 + 2β2
)− logMΦ (41)

lim
α→∞

min
F∈Fα

G(F )≤ lim
α→∞

G(F̂α,β(x))≤ log(1+
PS

σ2+2β2
)− logMΦ

(42)

for any β > 0. Since G(F ) is lower bounded by − logMΦ,

as β → ∞, we have

lim
α→∞ min

F∈Fα

G(F ) = − logMΦ (43)

Since we have concluded that G(Fa0

∗) = minF∈Fα G(F )
for any α > a0, we must have

G(Fa0

∗) = − logMΦ. (44)

This indicates that the channel capacity becomes 0 when the

jamming distribution is Fa0

∗, which is impossible since a

positive channel capacity is ensured for a non-symmetrizable

AVC channel as shown in Lemma 1. Therefore, the distribution

function Fa0

∗ does not exist and (33) cannot hold.
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Fig. 1: The optimal jamming distribution and KT conditions

for a = 2, γ = 0, BPSK alphabet.

0 0.5 1 1.5 2

Jamming amplitude

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

P
ro

ba
bi

lit
y

BPSK, jamming power: 0.1993, capacity: 0.8923

0

0.05

K
T

fu
nc

tio
n

Probability distribution
KT function

Fig. 2: The optimal jamming distribution and KT conditions

for a = 2, γ = 0.4, BPSK alphabet.

As (33) cannot hold for any γ ≥ 0, it implies that |E∗| = ∞
cannot hold. So E∗ only has a finite number of elements,

which completes the proof.

Even though a necessary and sufficient condition on minima

F ∗ has been given in Corollary 2 and we have proved

that the optimal jamming distribution should be discrete, it

is still difficult to derive a closed form expression of F ∗.
Therefore, we resort to numerical methods to evaluate the

optimal distribution of J as well as the corresponding channel

capacity in Section IV.

IV. NUMERICAL RESULTS

In this section, we compute the worst jamming distribution

through numerical methods.

The KT conditions in Corollary 2 provide the gradients in

the optimization problem [11], and the convexity of functional

G(·) guarantees the convergence to the global optimal in opti-

mization. Throughout the numerical results, the average power

of the legitimate signal is normalized to 1 and we compute

Authorized licensed use limited to: Michigan State University. Downloaded on August 16,2022 at 15:37:32 UTC from IEEE Xplore.  Restrictions apply. 
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Fig. 3: The optimal jamming distribution and KT conditions

for a = 3, γ = 0, BPSK alphabet.

the optimal jamming distribution assuming SNR = 6 dB. We

vary the peak power constraint a and KT multiplier γ in

the numerical computation. Fig. 1–3 show the worst jamming

distributions and the KT functions4 under different scenarios.

The numerical results verify the theoretical analysis, where the

worst jamming distributions are discrete. The corresponding

KT conditions satisfy Corollary 2, which indicate that the

obtained jamming distributions are indeed the global optimal.

We can verify that the worst jamming distributions only

contain a finite number of points. In addition, we can observe

that: 1) the number and locations of the mass points, as well

as the corresponding probabilities, vary with the parameters

of the system. A constant jamming with the maximal peak

power will not generally render the minimal channel capacity,

since varying the jamming power level is able to add more

ambiguity to the received signal. 2) Under strong average

power constraints (jamming with low average power compared

with that of the legitimate signal), the optimal strategy for the

jammer is to launch jamming with a higher overall power level

during a proportional of time and then keep silent during the

other time intervals, instead of a constant jamming with a

lower power level all the time. 3) Unlike the binary jamming

distribution in [8] which maximizes the error rates of the

legitimate receiver, the jamming distribution that minimizes

the channel capacity tends to have more mass points.

V. CONCLUSIONS

In this paper, we discussed the problem of finding the worst

jamming distribution in terms of channel capacity for the

SP-OFDM system. We assumed that the transmitting symbol

is uniformly distributed over the alphabet and the jamming

interference is subject to both peak and average power con-

straints. We proved the existence and the uniqueness of the

worst jamming distribution. By deriving the KT conditions

4In the numerical results, we refer to KT function as g(x;F ) + γx2 −
G(F ) − γ

∫∞
0 t2dF0(t) given a jamming distribution F , where x is the

jamming amplitude.

for the worst jamming distribution, we further proved that the

worst jamming distribution should be discrete in amplitude

with a finite number of mass points. Numerical examples were

provided to demonstrate our theoretical results. The in-depth

analysis on the worst jamming distribution carried out here

provided insightful information on the performance of SP-

OFDM under destructive hostile jamming.

REFERENCES

[1] A. Lapidoth and P. Narayan, “Reliable communication under channel
uncertainty,” IEEE Transactions on Information Theory, vol. 44, no. 6,
pp. 2148–2177, Oct 1998.

[2] T. Song, K. Zhou, and T. Li, “Cdma system design and capacity analysis
under disguised jamming,” IEEE Transactions on Information Forensics
and Security, vol. 11, no. 11, pp. 2487–2498, Nov 2016.

[3] L. Zhang and T. Li, “Anti-jamming message-driven frequency hopping-
part ii: Capacity analysis under disguised jamming,” IEEE Transactions
on Wireless Communications, vol. 12, no. 1, pp. 80–88, January 2013.

[4] T. Song, Z. Fang, J. Ren, and T. Li, “Precoding for ofdm under disguised
jamming,” in 2014 IEEE Global Communications Conference, Dec 2014,
pp. 3958–3963.

[5] A. E. Gamal and Y.-H. Kim, Network Information Theory. New York,
NY, USA: Cambridge University Press, 2012.

[6] R. Ahlswede, “Elimination of correlation in random codes for arbitrarily
varying channels,” Zeitschrift für Wahrscheinlichkeitstheorie und Ver-
wandte Gebiete, vol. 44, no. 2, pp. 159–175, 1978.

[7] Y. Liang, J. Ren, and T. Li, “Spectrally efficient ofdm system design
under disguised jamming,” 2018, arXiv preprint, submitted to GLOBE-
COM 2018.

[8] S. Amuru and R. M. Buehrer, “Optimal jamming against digital modula-
tion,” IEEE Transactions on Information Forensics and Security, vol. 10,
no. 10, pp. 2212–2224, Oct 2015.

[9] D. G. Luenberger, Optimization by Vector Space Methods, 1st ed. New
York, NY, USA: John Wiley & Sons, Inc., 1997.

[10] S. Shamai and I. Bar-David, “The capacity of average and peak-
power-limited quadrature gaussian channels,” IEEE Transactions on
Information Theory, vol. 41, no. 4, pp. 1060–1071, Jul 1995.

[11] I. C. Abou-Faycal, M. D. Trott, and S. Shamai, “The capacity of
discrete-time memoryless rayleigh-fading channels,” IEEE Transactions
on Information Theory, vol. 47, no. 4, pp. 1290–1301, May 2001.

[12] M. C. Gursoy, H. V. Poor, and S. Verdu, “The capacity of the noncoher-
ent rician fading channel,” Princeton University, Tech. Rep., December
2002.

[13] A. ElMoslimany and T. M. Duman, “On the capacity of multiple-antenna
systems and parallel gaussian channels with amplitude-limited inputs,”
IEEE Transactions on Communications, vol. 64, no. 7, pp. 2888–2899,
July 2016.

[14] I. Csiszar and P. Narayan, “The capacity of the arbitrarily varying chan-
nel revisited: positivity, constraints,” IEEE Transactions on Information
Theory, vol. 34, no. 2, pp. 181–193, Mar 1988.

[15] I. Csiszar, “Arbitrarily varying channels with general alphabets and
states,” IEEE Transactions on Information Theory, vol. 38, no. 6, pp.
1725–1742, Nov 1992.

[16] T. H. Chan, S. Hranilovic, and F. R. Kschischang, “Capacity-achieving
probability measure for conditionally gaussian channels with bounded
inputs,” IEEE Transactions on Information Theory, vol. 51, no. 6, pp.
2073–2088, June 2005.

[17] T. M. Cover and J. A. Thomas, Elements of Information Theory. New
York, NY, USA: Wiley-Interscience, 1991.

[18] J. G. Smith, “The information capacity of amplitude- and variance-
constrained sclar gaussian channels,” Information and Control, vol. 18,
no. 3, pp. 203 – 219, 1971.

[19] D. Sarason, Complex Function Theory. American Mathematical
Society.

[20] I. S. Gradshteyn and I. M. Ryzhik, Table of integrals, series, and
products, 7th ed. Elsevier/Academic Press, Amsterdam, 2007.

[21] “NIST Digital Library of Mathematical Functions,” http://dlmf.nist.gov/,
Release 1.0.15 of 2017-06-01, f. W. J. Olver, A. B. Olde Daalhuis, D. W.
Lozier, B. I. Schneider, R. F. Boisvert, C. W. Clark, B. R. Miller and
B. V. Saunders, eds.

[22] P. Huber, Robust Statistics. Wiley, 2004.

Authorized licensed use limited to: Michigan State University. Downloaded on August 16,2022 at 15:37:32 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


