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Abstract—Current systems used by medical institutions for the management and transfer of Electronic Medical Records (EMRs) can

be vulnerable to security and privacy threats. In addition, these systems are centralized, often lack interoperability, and give patients

limited or no access to their own EMRs. In this article, we propose a novel distributed data sharing scheme that applies the security

benefits of blockchain to address these concerns. We deploy smart contracts on Ethereum blockchain and utilize a distributed storage

system to alleviate the dependence on the record-generating institutions to manage and share patient records. To preserve privacy of

patient records, we implement our smart contracts as a method to allow patients to verify attributes prior to granting access rights. Our

proposed scheme also facilitates selective sharing of medical records among staff members that belong to different levels of a

hierarchical institution. We provide extensive security, privacy, and evaluation analyses to show that our proposed scheme is both

efficient and practical.

Index Terms—EMRs, distributed data sharing, Ethereum blockchain, smart contract, symmetric, and attribute-based encryption
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1 INTRODUCTION

RECORD-SHARING between medical institutions can help
improve medical diagnoses, treatment decisions, and

enhance the overall patient experience. However, the current
methods used to manage and share medical records can
be inefficient or limited due to the lack of interoperable sys-
tems. Institutions may integrate computerized systems to
store EMRs, however, in most cases, these systems are not
designed to communicate with one another resulting in add-
itional overhead costs when sharing patient records. In add-
ition, patients generally must rely on the record-generating
institution to do the sharing in an efficient, secure, and private
way. This incurs additional computational costs to safely
store, maintain, and transmit records when requested by
other institutions. Furthermore, some nations may have insu-
fficient legal requirements associated with sharing of patient
records which makes patient data especially vulnerable to
security and privacy threats. In the case of a nationwith a cen-
tral healthcare network, the systems employed may be mis-
managed, antiquated, and potentially jeopardize patient data.
Therefore, there has been an effort to develop comprehensive,
secure, and private electronic record sharing systems that also
eliminate reliance on the record generating institution.

In the U.S., the Health Insurance Portability and Accoun-
tability Act of 1996 (HIPAA) [1] sets a guideline for secure
and private use of patient health data. It does not define, how-
ever, how these systems are to be developed and applied. As
a result, many centralized and private applications have

come to market in the U.S. as ways to manage EMRs. Because
these systems are often built on proprietary technology, lack
of interoperability between medical institutions is a major
concern. Meaning that, in majority, the burden of transferring
health records lies on patients, often times in printed copies
fromonemedical institution to another. In other cases, patient
records are transferred via fax or systems similar to electronic
mail. These common transfer methods can be inefficient and
possibly jeopardize patient privacy and data security. There
is also a lack of an auditable trail of data transfer, and there is
no way to preclude who will view a patient record on the
other end of a fax. Lastly, in cases where there is no likely
method of data transfer or data cannot be trusted, physicians
may resort to duplicate testing causing resourcewaste.

Other nations with universal healthcare may use a nati-
onal system, such as the National Health Service (NHS) [2]
in the United Kingdom. The NHS serves as a centralized
national authority allowing patients and medical institu-
tions to share records efficiently. Many features of the NHS
system provide advantages that address the challenges of
record-sharing seen in the U.S. health system. As part of the
NHS, patients have free access to a service named the Sum-
mary Care Record (SCR) [3]. This service can provide medi-
cal institutions essential information of the patient in cases
where the patient is being treated by someone other than
their General Practitioner (GP). The NHS provides patients
some control over how their data is shared with the ability
to opt-out of the SCR using an SCR opt-out form. However,
while the NHS system may address some challenges with
sharing patient data effectively, the use of a centralized sys-
tem presents security and privacy complications. To com-
plete the SCR opt-out form, a patient must fill out the form
and send it to their GP’s practice in either paper or digital
format. Depending on the administrative practices of the
GP, action in response to the form may take days to weeks
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to complete. In addition, since the NHS is a central entity
when compared to individual medical institutions in the US
system, a malicious actor could potentially access more
patient EMRs if the system becomes compromised.

In this paper, we propose a novel distributed record sharing
scheme that leverages blockchain and smart contracts to elimi-
nate the record-generating institution from the record-sharing
process. Blockchain technology was first introduced in 2009
with the evolution of the digital cryptocurrency, Bitcoin [4], as
a result of growing security concerns associated with the reli-
ance on a central party. One of the main goals of this project
was to eliminate the need of a trusted third party, such as
banks, to facilitate payments between individuals. Shortly after
the advent of Bitcoin, based on the concept initially introduced
by Nick Szabo in 1994 [5], smart contracts were incorporated
into blockchain-based systems. Smart contracts are self-execut-
ing pieces of code that can digitally enforce and facilitate veri-
fied negotiations of contracts between two participating
individuals without the need of a trusted third party. They
continue to appear in today’s systems such as Ethereum [6],
which aim to provide services beyond simple payments. Using
such smart contracts, users can design and customize their
own systems on top of blockchains such as Ethereum. Similar
to payment transactions, the deployment and execution of
smart contracts is immutable, irreversible and can be tracked
over the public blockchain. Therefore, smart contracts are well
suited to facilitate data management and sharing. They can be
used by data owners to define access control mechanisms that
grant certain data users access to the data.

Our proposed work aims at solving the security and pri-
vacy challenges and interoperability issues of the current
solutions. In the existing systems, EMRs are stored within
the generating institution, which significantly limits the
patients’ access to their own records. They must also trust
that the institutions will not leak any sensitive information
of their EMRs to unintended organizations. In comparison,
our proposed work empowers them over their EMRs. First,
it provides record ownership to the patients, allowing them
to be in actual possession of their records, rather than have
them stored by the generating institution. Second, it allows
patients to selectively share different parts of their records
with distinct data users based on their privacy preferences.

The work presented in this paper expands significantly
on the model presented in [7]. In this model, patients have
no method to monitor access to their EMRs. They must rely
on trusted third parties to efficiently share this information.
In comparison, our proposed scheme is distributed in terms
of data management and storage, and grants patients con-
trol over their records, thereby minimizing the dependency
on the trusted third parties. Patients can also independently
trace the history of access to their EMRs. The main contribu-
tions of this paper can be summarized as follows:

1) We develop a novel distributed electronic medical
record-sharing scheme for patients that is secure,
preserves the privacy of patient data, and is more
efficient than traditional paper record sharing.

2) We propose a distributed method for verifying med-
ical institution staff member attributes over the
blockchain before issuing them access keys. This
method can help minimize blind reliance on key-

issuers whose behavior cannot be verified when vali-
dating attributes of staff members.

3) We conduct comprehensive security and privacy
analyses of the proposed scheme.

4) We implement our proposed scheme using smart con-
tracts and deploy them over the Ethereum blockchain
for performance evaluation and empirical results.

The rest of this paper is organized as follows. In Section 2,
the related work is reviewed. In Section 3, preliminaries are
introduced that summarize key concepts used in this research.
Next, in Section 4, the problem formulation is described, out-
lining the system model and our design goals. In Section 5,
our proposed scheme is presented in detail, outlining the pro-
posed algorithms. Following that, in Section 6 we formally
prove the security of our proposed scheme. In Section 7, we
present a performance and application analysis that is sup-
ported with numerical results. Finally, in Section 8, a conclu-
sion is drawn to summarize our research.

2 RELATED WORK

In 2015, a decentralized data management scheme was
introduced that facilitated access-control management over
a blockchain [8]. In this system, the actual data records are
stored in an off-blockchain storage while pointers to these
records are maintained by a key-value storage over the
blockchain. This solution helps simplify the amount of data
processed on the blockchain. However, the method used to
define access policies in this scheme does not consider hier-
archical data sharing. A user that desires to share files selec-
tively among multiple users in a hierarchy will have to
define several access policies that could become a complex
problem as the number of users increases drastically.

In 2016, MedRec [9], the first functional electronic medi-
cal record-sharing system built on some concepts from [8]
was introduced. This work builds on three Ethereum [6]
smart contracts that manage the authentication, confidenti-
ality, and accountability during the data sharing process. In
this system, the primary entities involved in maintaining
the blockchain are the parties interested in gaining data,
such as researchers and public health authorities. In return,
the institutions are rewarded with access to aggregate and
anonymized data. However, the success of such a system is
dependent on the participation of entities that maintain the
system in return for data. Similar to [8], MedRec does not
consider hierarchical data sharing.

In 2017, another functioning electronic medical record-
sharing scheme was presented to provide a secure solution
using blockchain [10]. However, the system uses a cloud-
based storage system to store medical records. With central-
ized storage, the system becomes liable to a single point of
failure. Moreover, similar to MedRec, this work builds over
a private and monitored blockchain where each node
involved in maintaining consensus is known. In compari-
son, our proposed work eliminates the need for centralized
storage by relying on distributed storage such as IPFS. It
also builds over a permissionless blockchain instead of a
private one, mitigating the reliance on predefined validating
nodes in a private blockchain setting. Moreover, in contrast
to both schemes, we also present a security analysis and
show that our proposed is secure against potential attacks.
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In 2018, a study was conducted to discuss several open
problems in order to use blockchains for data management
and analytics [11]. The study shows that more research is
required in order to leverage the capabilities of current data
management systems into blockchain-based models. In
addition, the study reflects the importance of improving the
security and privacy countermeasures.

3 PRELIMINARIES

3.1 Ciphertext Policy Attribute-Based Encryption

Ciphertext Policy Attribute-Based Encryption (CP-ABE) is a
fine-grained access control and encryption scheme. It allows
users to share their data selectively by using access policies
that are integrated into the ciphertexts during encryption. CP-
ABE formally divides the process into fourmain functions.

(i) Setupð1kÞ: a probabilistic function with input security
parameter k. The function is performed by a key-issuer
to generate a public keyPK and themaster keyMK.

(ii) KeyGenerationðMK;AÞ: a probabilistic function car-
ried out by a key-issuer to generate a unique secret
key SK for a data user based on the MK and a set of
attributes A ¼ fA1;A2. . .;Ang possessed by the user.

(iii) CPABE-EncðPK;m; T Þ: a probabilistic function car-
ried out by the data owner to encrypt message m
under an access policy T and generate ciphertext CT.

(iv) CPABE-DecðCT;SKÞ: a deterministic function carried
out by the data user to decrypt a ciphertext CT using
the uniquely generated secret keySK for the user.

3.2 Privilege-Based Multilevel Organizational
Data-sharing

Privilege-based Multilevel Organizational Data-sharing sch-
eme (P-MOD) [12] is an extension of the CP-ABE that
handles data sharing in complex hierarchical organizations.
P-MOD partitions a data file into multiple segments based
on user privileges and data sensitivity. Each segment of the
data record is shared according to user privileges and the
set of attributes that satisfy the hierarchical access policies.

Privilege-Based Access Structure. The privilege-based access
structure divides the data users of an organization into a
hierarchy that consists of k levels, fL1;L2; . . .;Lkg. Each level
is associated with an access policy, fT 1; T 2; . . .; T kg. An
access policy T i specifies a set of rules defined using logic
gates and the different sets of attributes that can satisfy these
rules. Data users in possession of a correct set of attributes
that can satisfy a certain access policy T i belong to levelLi.

Data Partitioning and Encryption. The data owner parti-
tions a data file F into a set of k record segments, that is
F ¼ fF1;F2; . . .;Fkg. Segment F1 contains the most sensitive
information of F that is to be shared with data users belong-
ing to level L1. Segment Fk contains the least sensitive infor-
mation of F that is to be shared with all data users belonging
to any level. Next, the data owner generates a set of secret
keys fsk1; sk2; . . .; skkg to encrypt the corresponding seg-
ments of F . The key sk1 is randomly selected by the data
owner. The remaining keys are then derived using a crypto-
graphic hash functionHash as follows

skiþ1 ¼ HashðskiÞ: (1)

A privileged data user that satisfies access policy T i

belongs to level Li and is granted key ski. Given ski, the
data user can derive keys fskiþ1; . . .; skkg belonging to levels
fLiþ1; . . .;Lkg as defined in Equation (1). However, given
the properties of Hash function, ski cannot be used to derive
any of the keys fsk1; . . .; ski�1g. Each Fi 2 F is then
encrypted with its corresponding generated secret key ski.
Finally, each ski is encrypted with CP-ABE under its corre-
sponding access policy T i.

3.3 Blockchain

A blockchain is a public ledger that stores all the crypto-
graphically processed transactions performed over a peer-
to-peer (P2P) network. For presentation purposes, we refer
to Ethereum, an open source blockchain-based network that
provides its users with a platform to build, deploy and run
decentralized applications [13]. The P2P network nodes offer
a decentralized Turing-complete virtual machine named the
Ethereum Virtual Machine (EVM). It can execute smart con-
tracts deployed by the users over the public and non-trusted
network nodes. In addition, log entries may be contained in
receipts which are attached to transactions executed by the
EVM. These logs represent the results of events fired from the
smart contracts.

3.4 InterPlanetary File System

InterPlanetary File System (IPFS) [14] is a peer-to-peer net-
work used to store and share content-addressable data over
the network nodes in a distributed manner. The network
runs a stack of protocols that are responsible for storing and
accessing the data stored over it.

Identities. To join the P2P network, nodes first generate
unique node identities before establishing connections.

Network. The network layer in IPFS manages the estab-
lished connections between the connected peers.

Routing. The routing layer keeps track of the addresses of
nodes within the network and the data they store. It uses a
Distributed Hash Table (DHT) to identify the data stored
over any node of the network.

Exchange. IPFS uses BitSwap, a data exchange protocol
inspired by BitTorrent [15], to exchange data between nodes.

Objects. IPFS partitions data files into segments and cryp-
tographically hashes each segment, where the hashes are
used to reference the location of the corresponding segments.

4 PROBLEM FORMULATION

Upon visiting a medical institution, a patient interacts with
a wide spectrum of distinct staff members that may include
but is not limited to: admittance staff members, physicians
assisted by nurses and technicians that provide the required
treatment, and maybe even financial or discharging staff
members. If those staff members can individually and effi-
ciently access the necessary parts of previous medical
record(s) of the patient generated by other institutions
required to perform their specific jobs, they can provide the
patient with expedited admittance and enhanced diagnosis
and treatment decisions, reducing the overall time spent
during the visit. For example, an ER physician may learn
severe drug allergies or current medication for an
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unresponsive patient being rushed into the ER from his/her
previous records. As a result, the physician can prevent iat-
rogenic illnesses caused by administering inappropriate
medication to that patient or harmful drug interactions. By
accessing critical medical information, patient safety is
enhanced while saving time and resources. However, for
the sake of patient privacy, only necessary staff members
should be given permission to access patient record(s) from
the medical history determined by the profile of the patient.

In this paper, we denote a record generated by an institu-
tion for a patient as R. We denote the record attributes as
fRj 2 R j 1 � j � ng, where n is the maximum number of
attributes within the record. Record attributes may include
previous medical history, medical treatment, lab tests, med-
ication, personal information, financial statements, credit
card information, and others. The corresponding attribute
values of the record generated for the patient can be
denoted as faðRjÞ j 1 � j � ng.

In current systems, records often have a variety of attrib-
utes andmay be blocked or intentionally delayed by compet-
itive record-generating institutions. To prevent this, record-
generating institutions should haveminimal control over the
records of patients whereby empowering patients over their
own records. Patients may have different attitudes in terms
of sensitivity of their record attributes. The challenge today
is to provide patients with a method that allows them to
share the attribute values of their records efficiently and
securely while maintaining the privacy preferences they
desire. Patients should also be able to selectively share cer-
tain parts of their record(s) with the healthcare providers
they select. Although patients may not easily understand
how to share the medical parts of their record(s), empower-
ing them would at least allow them to consult their trusted
medical staff such as their Primary Care Physicians (PCPs) to
decide on how andwhich parts of their medical record(s) are
to be shared. With their consent, patients may even delegate
this process to such entities to avoid situations such as being
unconscious, requiring someone to make decisions for them.
Lastly, patients should not be concernedwith the availability
nor the guaranteed secure storage of their records.

4.1 System Model

The general model of our proposed record-sharing scheme is
illustrated in Fig. 1. The system consists of six main entities:

Patients. Patients are data owners that wish to share their
data selectively based on their privacy preferences. We
denote the set of patients as fpa 2 P j 1 � a � 1g.

Medical Institutions.Medical institutions provide treatment
and generate medical records for the patients. We denote the
set ofmedical institutions as fmb 2 M j 1 � b � 1g.

Staff Members. Personnel employed at amedical institution.
We denote the set of staff members at medical institution mb

as fsb;l j 8 1 � l � 1g. Staff members are categorized into
groups of similar characteristics based on the set of attributes
A ¼ fA1;A2. . .;Ang they each possess. Attributes represent
identifiers that are selected from an infinite pool set. They
may be as general as the role of a staff member and could be
as unique as a biometric.

Key-issuer. A semi-trusted party that generates keys for
permissioned staff members upon their requests to access
parts of the record.

Distributed Storage P2P Network. A non-trusted P2P net-
work used by the patients to store and share their records
with staff members at any medical institution.

Blockchain P2P Network. A non-trusted P2P network that
maintains a blockchain to regulate access permissions of
patient records to the staff members of medical institutions.

In general, in order for patients, medical institutions,
staff members or key-issuers to interact with any of the two
P2P networks, they must run nodes that are capable of con-
necting to either network. These nodes may be light-weight
nodes (similar to the simple payment verification nodes in
Bitcoin [4]) that can assemble transactions and propagate
them to the network. Running light-weight clients does not
require powerful computing machines and can be done via
simple machines such as mobile devices making our pro-
posed scheme accessible to everyone. The common require-
ment for running either node is being able to generate the
public key pub and private key pr pair.

4.2 Design Goals

Our proposed scheme aims at satisfying the following:
Data Ownership. Patients are empowered over their

records and control how to share them.
Fine-Grained Access Control. Patients can grant specific

access permissions to the desired staff members based on
their privacy preferences. They can selectively share any
part of their records using any set of staff member attributes
they wish, limiting access to specific parts of their record and
to certain staff members at particular medical institutions.

Collusion Resistant. Two or more staff members that pos-
sess different sets of attributes and/or are employed at the
same/different institution(s) cannot combine their attrib-
utes to gain access to any part of the records they are not
authorized to access individually.

Data Confidentiality. Records are completely protected
from any unauthorized staff members that do not possess
the correct set of attributes predefined by the patient. This
includes any type of space that stores the records for the
patients.

Distributed Storage. Patient records are stored in a distrib-
uted storage network. They can be accessed at any time and
by any permissioned staff member. Storage is not central-
ized and/or controlled by the record-generating institution.

Data Access Trace-Ability. Patients can trace-back to the
entire history of accesses of their records. This allows patients
to keep track of how their records are being accessed.

5 THE PROPOSED d-MABE SCHEME

In this section, we first present an overview of the major
chain of events in our proposed scheme. For discussion

Fig. 1. General scheme orchestration.
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purposes, we assume that a patient pa has already received
some medical treatment at institution mb and that a medical
record R was generated for him/her. We also assume that
pa anticipates visiting some other institution fmb j b � 1g in
the future and would like to share R selectively among its
staff members. Based on our description, we then propose a
generalized structure through three smart contracts that can
be deployed on a blockchain. We assume patients and data
users interact with our smart contracts via easy-to-use and
user-friendly interfaces, hence, onboarding new users to
our proposed model becomes a trivial task.

The major notations used in this paper are summarized
in Table 1.

5.1 Scheme Orchestration

The proposed scheme can be divided into seven major
events as demonstrated in Fig. 1.

Record Partition and Encryption. Following the work pre-
sented in [12], pa initially defines a privilege-based access
structure that satisfies his/her privacy desires. The access
structure is divided into k levels fL1;L2; . . .;Lkg where each

level is associated with an access policy fT 1; T 2; . . .; T kg.
The pa then partitions R into k segments fR1;R2; . . .;Rkg of
different sensitivity. Each Ri 2 R may represent one or
more record attribute(s) depending on how pa partitions R.
Next, pa derives a set of symmetric keys fsk1; sk2; . . .; skkg
as described in Section 3.2. Using these keys, pa then
encrypts each corresponding Ri 2 R as

ERi ¼ Sym-EncskikSBKðRiÞ; (2)

where Sym-Enc is a symmetric encryption algorithm such
as the Advanced Encryption Algorithm (AES) and SBK
denotes the subscription-based key. The SBK can only be
accessed by either a system call or an attributed-based

protection to active members through successful member-
ship subscription authentication. Members have no direct
access to SBK and can only use it while on-site. This
design serves two purposes: (i) it prevents any users from
sharing the ERi’s even if they share their ski’s with others
and give them unprivileged access and (ii) it provides an
easy option to disable unsubscribed members from access-
ing EMRs. In other words, with this design, key revocation
is no longer needed. Finally, using the Encryption function
discussed in Section 3.1, pa encrypts each ski under its cor-
responding T i defined in the privilege-based access struc-
ture, such that

Eski ¼ CPABE-EncðPK; ski; T iÞ; (3)

where CPABE-Enc is the CP-ABE encryption function and
PK is the public key generated during the Setup phase. The
pa then stores the generated ciphertexts fER1;ER2; . . . ;
ERkg and fEsk1;Esk2; . . . ;Eskkg over IPFS.

In cases that EMRs consist of multiple/diverse attributes,
it may be a burden for patients to define their privilege-
based access structures and may even leak sensitive infor-
mation if defined inappropriately. A possible approach that
patients may consider is to divide their records into multi-
ple categories based on the nature of data being shared. For
example, a record could be divided into personal informa-
tion, medical information, and financial information. For
each category, a patient can then define a separate privi-
lege-based access structure which would reduce the overall
complexity of each structure. Patients may even consult
their trusted Primary Care Physicians on how to define a
privilege-based access structure for proper medical infor-
mation sharing.

Access Policy. To facilitate data management and sharing,
pa shares the privilege-based access structure that incorpo-
rates the access policies fT 1; T 2; . . .; T kg. The access struc-
ture is incorporated into a smart contract that is then
deployed over the blockchain.

Medical Institution Visit. When pa visits a medical institu-
tion fmb j b � 1g to get medical treatment, pa interacts with
various staff members that may or may not belong to a pre-
defined privilege-based access structure.

Requesting Access Permissions. Permissioned staff mem-
bers will be granted access to certain parts of a record based
on the attributes they possess. To request access, a staff
member sb;l interacts with the smart contract previously
deployed by pa that incorporates the privilege-based access
structure. The smart contract will verify whether the sb;l
possesses a set of attributes that can satisfy an access policy
within the access structure. Once the verification is per-
formed the smart contract will publicly announce the access
permissions of the sb;l over the blockchain.

Granting Keys. The key-issuer continuously monitors the
blockchain for access announcements. An announcement
contains the set of attributes A that the sb;l possesses. It is a
form of verification to the key-issuer that the sb;l possesses
set A before generating a secret key SK using the
KeyGeneration function described in Section 3.1. The key-
issuer then encrypts SKwith the public key pub of sb;l as

ESK ¼ Asym-EncpubðSKÞ; (4)

TABLE 1
Notations

Symbol Definition

pa the ath patient in the set of patients P
mb the bth medical institution in the set of institutionsM
sb;l the lth staff member working atmb

pr private key of sb;l

pub public key of sb;l

A the set of attributes of a staff member

T i the ith access policy defined by patient at level Li

ski the ith secret key belonging to T i

SBK subscription-based key

Ri the ith partition of recordR
ERi the ith encrypted record partition under skikSBK
PK public key of key-issuer

MK master key of key-issuer

Eski encryption of ski under PK

SK secret key issued for a staff member

ESK encryption of SK under pub
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where Asym-Enc is the asymmetric encryption function. To
share the key with the sb;l, the key-issuer transacts with a
global smart contract that publicly announces the encrypted
key over the blockchain.

Key Fetching. The sb;l can obtain the uniquely encrypted
secret key ESK by monitoring the announcements made
over the blockchain. Once obtained, the sb;l can decrypt ESK
using his/her private key pr that corresponds to the public
key pub such that

SK ¼ Asym-DecprðESKÞ; (5)

where Asym-Dec is the asymmetric decryption function.
Record Fetching. The storage location of the encrypted

EMRs over IPFS is also provided to the sb;l in an encrypted
form under his/her public key in the announcement made
over the blockchain. The sb;l decrypts the IPFS location to
fetch the EMRs. Here, the sb;l possesses the necessary key to
decrypt the parts he/she has been granted access to. Once
fetched, the sb;l can decrypt the encrypted symmetric key
Eski using the derived key SK as explained in Section 3.1.
That is

ski ¼ CPABE-DecðEski;SKÞ; (6)

where CPABE-Dec is the CP-ABE decryption function.
After obtaining ski, the sb;l can derive the remaining set of
secret keys fskiþ1; . . .; skkg using Equation (1). Finally, the
sb;l can decrypt each encrypted partition, such that

Ri ¼ Sym-DecskikSBKðERiÞ; (7)

where Sym-Dec is the decryption function.

5.2 Smart Contracts

Our proposed scheme includes three main smart contracts:
(i) staff member registration, (ii) access verification and per-
mission announcements, and (iii) granting keys.

Staff Member Registration. Staff Member Registration
(SMR) is a global smart contract that registers staff members
of medical institutions for patient EMRs access. The process

of registering staff members by interacting with this smart
contract can be delegated to a number of certified institu-
tions that verify staff members against their possessed
attributes before registering them. This is achieved by incor-
porating precise policies into the smart contract which
requires certain identities to trigger it. Once a certified insti-
tution verifies the attributes of a staff member, it executes
the smart contract and uses the attributes as input. This
results in the attributes are stored over the blockchain. This
process maps the identity (in our case the Ethereum
address) of the staff member to the set of attributes pos-
sessed. By observing the blockchain, we can trace-back the
on-going activity of these certified institutions as they add,
delete, or modify the information of staff members, hence,
we can also detect malicious data manipulation.

Algorithm 1 outlines the general functions of the SMR
smart contract. Lines 1-4 represent a generalized data struc-
ture staffMember that the smart contract uses to store newstaff
members. It incorporates the identity staffID and the array
of attributes staffAttributes of the staff member. Lines 6-15
represent the two main functions addStaffMember and
getAttributes of the smart contract. The addStaffMember func-
tion allows only certified institutions setOfCertifiers to upload
the data of new staff members after physically verifying their
attributes. This conditioned access is to prevent malicious
attackers from granting access to themselves or others. On the
contrary, the getAttributes function can be called by any user.
Given the address address of a specific staff member, this
function returns the previously verified and stored attributes
of this staffmember.

Access Verification and Permission Announcements. The
Access Verification and Permission Announcements (AVPA)
is a unique smart contract defined by each patient that incor-
porates his/her personally defined privilege-based access
structure in order to facilitate the selective recordmanagement
and sharing. The staff members interested in obtaining parts
of the record interact with AVPA contracts to request access
permissions. The smart contract is outlined inAlgorithm 2.

Algorithm 1. SMR Smart Contract
1 struct staffMember contains
2 staffID
3 staffAttributes½upBound�
4 end
5 variablemappingðaddress! staffMemberÞ Map
// Adding a new staff member

6 function
addStaffMemberð address; id; attributes½upBound�Þ

7 if ðmsg:sender 62 setOfCertifiersÞ then
8 throw
9 else
10 Mapð address! id; attributes½upBound�Þ
11 end
12 end

// Return the attributes of a staff member
13 function getAttributesð addressÞ
14 returnMap½ address�:staffAttributes
15 end

Algorithm 2. AVPA Smart Contract
1 Initialized variables address ¼ SMR address
2 event LogAnnounceðaddress; attributes; T iÞ
3 function verifyRequestð msg; sÞ

// Verify 1: validate digital signature
4 signer ecrecoverð msg; sÞ
5 if (signer 6¼ HashðpubÞÞ then
6 throw
7 else

// Verify 2: fetch stored attributes of the staff member
8 r SMRð addressÞ

fetched r:getAttributesðsignerÞ
// Verify 2: fetched attr. versus access policies

9 for i 1 to k do
10 if (satisfyðT i; fetchedÞ ¼¼ true) then
11 LogAnnounceðsigner; fetched; T iÞ
12 break
13 end
14 end
15 end
16 end
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Algorithm 3. GK Smart Contract

1 event LogKeysðstaffAddress; ipfsAddressÞ
// Sharing the location of a generated access key

2 function addKeyð staffAddress; ipfsStorageAddressÞ
3 if (msg:sender 62 setOfIssuersÞ then
4 throw
5 else
6 LogKeysð staffAddress; ipfsStorageAddress)
7 end
8 end

The smart contract performs a sequential verification pro-
cess. This is represented in a single function verifyRequest
that takes two inputs: a message msg prior to being signed
and its signature s. That is

msg ¼ HashðstaffIDÞ; (8)

s ¼ Signðpr; pub; msgÞ; (9)

where Hash is the hashing function and Sign is an ECDSA
signing function.

In the initial verification process, the AVPA smart con-
tract uses an ECDSA compatible validation function
ecrecoverð msg; sÞ to validate s by verifying whether

ecrecoverð msg; sÞ ¼ HashðpubÞ; (10)

holds true. In fact, if the validation function is conducted
truthfully, then the correctness of Equation (10) follows
from the ECDSA. Next, the signer is compared to the
address of the requesting staff member as shown in line 5. If
the addresses match, the contract uses the signer to fetch the
previously verified and stored attributes of this staff mem-
ber in the SMR contract. However, this method is liable to
replay attacks. In Section 6, we discuss this issue and our
proposed countermeasure.

If the initial verification is successful, the contract exe-
cutes the second verification as outlined in lines 10-14. In
this process, the fetched attributes are checked against the
access policy T i within the access structure. The access
structure is defined by the patient during contract deploy-
ment and maintains the desired privacy settings as dis-
cussed in Equations (2) and (3). The access policies are
tested sequentially starting from the highest ranked access
policy T 1 at level L1. If the attributes satisfy the access pol-
icy T i, the verification is discontinued and the function fires
an event LogAnnounce that announces a permanent log of
the smart contract transaction stored over the blockchain.
This event is a public and immutable announcement to
ensure that the staff member in possession of signer should
be granted access to the parts of the record fRi . . . Rkg cor-
responding to levels fLi . . .Lkg.

Granting Keys. Granting Keys (GK) is a global smart con-
tract that is used to share the location of the generated and
encrypted access keys over the distributed storage. The con-
tract generally consists of a single function, addKey, as out-
lined in Algorithm 3.

When the key-issuer observes a LogAnnounce event fired
by the AVPA smart contract, it generates an access secret key
SK for the specified staff member using the unique set of
attributes fetched stored in the logs. Next, the key-issuer

encrypts this access key as shown in Equation (4) with the
public key of the staffmember. It also encrypts the IPFS record
location as ERA ¼ Asym-Encpubð ipfsRecordAddress) with
the same public key and uploads both values to the IPFS stor-
age, maintaining their reference location. Following that, the
smart contract fires an event, LogKeys as shown in line 6,
which permanently stores the address of the requesting staff
member staffAddress along with the IPFS storage location
ipfsStorageAddress. Using ipfsStorageAddress, the staff
member can fetch the encrypted key ESK and ERA stored
over the network. However, as shown in the addKey function,
only certified key-issuers setOfIssuers are capable of trigger-
ing this function. Therefore, attackers are prevented from
spamming the smart contract logswith fake keys or addresses.
The staff member can listen for these fired events and obtain
the corresponding ipfsStorageAddress as it appears in the
logs. Using the ipfsStorageAddress, the staff member can
fetch ESK and ERA from the network. It is important to note
that only the staff member in possession of the private key pr
corresponding to the public key pubwill be able to decrypt the
fetched encrypted key and IPFS record address. Attackers
continuously listening to the fired events may be able to learn
certain IPFS addresses storing generated encrypted keys, but
not the actual keys or the record address. First the data user
decrypts ipfsRecordAddress ¼ DecprðERAÞ to learn the loca-
tion of the encrypted record. Next, using the obtained secret
key SK, the staff member can then decrypt Eski to generate
the secret key ski. Finally, the staff member can decrypt ERi

stored over IPFS at ipfsRecordAddress to obtain the record
partRi.

5.3 Access Permission Revocation

Attributes possessed by members may change over time
due to, for example, job switch or retirement. As a result,
the access rights to the patient records should be revoked to
be consistent with the access policy. However, this could be
challenging since it requires the attributes of the staff mem-
bers to be updated periodically. While adding an expiration
date [16] to each attribute when registering staff members
seems to be a simple solution, it requires the patients to
incorporate time constraints into their access policies.

The proposed d-MABE scheme can handle access per-
mission revocation efficiently without requiring any extra
process for the key-issuer. The staff members only need to
be registered to ensure attribute-based access control. As a
result, if at any point in time a staff member is unable to
provide evidence of registration to the level of access
claimed, future access to the patient records will be dis-
abled. Consequently, if the staff member attempts to request
records he/she is no longer entitled to access, the AVPA
smart contract will fail to verify the request.

For data users that have already accessed certain records
and are no longer registered, our proposed scheme can also
revoke their access permissions since each record partition
Ri is encrypted under skikSBK. To revoke access from those
data users that are no longer registered, the patient only
needs to generate a new subscription-based key SBK then
re-encrypt his/her record partitions under skikSBK. This
design does not require regenerating a new set of keys
fsk01 . . . sk

0
kg or making any changes to the privilege-based
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access structure. To prevent any data user that has been
granted key ski at some point with an inactive membership
from accessing the record partitions, we only need to re-
encrypt the record partitions either periodically (such as
monthly), or based on demand.

6 SECURITY AND PRIVACY ANALYSIS

In this section, we present the security and privacy discus-
sions of our proposed scheme. We assume our system runs
over a blockchain that is maintained by a significant number
of nodes, for example, Ethereum. In such blockchain plat-
forms, it is very expensive to tamper with verified transac-
tions processed into blocks. The best bet of the attackers
would be to control more than half of the computational
power in the network in order to perform 51 percent attacks.
We also consider distributed storage networks such as IPFS
that are content addressable. These networks use the hash
computation of the original data when storing and referenc-
ing it over the network nodes, resulting in tamper-resistant
storage. Moreover, we consider adversaries that can act as
any entity within the system and can manage to connect to
either the IPFS or the blockchain network. Such adversaries
are capable of generating fraudulent transactions and prop-
agating them through the blockchain network. By fraudu-
lent transactions, we mean transacting with smart contracts
in an effort to access data to which they are not granted
access. They may also deploy their own smart contracts
over the blockchain, request/store data over the IPFS nodes,
and continuously monitor the network channels.

6.1 Security Analysis

We first discuss how our proposed scheme is secure against
potential attacks. Next, we present good practices that may
help improve the security of the system.

Theorem 1. The proposed scheme is secure against replay attacks.

Proof. The initial verification process performed by the
AVPA smart contract requires the requesting staff mem-
bers to submit ECDSA digital signatures s to prove their
identities. Given that all data sent over the blockchain is
public, malicious attackers can easily maintain a copy of
the submitted signatures and later on impersonate the hon-
est staff members, giving them access to data they should
not be able to access. To work around this issue, staff mem-
bers are required to time-stamp their digital signatures
before transactingwith theAVPA contract, such that

s  Signðpr; pub;HashðstaffIDkTÞÞ; (11)

where T is the time at which the signature is generated.
Any submitted time-stamped signature is stored over the
blockchain in order for the nodes to check if it has been
submitted before. The blockchain nodes will not execute
any requests associated with time-stamped signatures
that have appeared previously. Therefore, to be able to
perform replay attacks requires the attackers to reverse
the transactions that contain an already used digital sig-
nature. The success of reversing a transaction can be
modeled as a race between the honest miners and the
attackers trying to generate blocks by competing to solve

a hard cryptopuzzle known as Proof-of-Work [4]. The
race can be modeled as a binomial random walk. It is
denoted as z which represents the number of blocks gen-
erated by the honest miners with computational power p
minus the number of blocks generated by the attackers
with computational power q ¼ 1� p. This race can be
derived as

ziþ1 ¼
zi þ 1; with probability p;
zi � 1; with probability q:

�
(12)

Using the negative binomial distribution, we can model
the probability of success of the attackers. Assume the
key generator waits for n blocks to be generated by the
honest miners with computational power p before gener-
ating a private key for the requesting attacker. Also
assume that, at that time, the attacker is able to secretly
generate m blocks with computational power q ¼ 1� p,
where m ¼ n� z� 1. By definition, this can be modeled
as the m number of blocks that the attacker can generate
before the n number of blocks generated by the honest
miners. Therefore, the probability of a reversing a trans-
action for a given valuem is

P ðmÞ ¼ mþ n� 1

m

� �
� pnqm: (13)

Overall, the probability for an attacker to surpass suc-
cessfully the number of blocks generated by the honest
miners can be computed as

Ps ¼
X1
m¼0

P ðmÞ �Qn�m�1

¼ 1�
X1
m¼0

mþ n� 1

m

� �
� pnqm

� 1� q
p

� �n�m
; if q < p or k � n�m;

1� 1 ¼ 0; if q > p or k > n�m:

(
(14Þ

Equation (14) confirms that when q > p, the attacker
will always succeed since Ps ¼ 1. When q < p, the proba-
bility of success can be defined as

Ps ¼ 1�
Xn�1
m¼0

mþ n� 1

k

� �
� pnqm � 1� q

p

� �n�m� �

¼ 1�
Xn�1
m¼0

mþ n� 1

m

� �
� ðpnqm � pmqnÞ: (15)

Therefore, as more blocks are appended to the block-
chain and q < p, replay attacks are infeasible. Moreover,
by incorporating active registration, we can limit the
pool of malicious attackers to only the staff members
with the same level of access, making it even more
infeasible. tu

Theorem 2. The proposed smart contracts are collusion resistant.

Proof. Our proposed scheme requires staff members to be
registered through the SMR contract before being able to
request access permissions through the AVPA contracts.
During registration, each member address is mapped to a
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single set of attributes A ¼ fA1;A2. . .;Ang after providing
proof of possession to the certified institutions. The AVPA
contract can only accept a single signature as input when
triggered. Therefore, to perform a collusion attack, the
attackers are required to regenerate a single digital signa-
ture of an already registered member that possesses the
set of attributes desired. For ECDSA, a signature is gener-
ated by randomly selecting a cryptographically secure
random integer d, such that

ðx1; y1Þ ¼ d�G; (16)

where ðx1; y1Þ are the calculated elliptic curve points, G is
the generator of the elliptic curve with a large prime
order n, and d 2r ½1; n� 1�. Next, the digital signature is
calculated as two components s ¼ ðr; sÞ. That is

r ¼ x1 ðmod nÞ; (17)

s ¼ d�1ðzþ r � prÞ ðmod nÞ; (18)

where z is the Ln leftmost bits of msg such that Ln is
the bit length of the group order n. If any of the values r
or s are equal to zero, d is randomly selected again and
Equations (16), (17), and (18) are recalculated. Since the
signature components ðr; sÞ are both derived based on
the random value d, it is infeasible for the attackers to
regenerate a specific signature that belongs to a certain
staff member, hence, the smart contracts are collusion
resistant. tu

Theorem 3. Using a content-addressable storage such as IPFS
ensures that data is tamper-resistant.

Proof. In IPFS, records are initially partitioned into n
smaller segments before being stored. That is

R ¼ fR1 . . .Rng; (19)

where each Ri 2 R is 256 KB, by default. However, the
size of a partition may also be customized by the patient
as desired. Next, each Ri 2 R is hashed as

hi ¼ HashðRiÞ; (20)

where hi is the resulting digest and is used to reference
records stored in the network nodes through the DHT.
For Hash, it is computationally infeasible to find an
R0i 6¼ Ri, such that

HashðR0iÞ ¼ HashðRiÞ: (21)

Therefore, it is computationally infeasible for an attacker
to tamper with the records of the patients. tu

Theorem 4. The proposed scheme can counter Distributed
Denial of Service (DDoS) attempts.

Proof. DDoS attacks over IPFS aim at congesting the net-
work by sending numerous requests to the nodes storing
the requested data. However, to perform such attacks, the
attackers must initially identify all the nodes storing the
target data from the DHT. Next, they must disrupt the ser-
vice by sending these nodes a large number of requests,
such that

Number of requests	 MAX TRAN; (22)

where MAX TRAN is the maximum number of transac-
tions accepted by a node as defined in its configuration
file.

Attackers may also try to isolate and monopolize all
inbound and outbound connections and data flows of
the storage nodes (referred to as an Eclipse attack [17])
from the entire network. These attacks become infeasible
as the number of nodes storing the data increases since
the record is replicated across the network nodes. In
addition, such attacks are limited by the time tscheme for a
request to appear over the blockchain until the staff
member fetches the data from the IPFS network nodes.
Attackers must be able to perform the entire attack in
time tattack. That is

tattack < tscheme: (23)

An attacker with no prior knowledge of which data will
be requested by staff members has no advantage of iden-
tifying the nodes storing the data. Therefore, as the value
of tscheme becomes smaller and with an increased record
replication, DDoS attacks become infeasible. tu

6.2 Recommended Security Practices

Security may also be enhanced by adopting good develop-
ment practices. In the following, we present some highly
recommended techniques that developers should keep in
mind while implementing the system.

Global Smart Contracts Access Control. It is necessary to
ensure integrity of the data stored in the SMR and GK
global contracts since they provide the necessary informa-
tion required to verify AVPA contracts and grant keys to the
staff members. Therefore, it is imperative to halt the attack-
ers from manipulating the state of these contracts with
fraudulent information. Attackers with access rights that
can modify the SMR contract may easily register themselves
with any set of attributes required to pass the verification of
certain AVPA contracts. It is also feasible to perform distrib-
uted denial-of-service attacks by deleting or modifying the
registration of staff members in the SMR contract or spam-
ming the logs of the GK contract with fraudulent informa-
tion. This will result in interrupting or slowing down the
process of retrieving patient records. Therefore, when
developing such contracts, it is important to limit the ability
to modify the state of global contracts to only certified insti-
tutions. This is outlined in lines 7 and 3 of Algorithms 1
and 3, respectively. The current smart contract program-
ming languages, for example, Solidity [18], provide specific
functions to verify certain conditions and/or variable values
before execution is performed. Well known examples
include the requireðÞ or assertðÞ functions that verify pre-
liminary conditions and consume a portion or all of the gas
associated with a transaction. In general, two main reasons
for charging users gas to trigger contracts deployed over the
blockchain are to reward the executing network nodes and
make potential attacks expensive. This means that attackers
must pay for each transaction they request for it to be exe-
cuted by the network nodes. This approach will not prevent
attackers from registering themselves into the SMR with a
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set of fraudulent attributes but could help halt those trying
to spam the network. Assuming an attacker has been able
to modify the state of a global contract, the attacker will
still have to pay for each requested transaction. To increase
the security measures in this scenario, contracts may be
designed to require a minimum gas amount in order to exe-
cute them. However, this countermeasure results in a trade-
off between security and cost for the honest users.

External Smart Contract Calls. Our proposed scheme relies
on external smart contract calls that fetch the stored attrib-
utes of registered staff members to compare them to those
sent by the requesting staff members before validating if
they satisfy a certain access policy. External calls can intro-
duce several unexpected risks or errors if the smart con-
tracts mistakenly execute malicious code. Therefore, it is
important that patients cautiously implement their AVPA
contracts to handle errors when externally calling the SMR
global contracts during the initial verification process. In
Solidity [18], external calls can be performed in two ways:
low-level calls and contract calls. Low-level calls do not
throw exceptions, instead they return false if the external
call of another smart contract itself encounters an exception.
Patients that use low-level calls must check if the returned
value within the AVPA contract fails and then properly han-
dle it. On the other hand, contract calls are more direct as
they throw exceptions as encountered by the external call.
From a security standpoint, it may be more secure to use
contract calls especially when the patient is less experienced
in handling complex scenarios.

Non-Public Blockchains. The security of our proposed
scheme could also be enhanced by running the smart con-
tracts over a consortium or private blockchain. In such a set-
ting, miners are selected nodes within the peer-to-peer
network that are known and trusted. If any of these nodes
attempt to act maliciously, they are immediately identified
and eliminated. A good example of such candidate nodes
could be the medical institutions themselves that are inter-
ested in maintaining the system in return for efficient data
access when required.

6.3 Privacy Analysis

While our proposed scheme aims at satisfying the privacy
desires of patients and their records, it tends to leak knowl-
edge about the staff members and their access patterns. Each
staff member must initially become registered and is linked to
a unique address before engaging with the system. Since this
information can be leaked, attackers can simply monitor
requests triggered by the staff members by observing the
blockchain activity. However, since no information is revealed
about the records of patients through the AVPA smart con-
tracts, attackers can only track when staff members trigger
requests, but not the data they have requested or the patient
information.

From the perspective of patients, our proposed scheme is
intentionally designed to allow them to trace-back the
accesses performed by staff members to their records. This
is possible by tracing the history of LogAnnounce events
fired as outlined in line 12 of Algorithm 2. All fired events
are permanently stored over the blockchain, allowing the
patients to continuously monitor how their records are
being accessed. If a patient notices irregular staff member

accesses that are undesired, the patient can simply redeploy
a new AVPA smart contract that defines new or more strict
access policies.

Theorem 5. Under the proposed model, the privacy of patient
records location is preserved.

Proof. First, since the user record is encrypted as described
in Equation (4) before it is uploaded to IPFS, the content
of the user record is protected. Second, for the current
IPFS system, any user in possession of the data can repro-
duce its cryptographic-hash, search its corresponding
location that is maintained by the DHT, and locate it
within the peer-to-peer network nodes determined by the
default IPFS partitioning techniques. This will also result
in recursively locating any data linked to it. To ensure
data privacy, we will append a random value r to the
record before uploading it to IPFS. Therefore, the storage
location is determined by

h ¼ HashðRkrÞ: (24)

The randomness of r makes it infeasible for the attacker
to locate the data stored over IPFS nodes. tu

7 PERFORMANCE AND APPLICATION ANALYSIS

In this section, we will first evaluate the performance of our
proposed smart contracts. The performance measurement
of smart contracts can be performed either through (i) mea-
suring the computational complexity of the algorithms, or
(ii) calculating the gas costs required to deploy/transact
with the contract.

Method (i) analyzes the computational complexity based
on the number of inputs. The computational complexity
directly correlates to the gas costs paid by the data owners
to deploy their smart contracts and by data users to execute
them. However, with smart contracts, reducing computa-
tional complexity is not of significant importance since
blockchain transactions are generally executed at discrete
intervals. Therefore, reducing the computational complexity
may only reduce the gas costs required rather than the total
latency. On the other hand, method (ii) is usually more
accurate since it presents an estimate of the actual monetary
costs paid by the users in order to deploy/transact with the
contract. However, this method is directly dependent on
the actual source code implementation. Therefore, code
optimization techniques may probably end up reducing
more gas costs. To measure the performance of our pro-
posed smart contracts, we will present discussions on each
of our proposed algorithms that combine both methods.
Our discussions assume that smart contracts will be imple-
mented in Solidity [18], a contract-oriented, high-level lan-
guage for implementing smart contracts deployable over
the Ethereuem blockchain and processed by the EVM.

Following that, we analyze the symmetric encryption
overhead and present our discussion for EMRs re-
encryption.

7.1 Smart Contracts Computational Complexities

SMR Contract.As outlined inAlgorithm 1, the addStaffMember
function takes attributes as input to register a new staff
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member. Due to the computational limitations of the EVM,
returning dynamic content from external function calls is
not possible, i.e., returning a dynamically sized array of att-
ributes resulting from the getAttributes function when called
by the AVPA contract. This means, the size of
Map½ address�:staffAttributes must be fixed in order to be exe-
cuted by the EVM. As a result, the only workaround is to use
statically-sized upBound arrays of attributes as input to the
addStaffMember. In this case, performance is based on the size
of upBound, such that

Performance / upBound: (25)

AVPA Contract. As discussed previously in Algorithm 2,
the AVPA contract consists of two sequential verifications
that play a dominant role in the performance of the contract.
In the initial verification, an input digital signature s is vali-
dated to prove the identity of the requesting staff member.
With Solidity, the only available cryptographic function
that can perform such a process is the ECDSA ecrecover
function. The function recovers the Ethereum address asso-
ciated with the public key from the elliptic curve signature
or returns zero on error. At the time of writing, the
ecrecover function requires 3,000 gas units. In comparison
to most of the available possible computations available by
the EVM [6], the ecrecover function is considered to be rela-
tively expensive. However, this initial verification is fixed
with each AVPA contract transaction.

Assuming the initial verification is successful, the AVPA
externally fetches the attributes of the staff member to test
them against the incorporated access structure. Similar to
the SMR contract, the performance of the AVPA contract is
dependent on the upBound of the fetched attributes. Finally,
the fetched attributes are tested against the access policies
starting at the highest level within the hierarchy. Here, per-
formance is affected by the complexity of the overall access
structure defined and the number of levels k within the
hierarchy. Assuming the worst case scenario, a requesting
staff member might have his/her attributes tested against
all access policies within the access structure and only
receive the least sensitive part Rk of the record or nothing at
all. The computational complexity can be represented as
Oðk� upBound� jT ijÞ, where jT ij is the number of attrib-
utes that form the access policy at level Li. To reduce this
complexity, we can modify the AVPA contract such that the
staff members can request that their attributes be tested
against only specific access policies rather than being tested
sequentially against all policies. This would reduce the
computational complexity to OðupBound� jT ijÞ. We can
also incorporate optimized search functions, for example,
binary search, that can help optimize searching for attrib-
utes in the fetched set against those in the access policies.
This means that we can further reduce the computational
complexity to OðupBound� log jT ijÞ. However, it is impor-
tant to note that in such a scenario, the patients need to
make their access structures publicly available in order for
the staff members to request certain access policies. This
results in a trade-off between the performance of the AVPA
contract and the privacy of the access policy defined.

GK Contract. The GK contract requires the least
computational complexity and gas costs when compared

to the SMR and AVPA smart contracts. The computations
involved are as simple as firing a LogKeys event when
access permissions are granted to staff members. The gas
costs of such operations are minimal in comparison to
the other computations in the SMR and AVPA smart
contracts.

7.2 Smart Contracts Gas Costs

In this section, we implement, simulate and present the esti-
mated costs required to deploy/transact with the smart con-
tracts of our proposed scheme in multiple scenarios. Our
experiments are performed over the Ethereum testnet block-
chain [19]. We specifically choose the Ethereum blockchain
given that it is by far the most widely used smart contract
hosting public blockchain. We intend to show that costs of
running d-MABE over a public blockchain are reasonable
and that our results may even be improved when choosing
a consortium or private blockchain. We also note that our
proposed scheme can be implemented over any other block-
chain that incorporates smart contracts.

In our simulation, the AVPA smart contract with the
highest degree of complexity is implemented. When exe-
cuted, the AVPA smart contracts sequentially check whether
the attributes of the requesting users satisfy the access poli-
cies in order starting from the highest level of the hierarchy.
As discussed in Section 7, there is a trade-off between pri-
vacy and performance. Therefore, we note that our presen-
ted results can be further enhanced in terms of performance
as discussed previously. However, we intentionally choose
to implement our smart contracts this way to show that
even with these conditions, our proposed contracts are still
cheaper when compared to the current systems used by the
record-generating institutions to share medical records. In
contrast to the current record-sharing systems, our pro-
posed scheme eliminates the role of the record-generating
institution completely. This results in eliminating other
overhead costs required when sharing medical records. For
example, in developed countries such as the U.S., record-
generating institutions must comply with certain state laws
that enforce a maximum fee a record-generating institution
may charge when requested to share its records. Table 3
illustrates a sample of these fees that could be inclusive or
exclusive to the methods of delivering the record itself.
Given the current competitiveness, in most cases, the medi-
cal institutions would charge the entire allowed fees to max-
imize their profits.

For our simulations, we apply the values k ¼ f5; 10g,
upBound ¼ f10; 20; 30; 40; 50g and N ¼ f25; 50; 100g, where
k is the number of levels in the hierarchy and N is the total
number of attributes used in the entire access structure.
Without loss of generality, we also assume that the number
of attributes for each level follows the uniform distribution.
For example, if k ¼ 5 and N ¼ 50, then the number of attrib-
utes used to define an access policy is jT ij ¼ 10. The follow-
ing experiments have been conducted through an Ethereum
node running on a system with 1.8 GHz Intel Core i5 and 8
GB RAM. Our numerical results are also the averages of 10
trials under each scenario.

Based on our experiments, the costs of deploying our
smart contracts are not affected by the value of upBound
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since there is no major change in code as this value changes.
Therefore, for all values of upBound that we tested, the costs
remained constant. Table 2 summarizes these costs in terms
of gas limits and their estimated and equivalent costs in ETH
andUnited StatesDollar (USD) at the time of testing. Tomea-
sure the optimum gas limit for each smart contract deploy-
ment, we used the JSON-RPCmethod, eth estimateGas [20],
that generates and returns an estimate of the required gas
limit based on the network success rate. We also set the gas
price to 20 GWEI, where 1 ETH = 1� 109 GWEI. We inten-
tionally select this value relatively higher than the average
gas prices specified in [21] for guaranteed and fast process-
ing. Again, we note that our presented results can be further
optimized by selecting reduced gas price values. As demon-
strated in Table 2, the estimated costs for deploying the SMR
and GK smart contracts remain constant as we alter the val-
ues of k and N . However, the costs for deploying the AVPA
smart contracts increase with an increase in the values k
and/orN .

Fig. 2 demonstrates the changes in USD costs of transact-
ing with already deployed AVPA contracts as we alter the
values k and N for permissioned staff members at levels L1,
L5 and L10. As shown by the figure, we recognize an
increase in costs as these values increase. We also realize
that as the upBound value increases while keeping the val-
ues k,N , and Li constant, the costs slightly increase.

Finally, in Tables 4 and 5, we present the gas limits
and costs in both ETH and USD to transact with the
addStaffMember and addKey functions. As shown in Table 4,
the costs of the transactions increase as the value upBound
increases. On the contrary, as presented in Table 5, the costs
of transacting with the addKey function remains constant
regardless of the upBound value used.

7.3 Symmetric Encryption Overhead

Our proposed work does not require patients to reconstruct
their privilege-based access trees and regenerate a new set
of keys. In order to revoke access from certain data users,
patients need only to symmetrically re-encrypt their EMRs
under the same set of keys fsk1; . . . ; skkg along with a new
SBK. The overhead for re-encrypting EMRs can be very low
when utilizing a high encryption/decryption implementa-
tion such as Advanced Encryption Standard (AES), Counter
Mode (CTR) operations, and Cipher-Block-Chaining (CBC).

TABLE 3
U.S Maximum State Fees [22] to Copy and Deliver Records

Upon Being Requested by Others

State Search fee Cost per page Misc. costs per page

California N/A $0.25 Microfilm: $0.50

Texas $82.95 P.1-10: $45.79 flat fee

P.11-60: $1.54 P.61-400:

$0.76 P.401+: $0.41

Microfilm: P.1-10:

$69.74 flat fee P.11+:

$1.54

Florida $1.00/year $1.00 Microfilm: $2.00

New York N/A $0.75 X-rays: Actual cost

of reproduction

Illinois $27.91 P.1-25: $1.05 P.26-50:

$0.70 P.50+: $0.35

Microfilm: $1.74

TABLE 2
Estimated Smart Contract Deployment Costs

Smart k ¼ 5, N ¼ 25 k ¼ 5,N ¼ 50 k ¼ 10, N ¼ 100

Contract Gas Limit Cost/ETH Cost/USD Data/bytes Gas Limit Cost/ETH Cost/USD Data/bytes Gas Limit Cost/ETH Cost/USD Data/bytes

SMR 240,383 0.004809 1.4 736 240,447 0.004809 1.42 736 240,447 0.004809 1.42 736

AVPA 857,419 0.017148 5.21 3,323 1,132,628 0.022653 6.67 4,536 1,303,607 0.026072 7.56 5,188

GK 125,617 0.002512 0.74 304 125,617 0.002512 0.74 304 125,617 0.002512 0.74 304

Fig. 2. Estimated costs to run the AVPA smart contract.

TABLE 4
Estimated addStaffMember Function Costs

upBound

10 20 30 40 50

Gas Limit 246,531 449,890 653,249 856,674 1,060,034

Cost/ETH 0.004931 0.008998 0.013065 0.017133 0.021201

Cost/USD 1.45 2.65 3.85 5.06 6.29

TABLE 5
Estimated addKey Function Costs

upBound

10 20 30 40 50

Gas Limit 26,379 26,380 26,375 26,379 26,378

Cost/ETH 0.000528 0.000528 0.00053 0.000524 0.000528

Cost/USD 0.14 0.14 0.14 0.15 0.15
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According to the Crypto++ 5.6.0 Benchmarks,1 the perfor-
mance for AES/CTR on an Intel Core 2 1.83 GHz proces-
sor measures under Windows Vista are 139 MiB/Second,
113 MiB/Second, and 96 MiB/Second for 128-bit, 192-bit,
and 256-bit key sizes respectively. Similarly, the perfor-
mance measures for AES/CBC are 109 MiB/Second,
92 MiB/Second, and 80 MiB/Second for 128-bit, 192-bit,
and 256-bit key sizes respectively. These commonly used
cryptographic algorithms are widely accepted and incur
minimal costs making our model feasible.

7.4 Extended Application Discussions

Aggregated patient data has the capability of transforming
the future standard of care for patients through the applica-
tion of predictive analytics and big data methods. One of
the biggest challenges to using health data to its fullest
extent is the inaccessibility and segmentation of EMRs [23].
As demonstrated by our analyses, the proposed scheme can
eliminate these constraints. It grants healthcare providers
the ability to efficiently extract knowledge from discon-
nected EMRs that have been willingly shared. For example,
a meaningful opportunity for big data analytics in this con-
text is the capability to model drug and treatment efficacy.
Healthcare providers can access previously shared EMRs to
understand how life-saving drugs and treatments perform,
respective to the disease state and profile of the patient.
This data can be used to make enhanced and customized
treatment decisions for patients. As healthcare treatment
becomes more individualized, successful patient outcomes
are more likely and a one-size-fits-all approach to patient
treatment is no longer adequate.

8 CONCLUSION

In this paper, we proposed d-MABE, a secure, privacy-
preserving and distributed data sharing scheme that runs
over a blockchain using smart contracts. We demonstrated
that d-MABE can be used in cases such as medical record-
sharing where patients require an efficient and selective
method to share their records with staff members of medical
institutions. Our d-MABE proposed scheme eliminates the
reliance on the record-generating institutions when data is
shared and completely empowers the patients. Our security
and privacy analyses show that d-MABE is secure and pre-
serves the privacy of patient records. We also presented
some recommended security practices developers should
keep in mind when developing their system. Finally, our
comprehensive evaluation proves the efficiency of d-MABE
and presents numerical results that support our perfor-
mance analysis.
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