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Abstract—This paper explores reliable data fusion in mobile access wireless sensor networks under Byzantine attacks. We consider

the q-out-of-m rule, which is popular in distributed detection and can achieve a good tradeoff between the miss detection probability
and the false alarm rate. However, a major limitation with it is that the optimal scheme parameters can only be obtained through

exhaustive search, making it infeasible for large networks. In this paper, first, by exploiting the linear relationship between the scheme
parameters and the network size, we propose simple but effective sub-optimal linear approaches. Second, for better flexibility and

scalability, we derive a near-optimal closed-form solution based on the central limit theorem. Third, subjecting to a miss detection
constraint, we prove that the false alarm rate of q-out-of-m diminishes exponentially as the network size increases, even if the

percentage of malicious nodes remains fixed. Finally, we propose an effective malicious node detection scheme for adaptive data
fusion under time-varying attacks; the proposed scheme is analyzed using the entropy-based trust model, and shown to be optimal

from the information theory point of view. Simulation examples are provided to illustrate the performance of proposed approaches
under both static and dynamic attacks.

Index Terms—Security in wireless sensor networks, Byzantine attacks, distributed detection

Ç

1 INTRODUCTION

WIRELESS sensor networks have received significant
attention from the research community due to their

impact on both military and civilian applications [1], [2], [3],
[4]. Limited by the processing capability and power supply
of the sensor nodes, incorporating security into wireless
sensor networks has been a challenging task [5], [6], [7], [8],
[9], [10]. A serious threat to wireless sensor networks is the
Byzantine attack [11], [12], [13], [14], [15], [16], [17], where
the adversary has full control over some of the authenti-
cated nodes and can perform arbitrary behavior to disrupt
the system. Discussions on related work can be found in
Section I of the supplementary file, which can be found on the
Computer Society Digital Library at http://doi.ieeecomputersocie-
ty.org/10.1109/TPDS.2013.74.

In this paper, we consider reliable data fusion in wire-
less sensor networks with mobile access points (SENMA)
[18] under both static and dynamic Byzantine attacks, in
which the malicious nodes report false information
with a fixed or time-varying probability, respectively. In
SENMA, the mobile access point (MA) traverses the
network and collects the sensing information from
the individual sensor nodes. The major advantage of the
SENMA architecture is that it ensures a line of sight
path to the access point within the power range of the

sensor nodes, allowing the information to be conveyed
without routing. This feature makes it a resilient, scal-
able and energy efficient architecture for wireless sensor
networks. In many cases, due to bandwidth and energy
limitations, the sensors quantize their sensing result into
a single bit [19], [20], [21], [22]. The MA receives the
sensing reports and applies the fusion rule to make the
final decision. One popular hard fusion rule used in dis-
tributed detection is the q-out-of-m scheme [20], [21],
[23], in which the mobile access point randomly polls
reports from m sensors, then decides that the target is
present only if q or more out of the m polled sensors
report ‘1’. It is simple to implement, and can achieve a
good tradeoff between minimizing the miss detection
probability and the false alarm rate. In-ideal scenarios,
the optimal scheme parameters for the q-out-of-m fusion
scheme are obtained through exhaustive search. How-
ever, due to its high computational complexity, the opti-
mal q-out-of-m scheme is infeasible as the network size
increases and/or the attack behavior changes. To over-
come this limitation, effective sub-optimal schemes with
low computational complexity are highly desired.

The main contributions of the paper can be summarized
as follows: First, we propose a simplified, linear q-out-of-m
scheme that can be easily applied to large size networks. The
basic idea is to find the optimal scheme parameters at rela-
tively small network sizes through exhaustive search, and
then obtain the fusion parameters for large network size by
exploiting the approximately linear relationship between the
scheme parameters and the network size. It is observed that
the proposed linear approach can achieve satisfying accu-
racy with low false alarm rate. However, there are chances of
violating the problem constraint. To enforce the miss detec-
tion constraint and improve the data fusion accuracy, we fur-
ther propose to use the linear approximation as the initial
point for the optimal exhaustive search algorithm. With this
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enhanced linear approach, near-optimal solutions can be
obtained with much lower computational complexity com-
pared with that of the pure exhaustive search approach.

Second, in an effort to search for an easier and more flexi-
ble distributed data fusion solutions that can easily adapt to
unpredictable environmental changes and cognitive behav-
ior of malicious nodes, we derive a closed-form solution for
the q-out-of-m fusion scheme based on the central limit the-
orem. It is observed that the closed-form solution is a func-
tion of the network size, the percentage of malicious users,
the malicious nodes’ behavior, and the detection accuracy
of the sensor nodes. We show that the closed-form solution
delivers comparable results with that of the near-optimal
solution obtained from the enhanced linear approach.

Third, we perform theoretical analysis for both the linear
approach and the closed-form solution. We show that under
a fixed percentage of malicious nodes, the false alarm rate
for both approaches diminishes exponentially as the net-
work size increases. This analysis reveals an interesting and
important result: even if the percentage of malicious nodes
remains unchanged, larger size networks are much more reliable
under malicious attacks. It indicates that the network size
plays a critical role in reliable data fusion. Moreover, we
also find an upper bound on the percentage of malicious
nodes that can be tolerated by the network under the q-out-
of-m fusion rule. It turns out that this upper bound is deter-
mined by the sensors’ detection probability and the attack
strategies of the malicious nodes.

Finally, we propose a simple and effective malicious
node detection approach, where the malicious sensors are
identified by comparing the decisions of the individual sen-
sors with that of the fusion center. It is observed that
dynamic attacks generally take longer time and more com-
plex procedures to be detected as compared to static attacks.
It is also found that the proposed malicious detection proce-
dure can identify malicious sensors accurately if sufficient
observation time is allowed. The proposed approach is ana-
lyzed using an entropy-based trust model. We show that
under the same system settings, the proposed malicious
node detection approach is optimal from the information
theory point of view. We further propose to adapt the fusion
parameters based on the detected malicious sensors and
their estimated probability of attack. It is shown that the
proposed adaptive fusion scheme can improve the system
performance significantly under both static and dynamic
attack strategies.

2 PROBLEM FORMULATION

2.1 Overall System Set-Up
We consider a centralized sensor network architecture,
known as SENMA [24], where we assume that the network
is composed of n power-limited sensor nodes and a power-
ful mobile access point. We assume that the nodes are ran-
domly and uniformly distributed over the network, and the
mobile access point traverses the network on a predefined
trajectory to communicate with all the sensing nodes. The
sensor network performs distributed detection. Each sensor
node detects the presence of the target object by applying
an application-dependent detection algorithm, such as
energy detection [25], and sends its 1-bit hard decision

report to the mobile access point (“1” means that the target
is present), which makes the final decision accordingly. This
hard decision model is adopted here for two reason: 1) To
reduce the transmission and processing burden of the sen-
sor network; 2) To enable more tractable analysis on the
effect of the network size on the reliability of the distributed
detection under Byzantine attacks.

If the network covers a large area, we divide the area into
smaller sections, and apply the fusion rule over nodes that
are within the same section. This setting ensures that, statis-
tically, nodes within the same section have the same chance
of detecting the target.

We assume that the network contains k malicious sen-
sors. The percentage of malicious sensors, k/n, is denoted by
a, which is assumed to be known or can be estimated at the
mobile access point. When no prior knowledge of a exists,
the MA would start with a majority vote1 and obtain an esti-
mate for a by comparing the individual sensing reports with
the final decision.

We assume that each benign sensor node has a false
alarm probability2Pf and a miss detection probability3Pm,
while the malicious sensors have their own false alarm
probability ~Pf and miss detection probability ~Pm. These
probabilities are determined by the environmental condi-
tions and the sensors’ capabilities to detect the target.

The MA uses the binary reports of the sensor nodes to
make the final decision on whether the target is present or
absent. This distributed detection problem can be modeled
using the conventional binary hypothesis test, where the
hypothesis H0 represents the absence of the target, and the
hypothesis H1 represents the presence of the target. Here,
we will first discuss different attack strategies that can be
adopted by the malicious sensors, then present the problem
formulation based on the q-out-of-m scheme.

2.2 Modeling of Possible Attack Strategies
There are different attack strategies that could be adopted
by the malicious sensors. Let Po be the probability that each
malicious node intentionally reports the opposite informa-
tion to its actual sensing decision. It is assumed that all mali-
cious nodes have the same probability of attack in a
particular sensing period. We classify the possible attack
strategies into two categories:

1. Static attack: In this strategy, the malicious nodes
send opposite data with an arbitrary probability Po
that is fixed, with 0 < Po " 1.

2. Dynamic attack: In this strategy, the malicious nodes
change Po after each attacking block, which is
composed of one or more sensing periods. More spe-
cifically,

Pon ¼ Pon$1 þ D1x$ D2ð1$ xÞ; (1)

where Pon is the value of Po in the nth attacking block,
x is a Bernoulli random variable that is equal to “1”

1. In majority vote, if more than half of the total sensor reported “1”,
then the final decision is “1”.

2. The false alarm probability is the conditional probability that the
target is said to be present, when it is not.

3. The miss detection probability is the conditional probability that
the target is said to be absent, when it is present.
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with probability Px, D1 and D2 are the increment and
decrement step size, respectively.

Taking the malicious nodes’ own false alarm and miss
detection probabilities into consideration, it turns out that
the malicious sensors may have different probabilities of
attack when the target is present and when the target is
absent. We refer to them as the miss detection attack proba-
bility (Pa;m) and false alarm attack probability (Pa;f ). More
specifically, the overall miss detection attack probability is
given by: Pa;m ¼ Poð1$ ~PmÞ þ ð1$ PoÞ ~Pm, where Po ¼ Po
for static attacks, and equals to the average Pon over all
attacking blocks for dynamic attacks. The false alarm attack
probability is given by: Pa;f ¼ Poð1$ ~PfÞ þ ð1$ PoÞ ~Pf . We
define Pa as the overall attack probability of malicious sen-
sors. If the state of nature is equal to “1” with probability p,
then Pa ¼ pPa;m þ ð1$ pÞPa;f . In the special case when the
sensor nodes can perfectly detect the state of nature, i.e.,
~Pf ¼ 0 and ~Pm ¼ 0, then Pa ¼ Pa;m ¼ Pa;f ¼ Po.

2.3 Problem Formulation
For reliable data fusion in SENMA under Byzantine attacks,
we propose to use the q-out-of-m fusion rule, in which the
MA randomly polls m out of n reports, then decides that
the target is present (H1) only if q or more out of the m
polled sensors report “1”. The main reason is that other
hard fusion rules, such as OR,4 AND,5 or the majority vot-
ing rule, might not achieve the compromise between mini-
mizing the false alarm rate and the miss detection
probability [20], especially under malicious attacks. More-
over, the q-out-of-m scheme parameters can be adapted
based on the attacking behavior and percentage of mali-
cious sensors. This inherent flexibility makes the q-out-of-m
scheme superior to other hard fusion rules.

In this paper, we aim to obtain m and q to minimize the
overall false alarm rate Qf , while keeping the overall miss
detection rate Qm below a certain predefined value b. That
is, our objective is to find the optimal m and q that can mini-
mize Qf , subject to the constraint Qm " b. The problem can
be formulated as follows:

min
m;q

Qfðm; qÞ

s:t: Qmðm; qÞ " b; 1 " q " m " n; q;m 2 IN: (2).

It should be pointed out that there is always a tradeoff
between minimizing the false alarm rate and the miss detec-
tion probability, therefore the parameter q should not be too
small nor too large. Large q can improve the false alarm
rate, but would increase the miss detection probability.
Small q can achieve a higher detection probability, but
would increase the false alarm rate.

Define Pd;m$d
k;n$k as the probability of polling m$ d out of

n$ k benign sensors and d out of k malicious sensors. That

is, Pd;m$d
k;n$k ¼

ðkdÞ
n$k
m$d
ðnmÞ:

According to our system model, the over-

all false alarm rate, Qf , can be expressed as:

Qf ¼
Xk

d¼maxð0;
mþk$nÞ

Pd;m$d
k;n$k

Xd

c¼0

d

c

! "
Pc
a;fð1$ Pa;fÞ

ðd$cÞ

(
Xm$d

j¼maxð0;q$cÞ

m$ d
j

! "
Pj
f ð1$ PfÞ

ðm$d$jÞ: (3)

If the m polled sensors contain d out of the k malicious
nodes, then the false alarm occurs when c or more out of d
malicious sensors attack and q $ c or more benign sensors
send false alarms, where 0 " c " d. It is noted that the min-
imum number of malicious reports being polled is
d ¼ maxð0;mþ k$ nÞ. That is, when the number of users
polled, m, is greater than the number of benign users
(n$ k), then there are at least m$ ðn$ kÞ malicious
reports received by the MA. The overall probability of
detection Qd can be expressed as:

Qd ¼
Xk

d¼maxð0;
mþk$nÞ

Pd;m$d
k;n$k

Xd

c¼0

d

c

! "
ð1$ Pa;mÞcP ðd$cÞa;m

(
Xm$d

j¼maxð0;q$cÞ

m$ d
j

! "
Pj
dð1$ PdÞ

ðm$d$jÞ; (4)

where Pd ¼ 1$ Pm is the detection probability of the benign
nodes, when the target is present. The overall miss detection
probability Qm is then obtained by Qm ¼ 1$Qd. Please refer
to Section II in the supplementary file, available online for more
discussions on the effect of the parameter q on Qf and Qm.

It is noted that finding the optimal m and q from (2) is a
nonlinear integer optimization problem that is hard to be
solved theoretically. The optimal approach is to perform
exhaustive search over all possible m and q values, and then
choose the ðmo; qoÞ pair that results in the lowest false alarm
rate while satisfying the miss detection constraint. The
computational complexity of the optimal exhaustive search
is Oðn2Þ [26], which would be infeasible for real-time data
fusion in large networks. Therefore, we aim at finding sim-
pler but accurate methods to obtain the scheme parameters
that solve (2).

3 SIMPLIFIED DATA FUSION SCHEME—THE

LINEAR APPROACH

In this section, we will first highlight some observations
based on the optimal q-out-of-m scheme, and then present
the simplified algorithms that can be easily applied to large-
scale networks.

3.1 Observations
To develop effective sub-optimal schemes with low
computational complexity, it is important to know how
the parameters m and q change with the system varia-
bles, such as a and n. In this section, we consider the
case where the malicious sensors attack with probability
Pa. We calculate the optimal parameters at different Pa
values, under different network sizes and different per-
centages of malicious sensors. The following observa-
tions are made [27]:

Observation 1. The optimal m is almost independent of the
percentage of malicious nodes, and has a linear

4. OR rule: if at least one sensor reports “1”, then the decision is “1”;
otherwise, the decision is “0”.

5. AND rule: if all sensors report “1”, then the decision is “1”; other-
wise, the decision is “0”.
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relationship with n. In fact, it is always equal to or very
close to n, as shown in Figs. 1a and 1c, which implies that
the reports of almost all the sensors should be considered
in the optimal q-out-of-m fusion scheme.6

This observation enables us to reduce the problem to
finding the best q when m ¼ n, which lowers the computa-
tional complexity from Oðn2Þ to OðnÞ.
Observation 2. The optimal value of q follows an approxi-

mately linear function of n with different slopes depend-
ing on the percentage of the malicious nodes and the
probability of attack, as shown in Figs. 1b and 1d.

Motivated by these observations, we develop simpli-
fied approaches to obtain the q-out-of-m fusion parame-
ters with low complexity that can be easily applied to
large network sizes.

3.2 The Linear Approach
In this section, we propose a simplified q-out-of-m scheme
by exploiting the linear relationship between the scheme
parameters and the network size. The main idea is that we
can get the optimal scheme parameters at relatively small
network sizes, and use them as reference points. These opti-
mal ðm; qÞ pairs for the different network sizes, Pa values,

and a ratios, can be obtained and stored in a look-up table,
then used to get the suboptimal scheme parameters for large
network sizes. We propose to set m ¼ n and use the follow-
ing linear function of n to obtain q [27]:

q̂n;a ¼ dqn0;a þ SoðaÞðn$ n0Þe; (5)

where SoðaÞ is the slope of the optimal qo versus n curve at a
particular attack probability given that the percentage of the
malicious nodes is a, q̂n;a is the suboptimal q value at a net-
work size n, and qno;a is the optimal q value at a relatively small
network size n0 and it serves as a reference point. Both q̂n;a and
qno;a are at a percent of malicious sensors. dxe is the smallest
integer larger than or equal to x. Note that the optimal q
depends on the false alarm and miss detection probabilities of
the sensor nodes, hence a periodic update of the reference
points and related slopes would be required in time-varying
environments.

While the linear approach can deliver very good perfor-
mance, there are chances of violating the problem con-
straint. Therefore, we propose an enhanced linear approach
to guarantee that the choice of q satisfies the miss detection
probability constraint. Please see Section III in the supplemen-
tary file, available online.

The absence of a well-defined closed-form solution
makes it difficult to adapt q based on the environmental
conditions and the malicious behavior. To find q for differ-
ent network settings, the slopes and the reference points
should always be updated using exhaustive search. This

Fig. 1. Optimal scheme parameters (mo, qo) versus the network size at different percentage of malicious nodes (a) and different probability of attack
(Pa), when b ¼ 0:01, Pf ¼ 0:1, Pd ¼ 0:775, Pa;m ¼ Pa;f .

6. However, this is no longer the case when malicious node detec-
tion scheme is employed, as the reports of the malicious sensors would
be discarded. Malicious detection will be considered in Section 6.
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could be tedious when the environment is fast-varying. To
solve this problem, in the following section, we derive a
closed-form expression for q.

4 A CLOSED-FORM SOLUTION

In this section, we derive a closed-form solution of q for
the q-out-of-m fusion rule under both static and dynamic
attacks. We exploit the observations of the optimal
exhaustive search by setting m ¼ n, as illustrated in the
previous section.

Recall that the malicious sensors have miss detection and
false alarm attack probabilities, Pa;m and Pa;f , respectively.
For notation simplicity, we assume that these two probabili-
ties are equal, that is,Pa;m ¼ Pa;f ¼ Pa. It is worth mentioning
that the analysis can be easily extended to the case where
Pa;m 6¼ Pa;f . We assume that all sensing reports are indepen-
dent. It is noted that the distribution of each sensing report is
determined by the environment and the behavior of the cor-
responding sensor node. Let the sensing report of node i be
ui!f0; 1g, where i ¼ f1; . . . ; ng. If node i is benign, then ui is a
Bernoulli random variable characterized by detection proba-
bility Pd if the target is present, or the false alarm rate Pf if
the target is absent; if node i is malicious, then ui is a Ber-
noulli random variable characterized by the parameter
1$ Pa if the target is present, or Pa if the target is absent.

The aggregated result at the MA is given by, U ¼
Pn

i¼1 ui
The random variable U represents the number of 1’s that
the access point received. To apply the q-out-of-m fusion
rule, U is compared to q. If U ) q, the final decision is that
the target is present (i.e., decide H1); otherwise, the final
decision is that the target is absent (i.e., decide H0).

Our closed-form solution is based on the central limit
theorem, where the aggregated result at the access point is
approximated as a Gaussian random variable. In fact, we
have the following result.

Proposition 1. Suppose a network of size n containing both
benign sensors and malicious sensors, where the percentage of
malicious sensors is a. The benign sensors have a detection
probability Pd, and the malicious sensors attack with a proba-
bility Pa. Assuming the q-out-of-m fusion rule is applied
subject to a predefined miss detection constraint b, then the
lowest false alarm rate can be achieved when q ¼ banþffiffiffiffiffi
bn
p

Q$1ð1$ bÞc. Here, a ¼ ð1$ aÞPdþ að1$ PaÞ, b ¼
ð1$ aÞPdð1$ PdÞ þ að1$ PaÞPa, and Q$1ð:Þ is the inverse
Q function.7

The proof of Proposition 1 is provided in Section IV of
the supplementary file, available online. Discussions on the
different q obtained by the proposed approaches can
also be found in the Section V of the supplementary file,
available online.

Next, we consider the maximum percentage of malicious
nodes that can be tolerated by the network using the q-out-
of-m fusion rule. More specifically, we have the following
result: For reliable data fusion using the q-out-of-m rule, the per-
centage of malicious users has to satisfy a < Pd

PdþPa
, where Pd is

the probability of detection of the sensors and Pa is the attack prob-
ability of the malicious nodes. The upper bound on a that can

be tolerated by the network is derived in Section VI of the
supplementary file, available online.

5 ANALYTICAL BOUNDS FOR THE PROPOSED

APPROACHES

In this section, we derive the analytical bound for the q-out-
of-m scheme based on the closed-form solution and the lin-
ear approach, and show that the accuracy of the q-out-of-m
scheme increases exponentially as the network size increases,
even if the percentage of malicious users remains the same.
We consider the linear approach first, for which we have:

Proposition 2.Using the linear q-out-of-m approach, the over-
all false alarm rate diminishes exponentially as the network
size n goes to infinity. More specifically, when n is very
large and Pf <

q$k
n$k, then Qf " exp $ðAnþBÞf g, where A

and B are constants, and A > 0.

The proof of Proposition 2 is provided in Section VII of the
supplementary file, available online.

For the closed-form solution, we have:

Proposition 3. For a fixed percentage of malicious users and
under the same attack strategy, the overall false alarm rate
using the closed-form q-out-of-m approach diminishes expo-
nentially as the network size n goes to infinity. More Specifi-
cally, for large n and Pf <

q$k
n$k,

~Qf " exp½$ 1
2
ða$cÞ2
d n+, where

a, c and d are constants.

The proof of Proposition 3 is provided in Section VIII of
the supplementary file, available online.

Discussions. (i) Our analytical results provided in this sec-
tion indicate that: when the q-out-of-m rule is used for data
fusion, then the false alarm rate diminishes exponentially as
the network size increases even if the percentage of mali-
cious sensors remains the same. This implies that for a fixed
a, we can improve the network performance significantly
by increasing the network size.

(ii) Explanation on the condition in Propositions 2-3: The
condition “Pf <

q$k
n$k” is equivalent to “q $ k > Pfðn$ kÞ”.

The physical meaning of this condition can be explained
in two ways: First, in order to achieve arbitrarily low
overall false alarm probability by the q-out-of-m fusion
rule, the individual false alarm rates of the benign nodes
should be less than a certain limit. This limit is equal to
the ratio between the least number of benign nodes in
the set of q nodes relied on in the q-out-of-m scheme
(q $ k), to the total number of benign nodes (n$ k).
Second, since each benign node has a none zero false
alarm rate Pf , to reduce the overall false alarm rate, suf-
ficient number of benign nodes need to be taken into
account so the “averaged” result will lead to a low over-
all false alarm rate.

6 MALICIOUS NODE DETECTION AND ADAPTIVE

FUSION

In this section we propose to enhance the system perfor-
mance through malicious node detection, where the hostile
behavior is identified and the malicious sensors are dis-
carded from the final decision making. Furthermore, we
propose an adaptive fusion procedure, where the fusion7. The Q function is defined as: QðxÞ ¼ 1ffiffiffiffi

2p
p
R1
x e$

x2

2 dx:
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parameters are tuned based on the attack behavior and the
percentage of the malicious sensors.

6.1 The Malicious Node Detection Scheme
Let Imal be the set of the malicious nodes, and ONs denotes
the reports of all nodes till the sensing period Ns. When the
attack strategy is known, and the percentage of malicious
nodes is fixed, a traditional approach to find the malicious
set, Imal, is to maximize the a posterior probability of Imal
given the observations ONs [28]. That is, the detected mali-
cious set Îmal ¼ arg maxImalP ðImaljONsÞ, where P ðImaljONsÞ
is the conditional probability that the malicious set is Imal
given all the reports ONs . However, this detection approach
is difficult to be implemented since it requires searching
over all possible sets of Imal.

In this section, we propose a simple malicious node
detection scheme, where the sensors’ decision reports are
used to identify the malicious nodes and estimate their
attack behavior. Let Pa;fðiÞ and Pa;mðiÞ denote the probabili-
ties that the ith node attacks when the target is absent and
present, respectively. Let P̂a;fðiÞ and P̂a;mðiÞ be their esti-
mated versions. We estimate Pa;fðiÞ and Pa;mðiÞ by using
two counters for each node at the mobile access point. More
specifically, for node i,

! Ti;o: represents the number of times node i sends “0”
when the final decision is “1”.

! Ti;1: represents the number of times node i sends “1”
when the final decision is “0”.

These counters are updated after each sensing period by
comparing the final decision (obtained using the q-out-of-m
rule) with the individual sensing reports.

Assuming the observation interval is N sensing periods,
and the number of observations where the access point
decides that the target is present and absent are N1 and N0,
respectively. Then, if the node is benign,

Ti;o
N1

and
Ti;1
N0

would
be indications for the ith node’s miss detection probability
and false alarm rate, respectively. On the other hand, if
node i is malicious,

Ti;o
N1

and
Ti;1
N0

will be estimates for Pa;mðiÞ
and Pa;fðiÞ, respectively. Please refer to Section XI in the sup-
plementary file, available online for more specific discussions.

We define the thresholds "p;f and "p;m as:

"p;f ¼ Pf þ df;0; "p;m ¼ Pm þ dm;0; (6)

where Pf and Pm are the benign nodes’ false alarm and miss
detection probabilities, df;0 and dm;0 represent the tolerance in
the estimated false alarm rate and miss detection probability
of the nodes.

The malicious node detection procedure has two levels:

! Level 1: Discard the suspicious reports. If
Ti;o
N1
) "p;m or

Ti;1
N0
) "p;f , the node’s report is discarded from the

current decision process, but its counters will con-
tinue to be updated in the next sensing periods.

! Level 2: Discard the unreliable nodes. If
Ti;o
N1
) Pm þ d1

or
Ti;1
N0
) Pf þ d2, where d1 and d2 are relatively

large, then the corresponding node will be dis-
carded from the sensing process. The nodes’
counters will continue to be updated to estimate
the attack probability.

It should be noted that N needs to be greater than or
equal to a certain threshold Nth before taking the deci-
sion to discard any node. Nth should be chosen to ensure
the accuracy of the time averages, P̂a;fðiÞ and P̂a;mðiÞ.
When Pa;fðiÞ and Pa;mðiÞ are in the orders of 10$1, it is
safe to choose Nth ) 100. As will be illustrated in Sec-
tion 7, the detection of the malicious nodes launching
dynamic attacks is generally more difficult and takes lon-
ger time than the detection of the malicious nodes per-
forming static attacks.

6.2 The Adaptive Fusion Algorithm
Adaptive fusion can be achieved by updating the value of
the q-out-of-m fusion parameters based on the average
probability of attack. Recall that Îmal is the set of detected
malicious nodes, then Îmal

$$ $$ is the total number of sensors
detected to be malicious. The estimated average attack prob-
ability is given by

P̂a ¼
1

Îmal
$$ $$

XÎmalj j

i¼1

P̂aðÎmalðiÞÞ; (7)

where ÎmalðiÞ is the ith detected malicious sensor and

P̂aðÎmalðiÞÞ ¼
T
ÎmalðiÞ;o

þT
ÎmalðiÞ;1

N . Then, q is tuned using Proposi-

tion 1 with the new problem settings, where n$ jÎmalj ) n,

k$ jÎmalj ) k, a ¼ k=n and Pa ¼ P̂a.
We define hd and hf as the detection accuracy and false

alarm rate of the malicious node detection scheme, respec-
tively. That is,

hd ,
NMM

k
; hf ,

NBM

n$ k
; (8)

where NMM is the number of malicious nodes detected to
be malicious, NBM is the number of benign nodes mistak-
enly regarded as malicious, k is the total number of mali-
cious sensors and ðn$ kÞ is the number of benign sensors.
Note that Îmal

$$ $$ ¼ NMM þNBM . It will be shown in Sec-
tion 7 that with sufficient observation time, the proposed
detection scheme can achieve high hd and low hf under
static and dynamic attacks.

6.3 Analysis from the Entropy Point of View
In the proposed malicious node detection approach, each
node’s behavior is determined based on the uncertainty
in the accuracy of its sensing report. Since uncertainty is
generally measured by entropy, in this section, we ana-
lyze the proposed approach using the entropy-based
trust model [29].

First, for each node i 2 f1; 2; . . . ; ng, we define two trust
metrics TrustfðiÞ and TrustmðiÞ to represent the uncertainty
in the node’s accuracy when the target is absent and pres-
ent, respectively,

TrustfðiÞ , 1$HðP̂a;fðiÞÞ; if P̂a;fðiÞ < 0:5;
HðP̂a;fðiÞÞ $ 1; if P̂a;fðiÞ ) 0:5;

%
(9)

where HðP̂a;fðiÞÞ is the entropy which represents the uncer-
tainty that node i intentionally reports a false “1” when the
actual state of nature is “0”. That is,
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H P̂a;fðiÞ
& '

¼ $P̂a;fðiÞlog2 P̂a;fðiÞ
( )

$ 1$ P̂a;fðiÞ
( )

log2 1$ P̂a;fðiÞ
( )

:
(10)

TrustmðiÞ is defined in a similar way by replacing P̂a;fðiÞ in
equation (9) with P̂a;mðiÞ.

The entropy trust metrics are in the range ½$1; 1+, where
negative values mean that the attack probability of the cor-
responding node is greater than 0:5. The trust metrics are
equal to “1” when the corresponding node is benign with a
perfect detection accuracy.

Note that Pf and Pm are generally small quantities, and
we can assume Pf þ d0;f < 1=2 and Pm þ d0;m < 1=2.
Define "e;f and "e;m as:

"e;f , 1$HðPf þ d0;fÞ; "e;m , 1$HðPm þ d0;mÞ: (11)

Compare (11) and (6), we can see that the proposed mali-
cious node detection approach can be mapped to the
entropy-based trust model. The equivalence is further illus-
trated in Table 1.

Our discussions above show that under the same settings for
d0;f , d0;m, d1 and d2, the proposed malicious node detection scheme
is equivalent to the detection approach based on the entropy-based
trust model. This implies that the proposed malicious node detec-
tion scheme is optimal from the information theory point of view.

7 SIMULATION RESULTS

In this section, we illustrate the performance of the pro-
posed approaches through simulation examples. In the sim-
ulations, we assume that the miss detection limit is
b ¼ 0:01, the hypothesis H1 happens with probability
p ¼ 0:5. The false alarm rate and the miss detection proba-
bility of each benign sensor are assumed to be Pf ¼ 0:1 and
Pd ¼ 0:775. These false alarm and miss detection values are
obtained assuming that the sensors employ energy detec-
tion, when the SNR level is 5 dB and the time-bandwidth
product is 5 [30]. For the static attack strategy, we set
Po ¼ 1. For the dynamic attack strategy, we set D1 ¼ D2 ¼
0:2, Po1 ¼ 0:7, Px ¼ 0:5, and the number of sensing periods
per attacking block is T ¼ 10.

Example 1. Linear approaches and comparison with existing
methods. In this example, the performance of the linear
and the enhanced linear approaches are evaluated, and
we also compare them with existing AND rule, OR rule,
and majority voting fusion approaches. We assume that
the malicious nodes can detect the target perfectly and

always report false information (i.e., Pa;m ¼ 1, Pa;f ¼ 1).
At different values of a, SoðaÞ is calculated from Fig. 1.
The reference points are at no ¼ 35. The false alarm rate
and the corresponding miss detection probability of the
linear approach for different values of n and a are shown
in Figs. 2a and 2b, respectively. It is clear that in most
cases, the miss detection constraint is met. Slight increase
in the miss detection over b happens at a ¼ 15% and
25%. One solution to this problem is to use the enhanced
linear approach discussed in Section III of the supplemen-
tary file, available online.

Figs. 3a and 3b show the false alarm rate and the miss
detection probability, respectively, at different percentages
of malicious nodes, when the iterative enhanced linear
approach is used to find the fusion parameter. Comparing
Fig. 3b with Fig. 2b, it can be seen that the miss detection
constraint is enforced when the enhanced procedure is
applied. It can also be shown from both Figs. 2a and 3a that
the false alarm rate improves as the network size increases
even under the same percentage of malicious nodes.

In comparison with existing approaches, it is shown in
Fig. 3b that the majority voting rule cannot guarantee the
miss detection requirement. Moreover, AND rule results in
a very high miss detection probability, although it can
achieve low false alarm rate. On the other hand, OR rule
results in a very high false alarm rate, although it can

TABLE 1
Equivalence between the Entropy Based Trust Model

and the Proposed Malicious Node Detection

Fig. 2. The false alarm rate and miss detection probability using the lin-
ear approach.
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achieve low miss detection probability. Hence, they are not
reliable under malicious attacks.

Example 2. The closed-form solution without malicious node
detection. In this example, we assume that a ¼ 25%, and
the malicious nodes have ~Pf ¼ Pf and ~Pm ¼ 1$ Pd. The
access point assumes that the attack probability is “1”,
and obtain q accordingly. We assume that the percent-
age of malicious sensors is known or can be estimated
at the access point. It is shown in Fig. 4a that when the
malicious detection approach is not employed, the per-
formance is worst under the static attack strategy with
Po ¼ 1. It is observed that the false alarm rate is lower
for the considered dynamic attacks as compared to the
static attack. This is because that when the probability
of attack is time varying, it could be very low in some
sensing periods. It can be observed from Fig. 4a that at
a fixed percentage of malicious nodes, the false alarm
rate decreases rapidly as the network size increases.
This echoes our analytical results presented in Section
5. The miss detection probability versus the network
size is plotted in Fig. 4b. It is clear that the miss detec-
tion constraint is met, and there is a good margin for

improvement that can be achieved using the adaptive
fusion scheme. This margin is mainly due to the choice
of q, where the access point assumed that the attack
probability is “1”.

Example 3. Adaptive fusion: closed-form solution with mali-
cious node detection. In this example, we use the same
settings as in Example 2. Malicious node detection is
applied and the value of q is adapted based on the
detected malicious behavior. Here, we set d0;f ¼ 0:07,
d0;m ¼ 0:2, d1 ¼ 0:4, and d2 ¼ 0:3. Fig. 4a shows the
overall false alarm rate averaged over 104 observation
periods when Nth ¼ 100. The results are further aver-
aged over 102 iterations to get more accurate results.
It can be seen that significant performance improve-
ment is achieved for both static and dynamic attacks
when the adaptive fusion with malicious node detec-
tion is employed. Fig. 4b shows that the miss detec-
tion constraint is satisfied for all cases. The non-
smoothness of the curves is mainly due to the tuning
of the integer-valued scheme parameters to satisfy the
miss detection constraint. It should be noted that
the thresholds d0;f , d0;m have a direct impact of the
performance of the malicious node detection scheme
and they could be further optimized to improve the
performance.

Fig. 4. The false alarm rate and miss detection probability under static
and dynamic attacks with and without the malicious node detection
scheme.

Fig. 3. The false alarm rate and the miss detection probability using the
enhanced linear approach, and comparisons with AND rule, OR rule and
majority voting rule. In general, AND rule results in very high miss detec-
tion probability, although it can achieve low false alarm rate. On the other
hand, OR rule results in a very high false alarm rate, although it can
achieve low miss detection probability.
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In Fig. 5a, we show the effect of the observation inter-
val N on the detection accuracy of the malicious node
detection scheme (hd). It can be seen that malicious
nodes launching dynamic attack require longer observa-
tion interval to be detected than nodes adopting static
attack. Fig. 5a demonstrates that the proposed malicious
node detection scheme is efficient and highly accurate.
In Fig. 5b, the false alarm rate of the malicious node
detection scheme (hf ) is plotted versus the observation
interval. As expected, it is shown that hF decreases as
more observations are available at the access point. The
effect of the observation threshold Nth on hf is illustrated
in Section X of the supplementary file, available online.

8 CONCLUSIONS

In this paper, we considered the q-out-of-m fusion rule for
SENMA networks under Byzantine attacks. Both static and
dynamic attack strategies were discussed. We proposed sim-
plified q-out-of-m fusion schemes by exploiting the linear
relationship between the scheme parameters and the net-
work size. We also derived a near-optimal closed-form solu-
tion for the fusion threshold based on the central limit
theorem. An important observation is that, even if the per-
centage of malicious sensors remains fixed, the false alarm
rate diminishes exponentially with the network size. This

implies that for a fixed percentage of malicious nodes, we
can improve the network performance significantly by
increasing the density of the nodes. Furthermore, we
obtained an upper bound on the percentage of malicious
nodes that can be tolerated using the q-out-of-m rule. It is
found that the upper bound is determined by the sensors’
detection probability and the attack strategies of the mali-
cious nodes. Finally, we proposed an effective malicious
node detection scheme for adaptive data fusion under time-
varying attacks. The detection procedure is analyzed using
the entropy-defined trust model, and has shown to be opti-
mal from the information theory point of view. It is observed
that nodes launching dynamic attacks take longer time and
more complex procedures to be detected as compared to
those conducting static attacks. The adaptive fusion proce-
dure has shown to provide significant improvement in the
system performance under both static and dynamic attacks.
Further research can be conducted on adaptive detection
under Byzantine attacks with soft decision reports.
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