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Abstract—Cloud computing provides centralized data storage
and online computing. For centralized data storage, to address
both security and availability issue, distributed storage is an
appealing option in that it can ensure file security without
requiring data encryption. Instead of storing a file and its
replications on multiple servers, we can break the file into
components and store the components on multiple servers. In
this paper, we develop the minimum storage regeneration (MSR)
point based distributed storage schemes that can achieve optimal
storage efficiency and storage capacity. Moreover, our scheme
can detect and correct malicious nodes with much higher error
correction efficiency. For online computing, we investigate out-
sourcing of general computational problems and propose efficient
Cost-Aware Secure QOutsourcing (CASO) schemes for problem
transformation and outsourcing so that the cloud is unable to
learn any key information from the transformed problem. We
also propose a verification scheme to ensure that the end-users
will always receive a valid solution from the cloud. Our extensive
complexity and security analysis show that our proposed Cost-
Aware Secure Outsourcing (CASO) scheme is both practical and
effective.

Index Terms—Cloud computing, distributed storage, optimal
scheme design, computation outsourcing, security, efficiency, cost-
aware

I. INTRODUCTION

Cloud computing paradigm provides with end-users an on-
demand access to a shared pool of resources. Computational
resource and storage are two of the most integral services of
cloud computing. Distributed storage is an appealing method
to store files securely without requiring data encryption.
Instead of storing a file and its replications on multiple
servers, we can break the file into components and store the
components on multiple servers. In this way, both reliability
and security of the file can be increased. A typical approach
is to encode the file using an (n,k) Reed-Solomon (RS)
code and distribute the encoded file into n servers. When
we need to recover the file, we only need to collect the
encoded parts from k servers, which achieves a trade-off
between reliability and efficiency. However, when repairing or
regenerating the contents of a failed node, the whole file has to
be recovered first, which is a waste of bandwidth. The concept
of regenerating code was introduced in [1]. The bandwidth
needed for repairing a failed node could be much less than the
size of the whole file. In fact the regenerating code achieves

an optimal trade-off between bandwidth and storage within the
minimum storage regeneration (MSR) point.

In the recent years, the security of the regenerating code has
been studied. In [2], the authors analyzed the error resilience of
the regenerating code in the network with errors and erasures.
They provided the theoretical error correction capability. In [3]
the authors proposed a Hermitian code [4] based regenerating
code, which could provide better error correction capability.
In [5] the authors proposed the universally secure regenerating
code to achieve information theoretic data confidentiality.
But the extra computational cost and bandwidth have to be
considered for this code. In [6] the authors proposed to
apply linear feedback shift register (LFSR) to protect the data
confidentiality.

Computation outsourcing is another key component of cloud
computing. It enables the resource-constrained end-users to
outsource their computational tasks to the cloud servers so
that the tasks can be processed in the cloud servers. However,
security has become one of the major concerns that prevent
computation outsourcing from being widely adopted. When
the end-users outsource their tasks to the cloud, the cloud
servers will get full access to the problem. As a result, the end-
users’ privacy is totally exposed to the cloud. Furthermore, the
cloud may have the motivation to cheat in the computation
process thus false solutions may be returned to the end-
users. All these issues call for designs of secure outsourcing
mechanisms that can also provide end-users the ability to
validate the received results.

In our research, we develop the minimum storage regenera-
tion (MSR) and the minimum bandwidth regeneration (MBR)
points based distributed storage schemes that can achieve
optimal storage efficiency and storage capacity. Our scheme
can detect and correct malicious nodes with much higher error
correction capability at a much lower computation efficiency.
For computation outsourcing, we propose cost-aware secure
outsourcing (CASO) schemes based on affine mappings for
problem transformation and solution recovery. We also pro-
pose efficient result verification schemes.

The rest of the paper is organized as follows: In Section II,
we present our proposed optimal distributed storage. In Section
III, our proposed cost-aware secure computation outsourcing
scheme is presented. We conclude in Section IV.



II. OPTIMAL DISTRIBUTED STORAGE

Distributed storage provides an efficient and low-cost trade-
off between security and storage. It changes the costly security
management problems to storage problems. Meanwhile, it
also provide an elegant solution to ensure data availability
under various security attacks and natural disaster. The idea
of distributed storage is to encode the file using an (n,k)
Reed-Solomon (RS) code and distribute the encoded file into
n servers. When we need to recover the file, we only need
to collect the encoded parts from k servers, which achieves a
trade-off between reliability and efficiency. However, when re-
pairing or regenerating the contents of a failed node, the whole
file has to be recovered first, which is a waste of bandwidth.
The concept of regenerating code was introduced in [1]. The
bandwidth needed for repairing a failed node could be much
less than the size of the whole file. In fact the regenerating
code achieves an optimal trade-off between bandwidth and
storage within the minimum storage regeneration (MSR) and
the minimum bandwidth regeneration (MBR) points.

A. Preliminary

1) Regenerating Code: Regenerating code introduced in [1]
is a linear code over finite filed F, with a set of parameters
{n,k,d,o,3,B}. A file of size B is stored in n storage
nodes, each of which stores o symbols. A replacement node
can regenerate the contents of a failed node by downloading
B symbols from each of d randomly selected storage nodes.
So the total bandwidth needed to regenerate a failed node is
v = df. The data collector (DC) can reconstruct the whole
file by downloading o symbols from each of k£ < d randomly
selected storage nodes [1], the following theoretical bound was
derived:

k—1
B< Z min{a, (d —4)8}. (1)
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From Equation (1), a trade-off between the regeneration band-
width v and the storage requirement o was derived. v and «
cannot be decreased at the same time. There are two special
cases: minimum storage regeneration (MSR) point in which
the storage parameter « is minimized;
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and minimum bandwidth regeneration (MBR) point in which
the bandwidth ~ is minimized:
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2) Encoding of MSR Code: The encoding is based on
the product-matrix code framework [7]. According to Equa-
tion (2), we have ag = d/2, 8y = 1 for one block of data
with the size By = (a + 1)a. The data will be arranged
into two « X o symmetric matrices S1, Se, each of which will

(aMBR, YMBR) = <

contain By /2 data. The codeword CH is defined as

CH=[® AD {Sl} = USy, (4)
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is a Vandermonde matrix and A = diag[A1, Ag, -+, A4] such
that A\; # A; for 1 < 4,57 < a,% # j, where \; € F, for
1 <i <, ¢ is a primitive element in Fy, and any d rows of
U are linearly independent. Then each row ch;, 0 < i < n,
of the codeword matrix ch will be stored in storage node i, in
which the encoding vector v; is the i" row of W.

B. m-Layer Rate-matched MSR Code

In this section, we will show our optimization of the rate-
matched [8] MSR code: m-layer rate-matched MSR code. We
utilize m layers of the MSR codes, with each layer L; viewed
as an (n —1,d;,n — d;) MDS code, 1 < i < m, satisfying

di <dj, V1<i<j<m. 6)

The data will be divided into m parts and each part will be
encoded by a distinct rate MSR code. The code with a lower
code rate has better error correction capability. The codewords
will be decoded layer by layer in the order from layer L; to
layer L,,. That is, the codewords encoded by the MSR code
with a lower d will be decoded prior to those encoded by the
full rate MSR code with a higher d. If errors were found by the
full rate MSR code with a lower d, the corresponding nodes
would be marked as malicious. The symbols sent from these
nodes would be treated as erasures in the subsequent decoding
of the MSR codes with higher d’s. The purpose of this
arrangement is to correct as many as erroneous symbols sent
by malicious nodes and locate the corresponding malicious
nodes using the MSR code with a lower rate. However, the
rates of the m MSR codes must match to achieve an optimal
performance. Here we mainly focus on the rate match for
data regeneration. We can see in the later analysis that the
performance of data reconstruction can also be improved with
this design criterion.

To optimize the overall error correction capability by match-
ing the code rates of different rate MSR codes, we set the
summation of the d’s of all the layers to a constant d:

Sdi=d )
i=1

The first layer code can correct t; errors. If we view the
symbols from the ¢;_; nodes where errors are found by



CH;_, as erasures, the i‘" layer code can correct t; errors
for 2 <i<m:
ti = L(?’L*dlflftl_l)/2j +ti_1
= (Tia M- dy) - i Py 2 1) /2,
8)
where ¢; = 0 or 1, with the restriction that n —d; — 1 > t;_1,
which can be written as:
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Similarly, the parameter d of the ith layer for 2 < i <m
must satisfy

di—1—d; <0. (10)
And Equation (7) can be written as:
m —
ddj < d, (11)
j=1
Y d; < -d (12)
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We can maximize the error correction capability of the m-
layer rate-matched MSR code by maximizing t,,. With all the
constrains listed above, we can write the optimization problem
as:

maximize
subject to

t; for i = m in (8),
(9) and (10) for 2 <i <m, (11), (12).

The optimization result is:

Theorem 1. For the m-layer rate-matched MSR code, when

d; = Round(d/m) =d for 1<i<m, (13)
it can correct errors from at most
fn = (2" —1D(n—d)—> 271e; —2m +1)/2m
j=1
> ((Qm _ 1)(n _ J) _ gm+l1 + 2)/2m. (14)

malicious nodes.

The error correction efficiency for the m-layer rate-matched
MSR code is

bc = (2™ —1)(n —d) — 2™+ +2)/(2™n). (15)

This is a monotonically increasing function for m, so we have:

Corollary 1. The error correction efficiency of the m-layer
rate-matched MSR code increases with the number of layers.

Evaluation of the Optimization: Equation (13) shows that
we can get the optimized error correction capability when all
the rates of the codes in the m-layer code are equal. Since
we have seen the advantage of the rate-matched MSR code
over the normal error correction MSR code, here we will
mainly discuss how the number of layers can affect the error
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Figure 1. The optimal error correction efficiency of the m-layer rate-matched
MSR code under different m for 2 < m < 16

correction efficiency. The error correction efficiency of the m-
layer rate-matched MSR code is shown is Fig. 1, where we set
n = 30 and d = 50. We also plot the error correction efficiency
d¢ of the normal error correction MSR code under the same
parameters for comparison. From the figure we can see that
when n and d are fixed, the optimal error correction efficiency
will increase with the number of layers m as in Corollary 1.
Moreover, the optimization condition in Equation (13) also
leads to maximum storage capacity besides the optimal error
correction capability. We have the following theorem:

Theorem 2. The m-layer rate-matched MSR code can achieve
the maximum storage capacity if the parameter d’s of all the
layers are the same, under the constraint in Equation (7).

C. Practical Consideration of the Optimization

So far, we implicitly presumed that there is only one data
block of the size B; = a;(a; + 1) for each layer . In practical
distributed storage, it is the parameter d; that is fixed instead
of dy, the summation of d;. However, as long as we use m
layers of MSR codes with the same parameter d = d, we
will still get the optimal solution for d = md. In fact, the
m-layer rate-matched MSR code here becomes a single MSR
code with parameter d = d and m data blocks. And based on
the dependent decoding idea we describe at the beginning of
Section II-B, we can achieve the optimal performance.

So when the file size B is larger than one data block size
B of the single full rate MSR code with parameter d = d,
we will divide the file into [Br/B] data blocks and encode
them separately. If we decode these data blocks dependently,
we can get the optimal error correction efficiency.

Evaluation of the Optimal Error Correction Efficiency: In
the practical case, d in Equation (15) is fixed. So here we
will study the relationship between the number of dependently
decoding data blocks m and the error correction efficiency ¢,
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Figure 2. The optimal error correction efficiency for 2 < m < 16

which is shown in Fig. 2. We set n = 30 and d= 5,10. From
the figure we can see that although 6c will become higher
with the increasing of dependently decoding data blocks m, the
efficiency improvement will be negligible for m > 8. Actually
when m = 7 the efficiency has already become 99% of the
upper bound of J¢.

On the other hand, there exist parallel algorithms for fast
MDS code decoding [9]. We can decode blocks of MDS code-
words parallel in a pipeline fashion to accelerate the overall
decoding speed. The more blocks of codewords we decode
parallel, the faster we will finish the whole decoding process.
For large files that could be divided into a large amount of data
blocks (6 blocks), we can get a trade-off between the optimal
error correction efficiency and the decoding speed by setting
the number of dependently decoding data blocks m and the
number of parallel decoding data blocks p under the constraint
0 = mp.

D. Encoding of m-Layer Rate-matched MSR Code

From the analysis above we know that to encode a file
with size Br using the optimal m-layer rate-matched MSR
code is to encode the file using a full rate MSR code with
predetermined parameter d = 2o = d. First the file will be
divided into 6 blocks of data with size B, where § = [By/B].
Then the 0 blocks of data will be encoded into code matrices
CHq,--- ,CHg and form the final n X af codeword matrix:
CM = [CHy,---,CHg]. Each row ¢; = [chy ;,--- ,chg ],
0 <i<n—1, of the codeword matrix C'M will be stored in
storage node ¢, where chy; , is the ith row of CH;, 1 <5 <0.
The encoding vector v; for storage node i is the i*" row of W
in Equation (4).

For this encoding, we can construct the optimal data re-
generation and reconstruction algorithms, both at complexity
O(n5/3), which is lower than the complexity O(n?) for RS
code based regeneration code.

III. COST-AWARE SECURE COMPUTING OUTSOURCING

Suppose an end-user wishes to solve a computational prob-
lem denoted by F'(x), where x = (x1, 2, - , 2, ) is the input
sequence. Note that F'(x) describes a general computational
problem not necessarily restricted to a function. For example,
it can be a system of equations or an optimization problem.
However, due to the lack of resources, the end-user may need
to outsource the problem to the cloud which is considered to
have infinite computing resources. The main idea is that before
outsourcing, the end-user will transform the original problem
at local side in order to conceal information leakage of the
original computational problem. On receiving the transformed
problem, the cloud servers will carry out the computing
process and return the solution to the end-user. Based on the
transformation and the information returned by the cloud, the
end-user is able to recover the solution of the original problem
and validate the received solution.

A. Design Requirements and Goals

A secure outsourcing scheme should satisfy the following
requirements: (i) Correctness: the transformation on the prob-
lem and the inverse transformation should guarantee that the
recovered solution is correct, (ii) Verifiability: the end-user has
the ability to verify the validity of the solution returned by the
cloud. (iii) Secrecy: the outsourcing scheme should prevent the
cloud from learning any key information, such as the problem
itself, the input and the output of the problem, (iv) Efficiency:
The computational overhead for the outsourcing scheme and
the result verification should be limited to O(n?) while main-
taining the original level of communication overhead, and (v)
Cost-Awareness: The end-users can determine the appropriate
outsourcing strategies according to their own computational
constraints and security demands in a cost-aware manner.

B. Basic Framework

We formally divide the outsourcing process into the follow-

ing phases.

1) Problem Transformation: ProbTran {S,F(x)} —
{G(y)}. In this phase, the end user first generates a
key S which is kept secret at the local side during the
whole process. Based on this secret key, the end-user
transforms F'(x) to its new form G(y) where y is the
new input.

2) Cloud Computation: CloudCom {G(y)} — {y*, ®}.
On receiving the transformed problem G(y), the cloud
carries out necessary computation and gives the solution
y* as well as a proof ® of the validity of the returned
solution.

3) Result Recovery and  Verification: RecVeri
{y*,S,®} — {x*,A}. By utilizing the secret key
S, the end-user recovers solution x* to the original
problem from y*. Based on the proof ® , the end-user
gives the decision A = {Ture, False}, indicating the
validity of x*.



C. Affine Mapping-Based Problem Transformation

The basic idea of problem transformation is to map the in-
dependent variables of the problem to a new group of variables
such that the original problem is transformed to a new form. To
be specific, suppose the original problem is F'(x). We assume
that b : R™ — R" is a general one-to-one mapping function.
Let x = (y), then F(x) = F(i(y)) = (F o )(y) = Gly).
In this way, the original input x can be transformed to
input y with the relationship determined by the function .
Correspondingly, the original problem F'(x) is transformed to
anew form G(y) that can be securely outsourced to the cloud.
Since the solutions to the two problem satisfy x* = ¥ (y™*),
the end-user can always recover x* from y* returned by the
cloud. Thus the essence of our proposed scheme lies in finding
a proper one-to-one mapping that satisfies the various design
goals.

In light of this, we choose ¥ as an affine mapping such
that x = Ky + r, where K € R ™ and r € R™ It is
clear that as long as K is nonsingular, the above mentioned
affine mapping is a one-to-one mapping. The correctness of
our proposed scheme based on affine mapping is guaranteed
by the following theorem.

Theorem 3. The affine mapping based outsourcing scheme is
correct. That is the end-user is guaranteed to recover a valid
solution from the solution returned by the cloud.

For the affine mapping based transformation, the compu-
tational complexity mainly lies in the matrix multiplication.
In general, the complexity of multiply two n X n matrices
is O(n3). Therefore, to limit the computational complexity
to O(n?), the non-singular matrix K has to be selected
with certain structure while ensuring security of the original
problem. In this research, we analyzed four different selections
of the non-singular matrix K: (i) K is a diagonal matrix
that has the format K = {k;;|k;; = 0,Vi # j}, (i) K is
a permutation matrix that has exactly one non-zero entry in
each row and each column in the matrix, (iii) K is a band
matrix that has an upper half-bandwidth p and a lower half-
bandwidth ¢ such that k;; = 0 for ¢ > j+pand 7 > i+ gq.
The total bandwidth of K is denoted by W = p + ¢ + 1. For
simplicity, we assume that K has an equal upper and lower
half-bandwidth p = ¢ = w, then W = 2w+ 1, and (iv) K is a
sparse matrix with density d which is defined as the ratio of
non-zero elements in the matrix. We assume that the number
of non-zero elements in each row and each column of K is
up-bounded by a constant 6.

The number of multiplications M in each scheme can
be calculated and the results are presented in Table 1. In
summary, we demonstrate that by selecting special forms of
K, the complexity of multiplying K with an arbitrary matrix
A is O(n?). In Table 1, we also provided the diffusion and
confusion measurement for each scheme, where the diffusion
parameter « and confusion parameter /5 are defined as the
number of different entries in A and the number of different

Table T
COMPLEXITY AND SECURITY OF EACH SCHEME

Scheme (K) | Complexity (M) Diffusion («) Confusion (3)
Diagonal n? 1 1
Permutation n2 1 1
Band Wn? w w
Sparse on? 0 0

entries in K that appear in each entry of A’.

D. Application to Linear Programming
Consider a linear programming problem denoted by

minimize c¢Tx

subject to Ax =b,Dx >0, (16)

where b,c € R", A € R™*™ and D € R**" (m,s < n).
Under the affine mapping x = Ky + r, the problem is
transformed to

minimize ¢’Ky +c’r
subject to AKy=b — Ar, DKy > —Dr,

from which we can see that the input {c’, A, b, D} can be
concealed by the secret key K and r. It is obvious that the
computational bottleneck lies in the multiplication of K with
A and D. Thus the same complexity and security analysis for
systems of linear equations applies for linear programming.
That is the complexity of the previous four options is all
bounded by O(n?). In terms of security, the four options are
all secure in protecting the input and output while providing
different levels of protection of other side information.

E. Application to Non-linear Systems

We consider a system of non-linear equations denoted by
F(x) = 0, where F(x) = {fi(x)|fi(x) : R* —» R,i =
1,2,--+ ,n}. Typically, it is hard to obtain a symbolic solution
for the system. Thus the normal method is to solve the system
of equations numerically in an iterative way. The main idea is
that given a solution xj, in the k-th iteration, we need to solve
the linear system OF(X)|x—x, (Xk+1 — Xt) = —F(X)|x=x,>
where OF (x) is the Jacob matrix of F(x). Then we can obtain
the solution X, in the (k+ 1)*" iteration. The iteration will
terminate when |F(x*)| < ¢, where ¢ is the error tolerance
and x* is the final solution. To minimize the communication
overhead maybe even energy consumption of the end-users,
our goal is to design off-line scheme so that the end-users
are not required to interact with the cloud except the problem
outsourcing and result retrieving process. In this way, the end-
users can only focus on a high level view of the problem
without knowing the details of problem solving process. Sim-
ilar to linear programing problem, under the affine mapping
x = Ky + r, the original problem F(x) can be transformed

to G(Y) = {gi(Y)|gi(Y) = fi(KY+r) =1=12-- 7TL}.



F. Results Verification

For system of linear equations, it is sufficient to verify
directly whether ||Ax*|| < e, where ¢ is a pre-defined error
tolerance. The complexity of this verification process is O(n?).
Under the affine mappings x = K;y +r; and x = Koz + 1o,
the original problem F'(x) is transformed to G(y) and H(z),
respectively. Then the cloud solves the two outsourced prob-
lems and returns the corresponding results y* and z*. The the
end-user can utilize the condition K;y* + r; = Ksz* + 1o
as a criterion to verify whether the returned results are valid.
The output of a linear programming problem can be divided
into three cases: normal, infeasible and unbounded.

The verification scheme works well for the normal case.
However, it fails if the cloud simply returns an infeasible
result for any outsourced problem. To deal with this issue,
we construct a phase I problem [10, Chapter 11] to check the
feasibility as follows:

minimize p
subject to Ax =b,Dx < p,
where p is a single variable.

It is obvious that when p is large enough, Fy(x) is always
feasible. Suppose x* minimizes the objective function and p*
is the corresponding minimum value. The phase I problem is
designed in such a way that when p* < 0, the original problem
F(x) is feasible and F'(x) is infeasible otherwise. Thus when
the cloud indicates that the solutions to the two outsourced
problems G(y) and H(z) are infeasible, it then generates
the corresponding phase I problems G;(y) and Hj(z) and
computes the optimal points y* and z* and the minimum
values pf, and pj;, respectively. Then at the local side, the
verification is the same as that in the normal case.

In the unbounded case, the cloud indicates that the objective
function ¢’x — —oo in its domain. To verify the result, we
can construct the corresponding Lagrangian L as

L(x,u,v) = cI'x+u(Ax — b) + vDx,

where u € R™ and ve R® are the associated Lagrange
multiplier vectors. Then based on this Lagrangian L(x,u, V),
a Lagrange dual function can be constructed as

. . T .
®(u,v) 7;Iel7faL(X’ u,v) = ire% (c"x+u(Ax — b) + vDx)

where D is the domain of the optimization problem. From
this definition, it is easy to prove that Vv > 0, we have the
following inequality:

®(u,v) < L(x*,u,v) < cl'x*,

where c¢”x* denotes the optimal value of the objective func-
tion. The above inequality gives a lower bounded of the
objective function that depends on the selection of u and
v. Thus, among all the selections of u and v, find the
optimal lower bound is equivalent to solving the following

optimization problem:
maximize ®(u,v)

subject to u >~ 0.

If the original problem is unbounded below, the transformed
problem described above should be infeasible since it gives
a lower bound of the optimal value in the original problem.
Thus the remaining task is to verify the feasibility of the above
problem, which has been illustrated in the infeasible case. Let
the cloud solve the phase I problems of the two Lagrange
dual problems and return the optimal solutions denoted by
(Pt ¥y ug, v) and (pj;, z*, ujy, viy). At the local side, the
end-users then check whether pg, > 0 and p}; > 0 and whether
the equality K;y* + r; = Koz* + r5 holds.

IV. CONCLUSIONS

In this paper, we present our research in distributed storage
and cloud computing outsourcing, which are two of the most
important research topics for cloud computing. In distributed
cloud storage, we develop distributed cloud storage that
can achieve minimum storage regeneration (MSR), minimum
bandwidth regeneration (MBR) and meanwhile, achieving the
optimal error correction capability and computational effi-
ciency. For secure computing outsourcing, we develop a cost-
aware secure outsourcing (CASO) scheme for general com-
puting problems. We demonstrate that CASO can be widely
used to solve linear problems, such as linear programming
problems, as well as non-linear problems, in a security and
cost-aware trade-off approach. We also developed efficient
result verification for various computational problems.
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