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Security and Energy Efficiency: Breaking the
Barriers of High Peak-to-Average Power Ratio and
Disguised Jamming in NextG IoT System Design

Tongtong Li

Abstract—As a popular modulation technique in wire-
less communications, orthogonal frequency-division multiplexing
(OFDM) has two major disadvantages—one is its high peak-to-
average power ratio (PAPR), which causes nonlinear distortion,
lower power efficiency, and performance losses; the other is its
fragility under hostile jamming attacks, where the authorized
users signal is deliberately interfered by the adversary, leading
to communication failures. In this article, first, we reintroduce
the IFFT-relocated OFDM (IR-OFDM), which is essentially a
single-carrier system with frequency-domain equalization. By
relocating the inverse fast Fourier transform (IFFT) block in
OFDM from the transmitter to receiver, IR-OFDM can com-
pletely liberate OFDM from the barriers of high PAPR while
achieving the same spectral efficiency. Second, to combat hos-
tile jamming, especially disguised jamming, where the jamming
is highly correlated with the authorized signal, we propose a
securely precoded IR-OFDM (SP-IR-OFDM). By integrating the
advanced encryption standard (AES) into IR-OFDM transceiver
design, we obtain a random (or dynamic) constellation. The
shared secure randomness introduced by AES breaks the symme-
try between the authorized signal and the jamming interference
and, hence, ensures reliable performance of the system under
disguised jamming. The efficiency and robustness of IR-OFDM
and SP-IR-OFDM are demonstrated through simulation exam-
ples. It is shown that IR-OFDM can deliver comparable or better
performances than OFDM under multipath propagation, and SP-
IR-OFDM can achieve strong resistance under disguised jamming
while enjoying low PAPR and relatively high spectral efficiency.
Our result indicates that, potentially, SP-IR-OFDM can serve
as a promising modulation candidate for next-generation secure
and energy-efficient high-speed communications, especially for
the resource-constrained Internet of Things (IoT) networks.

Index Terms—Inverse fast Fourier transform (IFFT)-relocated
OFDM (IR-OFDM), jamming, orthogonal frequency-division
multiplexing (OFDM), peak-to-average power ratio (PAPR),
secure precoding.

I. INTRODUCTION

RTHOGONAL frequency-division multiplexing
(OFDM) has become a key modulation technique
for reliable high-speed wireless communication [1], [2], [3],
optical fiber transmission [4], and underwater communica-
tion [5], mainly due to its high spectral efficiency and simple
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receiver design under multipath propagation. In practical
systems, there are two major concerns with OFDM—one is
its high peak-to-average power ratio (PAPR) [6], [7], [8],
another is its fragility under hostile jamming attacks.

High PAPRs occur when the input quadrature amplitude
modulation (QAM) or phase-shift keying (PSK) symbols line
up constructively in the inverse fast Fourier transform (IFFT)
operation at the OFDM transmitter and form peaks in the
time-domain signal. In long-term evolution (LTE) systems,
for example, OFDM signal PAPR is approximately 12 dB.
High PAPR causes nonlinear distortion and lower power effi-
ciency in the power amplifier. Lower power efficiency leads
to lower average transmission power, and nonlinear distor-
tion leads to out-of-band frequency dispersion and intercarrier
interference, both resulting in performance losses and higher
hardware design complexity in OFDM systems and raising
serious challenges for resource-limited Internet of Things
(IoT) devices [9], [10], [11].

In the literature, there has been a continuous effort to reduce
the PAPR of OFDM. A simple technique is clipping and fil-
tering, where the signal amplitude is clipped to a prespecified
value [12]. While clipping can reduce PAPR, it also causes
signal distortion and undesired high-frequency items. The lat-
ter can be filtered out, but filtering may result in some peak
regrowth. Block coding is another technique for PAPR reduc-
tion [13]. The basic idea is that for each data block, the
codeword with the lowest PAPR is selected through exhaustive
search. With this approach, both the transmitter and receiver
need to store a large lookup code table whose size increases
exponentially with the block size. Along the line of preventing
the input symbols being combined constructively in the IFFT
operation, interleaving, selective subcarrier mapping, and tone
reservations have all been attempted to reduce the PAPR.
In [14], the input symbol sequence is passed through differ-
ent random interleavers and each permuted sequence is fed
to an IFFT operator. The PAPR corresponding to the per-
muted sequences and the original input are then calculated,
and the sequence with the lowest PAPR is chosen for trans-
mission. The side information on which interleaver to use
is sent to the receiver. Similarly, in selective mapping tech-
niques [15], the transmitter uses different phase sets to change
the phase of the original signal, and the phase manipulated or
precoded signal that results in the lowest PAPR is selected for
transmission. In both interleaving and selected mapping-based
approaches, lower PAPR is achieved with the cost of increased
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computational complexity and the transmission of extra over-
head or side information. In the tone reservation approach [16],
a selected set of subcarriers is reserved as control tones (i.e.,
not used for signal transmission) to reduce the PAPR. The
cost, in turn, is the reduced bandwidth efficiency.

In [17], PAPR reduction is achieved through active con-
stellation extension. More specifically, outer constellation
points in active (data-carrying) subcarriers are dynamically
extended such that the resulting signal has a lower PAPR. In
this approach, addition transmit power is required to reduce
the PAPR. In [18], [19], and [20], discrete Fourier trans-
form (DFT)-precoded OFDM—also known as DFT-spread
OFDM—was proposed for PAPR reduction. The idea is to
divide the whole OFDM band into several subbands, then
precode the data carried by the subcarriers on each sub-
band with a DFT matrix before feeding the data to the IFFT
block. DFT-spread OFDM has been adopted in LTE uplink
transmission.

With the techniques discussed above, the PAPR can be
reduced to approximately 8-10 dB, subject to the constel-
lation used and the cost on computational complexity and
performance losses. A natural question is: can the PAPR in
OFDM be further reduced? Fortunately, the answer is yes.
In this article, we will reintroduce the IFFT-relocated OFDM
(IR-OFDM), which is essentially a single-carrier system with
frequency-domain equalization [21], [22], [23]. It can achieve
exactly the same low PAPR as the input symbol sequence. In
particular, for constant modulus modulations, the PAPR can be
reduced to 0 dB. At the same time, IR-OFDM enjoys simple
transceiver design and utilizes only one FFT/IFFT pair and has
the same spectral efficiency as traditional OFDM. Moreover,
since IR-OFDM is essentially a single-carrier system, it is
more robust to frequency and phase offsets than traditional
OFDM, where intercarrier interference due to frequency and
phase offsets is a significant challenge. It is worth to note
that in IR-OFDM, both FFT and IFFT are implemented at the
receiver end, resulting in extremely simple and efficient trans-
mitter design. This makes IR-OFDM a particularly attractive
candidate for resource-limited 5G/6G IoT systems, where one
of the major tasks is information collection.

However, IR-OFDM is as fragile as traditional OFDM under
hostile jamming, in which the authorized user’s signal is
deliberately interfered by the adversary. In wireless systems,
jamming is one of the most commonly used techniques for
limiting the effectiveness of an opponent’s communication.
Along with the wide spread of various wireless devices,
especially with the advent of user configurable intelligent
devices, jamming attack is no longer limited to battlefield or
military-related events, but has become an urgent and seri-
ous threat to civilian communications and IoT systems as
well.

In the literature [24], [25], [26], jamming has widely been
modeled as Gaussian noise. Based on the noise jamming
model and Shannon’s channel capacity formula, it has long
been believed that jamming is really harmful only when
the jamming power is much higher than the signal power.
However, this is only partially true. Based on the arbitrarily
varying channel model [27], [28], [29], recent studies indicate
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that disguised jamming [30], [31], [32], where the jamming is
highly correlated with the signal, can be much more destruc-
tive than noise jamming. Due to its high similarity with the
authorized signal, disguised jamming can mislead the receiver
and reduce the system capacity to zero even when the jamming
power equals the signal power [32], [33].

Existing study reveals that the worst problem brought by
disguised jamming is the symmetry between the authorized
signal and the jamming interference. To design the correspond-
ing anti-jamming system, the main task, therefore, is to break
the symmetry between the authorized signal and jamming. For
this purpose, encryption or channel coding at the bit level will
not really help, since the symmetry appears at the symbol
level. That is, instead of using a fixed symbol constellation, we
need to introduce secure randomness to the constellation, and
utilize a dynamic constellation scheme, such that the jammer
can no longer mimic the authorized user’s signal.

Motivated by the observations above and our previous
research on anti-jamming system design [31], [32], [34], in
this article, we further design the securely precoded IR-OFDM
(SP-IR-OFDM). The basic idea is to randomize the phases of
transmitted symbols using the secure pseudorandom sequences
generated from the advanced encryption standard (AES) algo-
rithm. The security is guaranteed by the secret key shared only
between the legitimate transmitter and receiver. By integrating
AES into IR-OFDM transceiver design, we actually obtain a
dynamic constellation. The shared secure randomness intro-
duced by AES breaks the symmetry between the authorized
signal and the jamming interference and, hence, ensures a reli-
able performance of SP-IR-OFDM under disguised jamming.
A remarkable feature of the proposed SP-IR-OFDM scheme
is that it can achieve strong resistance to disguised jamming
while keeping relatively high spectral efficiency. Moreover, the
change to physical-layer transceivers is minimal, feasible and
affordable.

The efficiency and robustness of IR-OFDM with and with-
out secure precoding are demonstrated through simulation
examples. The numerical results indicate the following.

1) IR-OFDM can deliver comparable or better
performances—in terms of bit-error rate (BER)—
than traditional OFDM under multipath propagation.
As can be seen, the IR-OFDM scheme completely
liberates OFDM from the barriers of high PAPR
without any additional complexity, storage requirement,
or performance losses.

2) IR-OFDM and SP-IR-OFDM have a similar
performance under Gaussian noise jamming. The
BER of both systems can be improved under Gaussian
jamming through strong channel coding, such as
low-rate low-density parity-check (LDPC) coding.

3) IR-OFDM is fragile under disguised jamming and the
BER cannot be improved through channel coding. On
the other hand, SP-IR-OFDM is robust under disguised
jamming, and can achieve satisfying BER with the
assistance of channel coding.

Our result implies that, potentially, IR-OFDM and SP-IR-
OFDM can serve as promising modulation candidates for
next-generation energy-efficient high-speed communications,
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Fig. 1. Block Diagram of traditional OFDM.
under benign and hostile environments, respectively, especially gn (1) D/A gn(t)
for resource-constrained IoT systems. A/D
The remainder of this article is organized as follows. In - don of th ical pulses in OFDM
Section II, we briefly revisit the design and practical imple- 18 < eneration of Te practical prises '
mentation of traditional OFDM; in Section III, we reintroduce
the proposed IR-OFDM scheme; in .Sectlon IV, we pre.sent That is, for n=0,1, ... N — 1
the proposed SP-IR-OFDM; simulation results are provided
in Section V; and we conclude in Section VI. 5. (1) 1 Nz_:l j2mnk < kT) 3)
e = — e ¥ plt——
NS N
II. REVISIT TO THE DESIGN AND PRACTICAL where
IMPLEMENTATION OF OFDM T sin(wNt/T) N Nt
In this section, we revisit the design of OFDM and its prac- p(n) = VN Tt =y ?smc< T ) )

tical implementation. The whole system design is illustrated
in Fig. 1. OFDM is a special kind of orthogonal pulse ampli-
tude modulation (OPAM). Let a = [ay, ap, ..., aN]T represent
the block of input symbols, generally, QAM or PSK symbols;
here, (~)T denotes the transpose of a matrix, and N is the
block size which is generally a power of 2. Let T stand for
the symbol interval. For n =0,1,...,N — 1, let

j2mnt

gn() = %ﬂe. r

w(t) (1)

where w(t) = u(f) — u(t — T)—with u(f) being the unit step
function—is a rectangular window over the interval [0, T).
These N pulses, {g,(¢)}, are orthonormal and with frequency
separation 1/7 Hz. The corresponding OPAM signal in one
symbol interval can be represented as

N-l 1 N—1 j27 nt
SO =Y angn) = —= Y e T w@. (@)
n=0 ﬁ n=0

As s(t) consists of superimposed finite-length signals mod-
ulated on different carriers, it is also a special case of
multicarrier modulation. Note that {g,(¢)} are not bandlimited,
for low-complexity practical implementation, they are replaced
with another set of similar pulses {g,(f)} through the back-to-
back cascade of an ideal A/D and D/A convert pair [35], as
shown in Fig. 2.

is the ideal reconstruction filter for a sample rate of (N/T).
With the new pulses {g,(f)}, the corresponding OPAM
signal in one symbol interval can be represented as

N—-1
() =Y angn(®) (5)
n=0
N—1N-1
1 J2mnk kT
= Z ame N p(t— —) (6)
W n=0 k=0 N
Nl[ 1 i:‘ ,sz] <t kT> -
= —_— ane plt——
k=0 N n=0 N
For k=0,1,...,N—1, let
1 N-l Jj2mnk
S = —— a,e N (8)
75

that is, samples sy are obtained from symbols a, through IFFT.
Note that +/N is used in the IFFT instead of N such that
E{|s¢|*} = E{|a,|?}; here, E{-} stands for the expectation value
of the corresponding random variable. We then have

N—1
kT
s(t) = skp<t— —>
2 o1y

This is the OFDM modulation, also known as discrete multi-
tone modulation.

9)
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TABLE I
PAPR WITH IR-OFDM (CONST. STANDS FOR CONSTELLATION)

PSK
0dB

Const.
PAPR

16-QAM
2.5527dB

64-QAM
3.6798 dB

256-QAM
4.2276 dB

1024-QAM
4.4997dB

Note that although s; and a, have the same average power,
s 1s more like a Gaussian random variable rather than a uni-
formly distributed random variable. Comparing with a,,, s; has
a much higher peak power and, hence, a much higher PAPR.

Let A denote the equivalent discrete-time channel impulse
response between the transmitted samples s; and received sam-
ples . Assuming the channel order is L, in the noise-free case,
we have

L
o= sk * g = Zhlsk_l. (10)
=0
By adding the cyclic prefix {sy_r,...,sy—1} before the
N samples {so, s1,...,Sny—1}, we can convert the ordinary
convolution to circular convolution. In this case, let {H,}
denote the N-point DFT of the channel impulse response
{h},1 = 0,1,...,L, and let {R,} denote the N-point DFT
of {ro, r1,...,ry—1}, then we have

R, =Hua,, n=0,1,...,N—1 an

since {ay,} is the DFT of {sg, s1,...,Sny—1}. As a result, for
n=0,1,...,N—1, a, can be recovered from R, through the
simple gain control a, = R,/H,. As can be seen, OFDM has
very simple receiver design under multipath propagation.

III. TFFT-RELOCATED OFDM: SINGLE CARRIER SYSTEM
WITH FREQUENCY-DOMAIN EQUALIZATION

It is well known that high PAPR occurs when the input
symbols line up constructively in the IFFT operation at the
OFDM transmitter and form peaks in the time-domain signal.
From Section II, we can see that IFFT and FFT are the core

parts in OFDM transceiver design. The IFFT-FFT pair makes it
possible to recover the original input symbols through a simple
scaling operation. For this reason, in all the previous work
on PAPR reduction, the IFFT block in the OFDM transmitter
remain untouched, even though it is the cause of the high
PAPR.

However, a closer observation to the OFDM system design
indicates that IFFT at the OFDM transmitter can be relocated
to the receiver, and we can still recover the original input
symbols through a simple scaling operation. In fact, at the
transmitter, we can define

N—1 T
s(t) = Za,m(t— —)
n=0 N

Still, let {hg, h1,...,hr} denote the equivalent discrete-time
channel impulse response, the received samples 7, can now
be represented as

12)

L

m=ayx*xh, = Zhlan—l'
=0

(13)

Add cyclic prefix {ay—r,...,an—1} before the N samples
{ap, a1, ...,ay—1}, again, we convert the ordinary convo-
lution to the circular convolution. Let {A,} denote the
N-point DFT of {ag,ay,...,ay—1}, and {H,} the N-point
DFT of {ho,h1,...,h}, and {R,} the N-point DFT of
{ro, r1,...,ry—1}, in the noise-free case, we have

R,=H,A,, n=0,1,...,N—1. (14)

We can then recover A, from R, through A, = R,/H,, and
recover a, from A, through the inverse DFT.

The whole process is illustrated in Fig. 3, and we name this
scheme IR-OFDM. As can be seen, with IR-OFDM, we com-
pletely resolve the PAPR problem of OFDM and, now, the
PAPR of the system is exactly the same as that of the original
input sequence, as shown in Table I. IR-OFDM requires no
precoding, selective mapping, tone reservation, or constellation
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Fig. 4. Block diagram of SP-IR-OFDM and IR-OFDM.

extension, and can achieve exactly the same high spectral effi-
ciency as OFDM. In addition, IR-OFDM improves the power
efficiency of traditional OFDM significantly. It also avoids the
nonlinear distortion in the power amplifier and, hence, reduce
hardware design complexity.

Moreover, we would also like to point out that since
IR-OFDM is essentially a single-carrier system, it is less sensi-
tive to frequency and phase offsets than the traditional OFDM,
where intercarrier interference due to frequency and phase
offsets is a significant challenge.

In short, IR-OFDM is simple, yet effective. The underlying
argument is that in the traditional OFDM, the time-domain
input signal is treated or twisted as a frequency-domain signal
so that FFT can be used at the receiver to convert convolution
to multiplication. In IR-OFDM, we just treat the input signal
as a time-domain signal as it is, and show that FFT can still
be used at the receiver end as in traditional OFDM even if
there is no IFFT block at the transmitter.

IV. ANTI-JAMMING IFFT-RELOCATED OFDM WITH
SECURE PRECODING AND DECODING

To this point, we have been focused on reliable and efficient
data transmission under normal channel conditions, subject to
multipath fading and additional noise. However, both OFDM
and IR-OFDM are fragile under hostile attacks, especially
active attacks like hostile jamming.

A. Disguised Jamming Model

In the literature [24], [25], [26], hostile jamming has widely
been modeled as Gaussian noise in light of the central limit
theorem. Consider the additive white Gaussian noise (AWGN)
channel under hostile jamming

r=s+J+w (15)
where s is the authorized signal and J is the jamming
interference. w is the noise independent of J and s, and r
is the received signal. Based on the noise jamming model and

Shannon’s capacity formula, the channel capacity is given by

)

where P; is the signal power, P,, is the noise power, and Py is
the jamming power. From (16), we can see that under Gaussian
jamming, the channel capacity is always positive, and an intu-
itive impression is that jamming is harmful only when the
jamming power is much higher than the signal power.

However, this is only partially true. Recent studies have
found that disguised jamming [30], [31], [32], where the jam-
ming is highly correlated with the signal, and has a power
level close or equal to the signal power, can be much more
destructive than noise jamming. In fact, if the jammer is capa-
ble of eavesdropping on the symbol constellation and the
codebook of the transmitter, it can simply replicate one of
the sequences in the codebook of the legitimate transmitter,
the receiver, then, would not be able to distinguish between the
authorized sequence and the jamming sequence, resulting in
complete communication failure [32], [33]. More specifically,
for AWGN channels under disguised jamming, due to the sym-
metry between the authorized signal and jamming interference,
the channel capacity is reduced to C = 0. The strict proof
of this result can be found in [32]. As can be seen, while
IF-OFDM can resolve the PAPR problem suffered by the tra-
ditional OFDM, it is as fragile as OFDM under disguised
jamming.

P
1+ J

_— 16
Pw+P] ( )

C:Blog(

B. Securely Precoded IF-OFDM System

To combat disguised jamming, we propose a securely pre-
coded IF-OFDM system, which breaks the symmetry between
the authorized signal and hostile jamming interference by inte-
grating advanced crytopgraphic techniques into physical-layer
transceiver design.

The block diagram of the proposed system is shown in
Fig. 4. In this system, s, k =0, ..., N —1 denote the original
symbols, and ai, k = 0,..., N — 1 denote the output of the
secure precoder. Consider one symbol block at a time, and
define s = [S(), Slyevey SN_l]T and a = [ao, al, ..., aN_l]T,
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Clock Secret key
PN Sequence AES M-PSK e i il .
Generator Encryption Mapping
Fig. 5. Secure precoding matrix generator.

then the secure precoding process is characterized by

a =Ps. a7

Here, the precoding matrix P is defined as a diagonal matrix
e_jg()
e_jel
(18)

e JON-1

where 6y, 01, ...,60y—1 are generated using the AES-based
secure pseudorandom phase generator shown in Fig. 5.

The PN sequence generator generates a pseudo-random
sequence, which is then encrypted with AES. AES is cho-
sen because of its simplicity of design, variable block and key
sizes, feasibility in both hardware and software, and resistance
against all known attacks [36]. Note that the secure phase gen-
eration is not limited to any particular cryptographic algorithm,
but it is highly recommended that only thoroughly analyzed
cryptographic algorithms are applied.

The encrypted sequence is further converted to PSK sym-
bols using an M-PSK mapper, where M is a power of 2, and
every logoM bits are converted to a PSK symbol. Note that
the larger the M, the higher the uncertainty introduced by
the secure precoder. Under AWGN, when M is sufficiently
large, the random phase shifts in the secure precoding can be
approximated as independent and identically distributed (i.i.d.)
random variables that are uniformly distributed over [0, 27).

To facilitate the synchronization process between the trans-
mitter and receiver, the PN sequence generator is initialized
in the following way: each party is equipped with a global
time clock, and the PN sequence generators are reinitialized
at fixed intervals. The new state for reinitialization, for exam-
ple, can be the elapsed time after a specific reference epoch in
seconds for the time being, which is public. As the initial state
changes with each reinitialization, no repeated PN sequence
will be generated. The security, as well as the randomness of
the generated phase-shift sequence, are guaranteed by the AES
encryption algorithm [30], for which the secret encryption key
is only shared between the authorized transmitter and receiver.
Hence, the phase-shift sequence is random and inaccessible to
the jammer.

In the secure precoding process, a random phase shift is
applied to each transmitted symbol. In this way, we actually
design a random constellation by introducing shared secure
randomness between the transmitter and receiver, which breaks
the symmetry between the authorized signal and the jamming
interference and, hence, can achieve positive channel capac-
ity and ensure reliable performance under disguised jamming.
This is demonstrated through simulation examples in the next
section. Moreover, it should be noted that if the input symbols
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Fig. 6. IR-OFDM versus traditional OFDM under Rayleigh channels (no
channel coding): 4-QAM.

sequences are generated from encrypted binary bit streams and
the signal-to-jamming-and-noise ratio is reasonably high, then
the proposed SP-IR-OFDM will be secure and robust under
both eavesdropping (or unauthorized interception) and hostile
jamming.

Recall that key management for secure precoding is gen-
erally performed through the control channel instead of the
data channel, the secure precoding process, therefore, does not
introduce redundancy into the information stream, and, hence,
SP-IR-OFDM has the same spectral efficiency as IR-OFDM
and OFDM in the jamming-free case. As will be illustrated in
Section V, when hostile jamming exists, low-rate channel cod-
ing needs to be used jointly with secure precoding for reliable
communication under hostile jamming, especially disguised
jamming.

V. SIMULATION RESULTS

In this section, we first demonstrate through simulation
examples that—while enjoying extremely low PAPR—IR-
OFDM can achieve comparable BER performance under the
same spectral efficiency with that of traditional OFDM. We
will then compare the performance of IR-OFDM with that of
SP-IR-OFDM under Gaussian noise jamming and disguised
jamming.

Example 1 (Performance Comparison of IR-OFDM Versus
Traditional OFDM): The performance of IR-OFDM is demon-
strated under Rayleigh fading channels with AWGN and is
compared with that of the traditional OFDM. The size of the
FFT is chosen to be N = 512. The input symbols are gener-
ated randomly and the results for the BER is averaged overall
2000 Monto Carlo runs. No channel coding is involved. The
simulation results are shown in Figs. 6 and 7.

From the simulation results, it can be seen that for both
4-QAM and 16-QAM, the performance of IR-OFDM is com-
parable to traditional OFDM when SNR is low, and IR-OFDM
outperforms traditional OFDM when the SNR is reasonably
high. The underlying argument may be that in traditional
OFDM, the IFFT operation at the transmitter generates a
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Fig. 7. Performance of IR-OFDM versus traditional OFDM under Rayleigh
channels (no channel coding): 16-QAM.

Gaussian-like constellation and reduces the minimum distance
among the neighboring symbols.

Example 2 (Performance Comparison of IR-OFDM and
Securely Precoded IR-OFDM Under Gaussian Jamming):
In this example, we analyze the BER of IR-OFDM and
SP-IR-OFDM under Gaussian noise jamming over Rayleigh
channels. Perfect synchronization is assumed and we use the
LDPC codes for channel coding, adopting the parity check
matrices from the DVB-S.2 standard [37]. The signal-to-
jamming ratio (SJR) is set to be 0 and 2 dB. Following (16),
we can see that under Gaussian jamming, the channel capac-
ity is always positive, though could be very low when the
noise and/or jamming power is high. In particular, when SJR
= 0 dB and SNR = 0 dB, the channel capacity is C = 0.2925
bit/symbol; when SJR = 0 dB and SNR =10 dB, C = 0.4664
bit/symbol; and C — 0.5 bit/symbol as SNR— oo. This
implies that under noise jamming, with strong channel coding,
successful transmission is still possible even when SJR =0 dB.
The theoretical analysis is demonstrated through numerical
examples, as shown in Fig. 8. It is also shown that when the
SJR is increased from O to 2 dB, a higher code-rate can be
used to achieve satisfying BER. Overall, from Fig. 8, it can
be seen that under Gaussian noise jamming, IR-OFDM with
and without secure precoding have a comparable performance
over Rayleigh channels.

Example 3 (Performance Comparison of IR-OFDM and
Securely Precoded IR-OFDM Under Disguised Jamming): In
this example, we analyze the BER of IR-OFDM and SP-
IR-OFDM under disguised jamming in both AWGN and
Rayleigh channels. As in Example 2, perfect synchronization
is assumed, and we use the LDPC codes for channel cod-
ing, following the DVB-S.2 standard [37]. The SJR is set to
be 0 dB. The BER of the two systems under disguised jam-
ming is calculated versus different SNR levels, and the result
is shown in Figs. 9—11. It can be observed that: 1) under dis-
guised jamming, in the IR-OFDM system, the BER cannot be
reduced by decreasing the code rate or the noise power, which
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Fig. 8. BER versus symbol-level SNR: IR-OFDM with and without secure

precoding under Gaussian jamming over Rayleigh channels, with LDPC
coding.
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Fig. 9. BER under different code rates and SNR levels: IR-OFDM with
and without secure precoding under disguised jamming over AWGN channels
(with LDPC coding): signal to jamming power ratio SJR = 0 dB.

indicates that without appropriate anti-jamming procedures,
IR-OFDM cannot achieve reliable communications under dis-
guised jamming and 2) with the SP-IR-OFDM scheme, BER
can be significantly reduced when the code rate is sufficiently
low. This demonstrates that the proposed SP-IR-OFDM system
can achieve a positive deterministic channel coding capacity
under disguised jamming.

It is worth noting that in practical scenarios, when the jam-
mer can estimate the channel between the jammer and the
authorized user, as well as the channel between the jammer
and the receiver, it is then possible for the jammer to launch
disguised jamming. In other words, disguised jamming is a
genuine and serious threat, and the proposed symbol-level
secure precoding is a particularly effective tool to combat
it. When secure precoding is combined with IR-OFDM, we
obtain a secure and power-efficient communication system for
next-generation wireless communications, especially resource-
limited IoT systems.
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Fig. 11.  BER versus symbol-level SNR: IR-OFDM with and without

secure precoding under disguised jamming over Rayleigh channels, signal
to jamming power ratio SJR = 0 dB, LDPC code rate = 2/5.

VI. CONCLUSION

In this article, we introduced a new communication scheme,
referred to as SP-IR-OFDM, which aimed to break through
the barriers of high PAPR in the traditional OFDM and,
at the same time, enhance the system security under dis-
guised jamming. This was achieved in two steps. First, by
relocating the IFFT block in traditional OFDM from the trans-
mitter to receiver, we obtained IR-OFDM, which is essentially
a single-carrier system with frequency-domain equalization.
IR-OFDM achieves the same low PAPR with the input sym-
bols. In particular, for constant-modulus input (such as QPSK),
the PAPR can be reduced to 0 dB. IR-OFDM has a simple
transceiver design and does not require selective mapping,
tone reservation, or constellation extension. It only needs one
FFT/IFFT pair and has the same spectral efficiency as tra-
ditional OFDM. In addition, since IR-OFDM is essentially a
single-carrier system, it is more robust to frequency and phase
offsets than traditional OFDM, where intercarrier interference
due to frequency and phase offsets is a significant challenge.
Second, to combat hostile jamming, especially disguised jam-
ming which can reduce the channel capacity to zero, we
proposed to add the secure precoder and decoder to IR-OFDM,
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and obtained the SP-IR-OFDM. Based on the secure ran-
domness introduced by AES, SP-IR-OFDM actually utilizes
a dynamic constellation and breaks the symmetry between the
authorized signal and the jamming interference and, therefore,
ensures a reliable performance under disguised jamming.

The efficiency and robustness of IR-OFDM and
SP-IR-OFDM  were demonstrated through simulation
examples. It is shown that IR-OFDM can deliver comparable
or better performances than OFDM under multipath propaga-
tion. It liberates OFDM from the bottleneck of high PAPR
without any additional computational complexity, storage
requirement, or performance losses. Moreover, it achieves
higher power efficiency and reduces the hardware design
complexity. On the other hand, by integrating advanced
cryptographic techniques into IR-OFDM transceiver design,
SP-IR-OFDM can achieve strong resistance to disguised
jamming while enjoying low PAPR and relatively high
spectral efficiency. Note that under disguised jamming, the
performance of IR-OFDM cannot be improved through
channel coding, resulting in complete communication failure.
When the hostile jamming if Gaussian, the performance of
SP-IR-OFDM and IR-OFDM are comparable and can both be
improved using strong channel coding under reasonable SJR,
and the information rate is limited by Shannon’s capacity
formula.

We would also like to point out that unlike traditional
security techniques which mainly rely on higher layer data
encryption, SP-IR-OFDM has inherent security which is built
into the physical-layer transceiver design and, hence, is also
more robust under passive attacks like eavesdropping or
unauthorized interception. Overall, our result indicates that,
potentially, SP-IR-OFDM can serve as a promising modulation
candidate for next-generation secure and energy-efficient high-
speed communications, especially for resource-constrained
IoT networks.
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