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Abstract—Regenerating code is a class of code very suitable for
distributed storage systems, which can maintain optimal band-
width and storage space. Two types of important regenerating
code have been constructed: the minimum storage regeneration
(MSR) code and the minimum bandwidth regeneration (MBR)
code. However, in hostile networks where adversaries can com-
promise storage nodes, the storage capacity of the network can be
significantly affected. In this paper, we propose a rate-matched
MSR code that can combat against this kind of adversaries in
hostile networks. We optimize the code parameters for given
system requirements. Our comprehensive analysis shows that our
code can detect and correct malicious nodes with higher storage
efficiency compared to the normal error correction MSR code.

Index terms—regenerating code, MDS code, error-
correction, adversary.

I. INTRODUCTION

Distributed storage is a popular method to store files se-
curely without requiring data encryption. Instead of storing a
file and its replications in multiple servers, we can break the
file into components and store the components into multiple
servers. In this way, both the reliability and the security of
the file can be increased. A typical approach is to encode the
file using an (n,k) Reed-Solomon (RS) code and distribute
the encoded file into n servers. When we need to recover the
file, we only need to collect the encoded parts from k servers,
which achieves a trade-off between reliability and efficiency.
However, when repairing or regenerating the contents of a
failed node, the whole file has to be recovered first, which
is a waste of bandwidth. The concept of regenerating code
was introduced in [1]. The bandwidth needed for repairing
a failed node could be much less than the size of the whole
file. In fact the regenerating code achieves an optimal trade-off
between bandwidth and storage within the minimum storage
regeneration (MSR) and the minimum bandwidth regeneration
(MBR) points.

The construction of the regenerating code has been well
studied. In [2]–[4], the authors studied the functional regen-
erating code, where the replacement node regenerates a new
component that can functionally replace a failed component
instead of being the same as the original stored component.
The exact regeneration was studied in [5], where the replace-
ment node regenerates the exact symbols of a failed node. [6]
presented optimal exact constructions of MBR code and MSR
code under product-matrix framework.
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In recent year, the security of the regenerating code is being
studied. In [7], the authors proposed to add CRC codes in the
regenerating code to check the integrity of the data in hostile
networks. Unfortunately, the CRC checks can be easily ma-
nipulated by the malicious nodes. In [8], the authors analyzed
the error resilience of the regenerating code in the network
with errors and erasures. They provided the theoretical error
correction capability. In [9] the authors proposed a Hermitian
code based regenerating code, which could provide better
error correction capability. In [10] the authors proposed the
universally secure regenerating code to achieve information
theoretic data confidentiality. But the extra computational cost
and bandwidth have to be considered for this code. In [11]
the authors proposed to apply linear feedback shift register
(LFSR) to protect the data confidentiality.

In this paper, we focus on error correction and malicious
node locating in the data regeneration and reconstruction in
distributed storage. We propose a rate-matched MSR code
for hostile networks. This code can achieve storage efficiency
higher than the code proposed in [8]. When no error occurs
and no malicious node exists, the data regeneration and recon-
struction can be processed the same as the existing works.

The rest of this paper is organized as follows: in Section II,
the preliminary of this paper is presented. In Section III, we
propose the rate-matched MSR code schemes. We conduct
security and performance analyses in Section IV. The paper
is concluded in Section V.

II. PRELIMINARY AND ASSUMPTIONS

A. Regenerating Code
Regenerating code introduced in [1] is a linear code over

finite field GFq with a set of parameters {n,k,d,a,b,B}. A file
of size B is stored in n storage nodes, each of which stores
a symbols. A replacement node can regenerate the contents
of a failed node by downloading b symbols from each of
d randomly selected storage nodes. So the total bandwidth
needed to regenerate a failed node is g= db. The data collector
(DC) can reconstruct the whole file by downloading a symbols
from each of k  d randomly selected storage nodes. In [1],
the following theoretical bound was derived:

B 
k�1

Â
i=0

min{a,(d � i)b}. (1)

From equation (1), a trade-off between the regeneration band-
width g and the storage requirement a was derived. g and a
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cannot be decreased at the same time. There are two special
cases: minimum storage regeneration (MSR) point in which
the storage parameter a is minimized;

(aMSR,gMSR) =

✓
B
k
,

Bd
k(d � k+1)

◆
, (2)

and minimum bandwidth regeneration (MBR) point in which
the bandwidth g is minimized:

(aMBR,gMBR) =

✓
2Bd

2kd � k2 + k
,

2Bd
2kd � k2 + k

◆
. (3)

B. System Assumptions and Adversarial Model

In this paper, we assume there is a secure server in charge
of encoding and distributing the data to storage nodes. Re-
placement nodes will also be initialized by the secure server.
DC and the secure server can be implemented in the same
computer and can never be compromised.

We also assume that when a normal storage node is
compromised by an adversary, it will become a malicious
node. After compromising a storage node, the adversary can
get full control of the node and can modify the symbols
sent to the replacement nodes and DC. Corrupted node and
malicious node will be used interchangeably in this paper
without making any distinction.

III. RATE-MATCHED MSR CODE DESIGN

In this section, we will analyze rate-matched MSR code on
the MSR point with d = 2k�2. The code based on the MSR
point with d > 2k� 2 can be derived the same way through
truncating operations. In the rate-matched MSR code, there
are two types of MSR codes with different code rates: low
rate code and high rate code. The purpose of the low rate
code is to correct the erroneous symbols sent by malicious
nodes and locate the corresponding malicious nodes. Then
we can treat the errors in the received symbols as erasures
when regenerating with the high rate code. However, the
rates of the two codes must match to achieve an optimal
performance. In this paper, we mainly focus on the rate match
for data regeneration. We can see in the later analysis that
the performance of data reconstruction can also be improved
with this design criterion. For better illustration, we will first
introduce the high rate code and the low rate code, then the
rate-matched MSR code.

A. High Rate Code

1) Encoding: The high rate code is encoded based on the
product-matrix code framework in [6]. According to equa-
tion (2), we have aH = d/2, bH = 1 for one block of data with
the size BH = (a+ 1)a. The data will be arranged into two
a⇥a symmetric matrices S1,S2, each of which will contain
BH/2 data. The codeword CH is defined as

CH = [F LF]


S1
S2

�
= YSH , (4)

where

F =

2

6664

1 1 1 . . . 1
1 f f2 . . . fa�1

...
...

...
. . .

...
1 fn�1 (fn�1)2 . . . (fn�1)a�1

3

7775
(5)

is a Vandermonde matrix and L = diag[l1,l2, · · · ,la] such
that li 6= l j for 1  i, j  a, i 6= j, where li 2 GFq for 1 
i  a, f is a primitive element in GFq, and any d rows of Y
are linear independent. Then each row chi, 0  i < n, of the
codeword matrix CH will be stored in storage node i, in which
the encoding vector ni is the ith row of Y.

2) Regeneration: Suppose node z fails, the replacement
node z0 will send regeneration requests to the rest of n� 1
helper nodes. Upon receiving the regeneration request, helper
node i will calculate and send out the help symbol pi = chiµT

z ,
where µz is the zth row of F. z0 will perform Algorithm 1 to
regenerate the contents of the failed node z. For convenience,
we define Vi, j =

⇥
nT

i ,nT
i+1 · · · ,nT

j
⇤T

, where nt , i  t  j, is
the tth row of Y and x( j) is the vector containing the first j
symbols of SHµT

z .

Algorithm 1. z0 regenerates symbols of the failed node z

Suppose p0i = pi + ei is the response from the ith helper node.
If pi has been modified by the malicious node i, we have ei 2
GFq\{0}. We can successfully regenerate the symbols in node
z when the errors in the received help symbols pi

0 from n�1
helper nodes can be corrected. Without loss of generality, we
assume 0  i  n�2.
Step 1: Decode p0 to pcw, where p0 = [p00, p01, · · · , p0n�2]

T

can be viewed as an MDS code with parameters
(n� 1,d,n� d) since V0,n�2 · x(n�1) = p0. If the ith
positions of pcw and p0 are different, mark node i as
corrupted.

Step 2: Solve V0,n�2 ·x(n�1) = pcw and compute chz = µzS1+
lzµzS2 as described in [6].

B. Low Rate Code
1) Encoding: For the low rate code, we also have aL = d/2,

bL = 1 for one block of data with the size

BL=

⇢
xd(1+ xd)/2,x 2 (0,0.5]

a(a+1)/2+(x�0.5)d(1+(x�0.5)d),x 2(0.5,1) , (6)

where x is the match factor of the rate-matched MSR code
and is determined by the number of storage nodes n and
the number of maximum malicious nodes M. The data m =
[m1,m2, . . . ,mBL ] 2 GFBL

q will be processed as follows:
When x  0.5, the data will be arranged into a symmetric

matrix S1 of the size a⇥a:

S1 =

2

66666666664

m1 m2 . . . mxd 0 . . . 0
m2 mxd+1 . . . m2xd�1 0 . . . 0
...

...
. . .

...
...

. . .
...

mxd m2xd�1 . . . mBL/2 0 . . . 0
0 0 . . . 0 0 . . . 0
...

...
. . .

...
...

. . .
...

0 0 . . . 0 0 . . . 0

3

77777777775

. (7)
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The codeword CL is defined as

CL = [F LF]


S1
0

�
= YSL, (8)

where 0 is the a⇥a zero matrix and F,L,Y are the same as
the high rate code.

When x > 0.5, the first a(a+ 1)/2 data will be arranged
into an a ⇥ a symmetric matrix S1. The rest of the data
ma(a+1)/2+1, . . . ,mBL will be arranged into another a ⇥ a
symmetric matrix S2:

S2 =

2

66666666664

ma(a+1)/2+1 . . . ma(a+1)/2+xd 0 . . . 0
ma(a+1)/2+2 . . . ma(a+1)/2+2xd�1 0 . . . 0

...
. . .

...
...

. . .
...

ma(a+1)/2+xd . . . mBL/2 0 . . . 0
0 . . . 0 0 . . . 0
...

. . .
...

...
. . .

...
0 . . . 0 0 . . . 0

3

77777777775

. (9)

The codeword CL is defined the same as equation (4) with the
same parameters F,L and Y.

Then each row cli, 0 i< n, of the codeword matrix CL will
be stored in storage node i respectively, in which the encoding
vector ni is the ith row of Y.

2) Regeneration: The regeneration for the low rate code is
the same as the regeneration for the high rate code described
in section III-A2 with only a minor difference. If we define
x( j) as the vector containing the first j symbols of SLµT

z , there
will be only xd nonzero elements in the vector. According
to V0,n�2 · x(n�1) = p0, the received symbol vector p0 for the
low rate code in Step 1 of Algorithm 1 can be viewed as
an (n� 1,xd,n� xd) MDS code. Since x < 1, we can detect
and correct more errors in data regeneration using the low rate
code than using the high rate code.

C. Rate-matched MSR Code
From the analysis above, we know that during regeneration

the low rate code can correct up to b(n� xd �1)/2c errors,
which are more than b(n�d �1)/2c errors that the high rate
code can correct. In the rate-matched MSR code design, our
goal is to match the low rate code with the high rate code.
The main task for the low rate code is to detect and correct
errors, while the main task for the high rate code is to maintain
the storage efficiency. So if the low rate code can locate all
the malicious nodes, the high rate code can simply treat the
symbols sent from these malicious nodes as erasures, which
requires the minimum redundancy for the high rate code. The
high rate code can correct up to n�d �1 erasures. Thus we
have the following rate match equation:

b(n� xd �1)/2c= n�d �1, (10)

from which we can derive the match factor x.
1) Encoding: To encode a file with size BF using the rate-

matched MSR code, the file will first be divided into qH blocks
of data with the size BH and qL blocks of data with the size
BL, where the parameters should satisfy

BF = qHBH +qLBL. (11)

Then the qH blocks of data will be encoded into code matrices
CH1, . . . ,CHqH using the high rate code and the qL blocks
of data will be encoded into code matrices CL1, . . . ,CLqL
using the low rate code. To prevent the malicious nodes from
corrupting the high rate code only, the secure server will
randomly concatenate all the matrices together to form the
final n⇥a(qH +qL) codeword matrix:

CM = [Perm(CH1, . . . ,CHqH ,CL1, . . . ,CLqL)], (12)

where Perm(·) is the random matrices permutation operation.
The secure sever will also record the order of the permutation
for future code regeneration and reconstruction. Then each row
ci = [Perm(ch1,i, . . . ,chqH ,i,cl1,i, . . . ,clqL ,i)], 0  i  n� 1, of
the codeword matrix CM will be stored in storage node i,
where chj,i is the ith row of CHj, 1  j  qH , and clj,i is the
ith row of CL j, 1  j  qL. The encoding vector ni for storage
node i is the ith row of Y in equation (4).

2) Regeneration: Suppose node z fails, the security server
will initialize a replacement node z0 with the order information
of the low rate code and the high rate code in the rate-matched
MSR code. Then the replacement node z0 will send regenera-
tion requests to the rest of n�1 helper nodes. Upon receiving
the regeneration request, helper node i will calculate and send
out the help symbol pi = ciµT

z . z0 will perform Algorithm 2
to regenerate the contents of the failed node z. After the
regeneration is finished, z0 will erase the order information.
So even if z0 was compromised later, the adversary would not
get the permutation order of the low rate code and the high
rate code.

Algorithm 2. z0 regenerates symbols of the failed node z for
the rate-matched MSR code

Step 1: According to the order information, regenerate all the
symbols related to the qL data blocks encoded by
the low rate code, using Algorithm 1. If errors are
detected in the symbols sent by node i, it will be
marked as malicious node.

Step 2: Regenerate all the symbols related to the qH data
blocks encoded by the high rate code, using Algo-
rithm 1. During the regeneration, all the symbols
sent from nodes marked as malicious nodes will be
replaced by erasures

N
.

It is easy to see that Algorithm 2 can correct errors and
locate malicious node using the low rate code while achieve
high storage efficiency using the high rate code.

3) Parameters Optimization: We have the following design
requirements for a given distributed storage system applying
the rate-matched MSR code:

• The maximum number of malicious nodes M that the
system can detect and locate using the low rate code. We
have

b(n� xd �1)/2c= M. (13)

• The probability Pdet that the system can detect all the
malicious nodes. The detection will be successful if
each malicious node modifies at least one help symbol
corresponding to the low rate code and sends it to the
replacement node. Suppose the malicious nodes modify
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each help symbol to be sent to the replacement node with
probability P, we have

(1� (1�P)qL)M � Pdet . (14)

So there is a trade-off between qL and qH : the number of
data blocks encoded by the low rate code and the number
of data blocks encoded by the high rate code. If we encode
using too much high rate code, we may not meet the detection
probability Pdet requirement. If too much low rate code is used,
the redundancy may be too high.

The storage efficiency is defined as the ratio between the
actual size of data to be stored and the total storage space
needed by the encoded data:

d =
qHBH +qLBL

(qH +qL)na
=

BF

(qH +qL)na
. (15)

Thus we can calculate the optimized parameters x, d, qH , qL
by maximizing equation (15) under the constraints defined by
equations (10), (11), (13), (14).

d and x can be determined by equation (10) and (13):

d = n�M�1, (16)
x = (n�2M�1)/(n�M�1). (17)

Since BF is constant, to maximize d is equal to minimize qH +
qL. So we can rewrite the optimization problem as follows:

Minimize qH +qL, subject to (11) and (14). (18)

This is a simple linear programming problem. Here we will
show the optimization results directly:

qL = log(1�P)(1�P1/M
det ), (19)

qH = (BF �qLBL)/BH . (20)

In this paper we assume that we are storing large files, which
means BF > qLBL. So we can always find an optimal solution
for the rate-matched MSR code.

D. Reconstruction for the Rate-matched MSR Code
When DC needs to reconstruct the original file, it will send

reconstruction requests to n storage nodes. Upon receiving
the request, node i will send out the symbol vector ci.
Suppose c0i = ci + ei is the response from the ith storage
node. If ci has been modified by the malicious node i, we
have ei 2 (GFq)a(qL+qH )\{0}. Since DC has the permutation
information of the low rate code and the high rate code, similar
to the regeneration of the rate-matched MSR code, DC will
perform the reconstruction using Algorithm 3.

Algorithm 3. z0 reconstructs the original file for the rate-
matched MSR code

Step 1: According to the order information, reconstruct each
of the qL data blocks encoded by the low rate code
and locate the malicious nodes.

Step 2: Reconstruct each of the data blocks encoded by the
high rate code. During the reconstruction, all the
symbols sent from malicious nodes will be replaced
by erasures

N
.

For better illustration, we will discuss the reconstruction for
the high rate code first then the low rate code below.

1) Reconstruction for the High Rate Code: Here we will
use the encoded data block CH1 as an example. Let R0 =
[ch0

1,0
T ,ch0

1,1
T , · · · ,ch0

1,n�1
T ]T , we have

YDC


S01
S02

�
= [FDC LDCFDC]


S01
S02

�
= V0,n�1


S01
S02

�
= R0,

FDCS01FT
DC +DDCFDCS02FT

DC = R0FT
DC. (21)

Let C = FDCS01FT
DC, D = FDCS02FT

DC, and bR0 = R0FT
DC, then

C+DDCD = bR0. (22)

Since C,D are both symmetric, we can solve the non-diagonal
elements of C,D as follows:

(
Ci, j +li ·Di, j = bR0

i, j
Ci, j +l j ·Di, j = bR0

j,i.
(23)

Because matrices C and D have the same structure, here we
only focus on C (corresponding to S01). It is straightforward to
see that if node i is malicious and there are errors in the ith row
of R0, there will be errors in the ith row of bR0. Furthermore,
there will be errors in the ith row and ith column of C. Define
S01FT

DC = bS01, we have FDCbS01 = C. Here we can view each
column of C as an (n�1,a,n�a) MDS code because FDC is
a Vandermonde matrix. The length of the code is n�1 since
the diagonal elements of C is unknown. Suppose node j is a
legitimate node, we can decode the MDS code to recover the
jth column of C and locate the malicious nodes. Eventually C
can be recovered. So DC can reconstructs S1 using the method
similar to [6]. For S2, the recovering process is similar.

2) Reconstruction for the Low Rate Code: Here we will
use the encoded data block CL1 as an example. Let R0 =
[cl01,0

T ,cl01,1
T , · · · ,cl01,n�1

T ]T .
When the match factor x > 0.5, reconstruction for the low

rate code is the same to that for the high rate code.
When x  0.5, equation (21) can be written as:

FDCS01 = R0. (24)

So we can view each column of R0 as an (n,xd,n� xd + 1)
MDS code. After decoding R0 to Rcw, we can recover the data
matrix S1 by solving the equation FDCS1 = Rcw. Meanwhile,
if the ith rows of R0 and Rcw are different, we can mark node
i as corrupted.

3) Optimized Parameters: In section III-C3, we optimized
the parameters for the data regeneration, considering the trade-
off between the successful malicious node detection probabil-
ity and the storage efficiency. Here we will show that the same
parameters can guarantee that the same constraints be satisfied
for the data reconstruction.

• The maximum number of malicious nodes can be de-
tected for the data reconstruction is no smaller that
M: if x > 0.5, the number is b(n�a�1)/2c. We
have b(n�a�1)/2c � b(n� xd �1)/2c= M. If x  0.5,
the number is b(n� xd)/2c. We have b(n� xd)/2c �
b(n� xd �1)/2c= M

• The successful malicious node detection probability for
the data reconstruction is larger than Pdet : the probability
is (1 � (1 � P)aqL)M , so we have (1 � (1 � P)aqL)M >
(1� (1�P)qL)M � Pdet .
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Fig. 1. The number of low/high rate code blocks for different Pdet

Although the rate match equation (10) does not apply to the
data reconstruction, the reconstruction strategy in Algorithm 3
can still benefit from the different rates of the two codes. When
x  0.5, the low rate code can detect and correct b(n� xd)/2c
malicious nodes, which are more than b(n�d/2�1)/2c ma-
licious nodes the high rate code can detect. When x > 0.5, the
high rate code and the low rate code can detect and correct
the same number of malicious nodes: b(n�a�1)/2c.

From the analysis above we can see that the same optimized
parameters, which are obtained for the data regeneration, can
maintain the optimized trade-off between the malicious node
detection and storage efficiency for the data reconstruction.

IV. SECURITY ANALYSIS AND PERFORMANCE
EVALUATION

A. Security Analysis
From the analysis above, we know that for a distributed

storage system with n storage nodes out of which at most M
nodes are malicious, the rate-matched MSR code can guar-
antee detection and correction of the malicious nodes during
the data regeneration and reconstruction with the probability
at least Pdet .

B. Performance Evaluation
For a distributed storage system with n = 30, M = 11 and

P = 0.2, suppose we have a file with the size BF = 14000M
symbols to be stored in the system. The number of the low rate
code blocks qL and the number of the high rate code blocks qH
for different detection probabilities Pdet are shown in Fig. 1.
From the figure we can see that the number of low rate code
blocks will increase when the detection probability becomes
larger. Accordingly, the number of high rate code blocks will
decrease.

For the normal error correction MSR code constructed
in [8], the efficiency of the code with the same regeneration
performance as the rate-matched MSR code is defined as

d0 = a0(a0+1)
a0n

=
a0+1

n
=

xd/2+1
n

. (25)

In Fig. 2 we will show the efficiency ratios h = d/d0 between
the rate-matched MSR code and the normal error correction
MSR code under different detection probabilities Pdet . From
the figure we can see that the rate-matched MSR code has
higher efficiency than the normal error correction MSR code.
When the successful malicious nodes detection probability is
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Fig. 2. Efficiency ratios between the rate-matched MSR code and the normal
error correction MSR code for different Pdet

0.999999, the efficiency of the rate-matched MSR code is
about 70% higher.

V. CONCLUSION

In this paper, we develop a rate-matched minimum storage
regeneration (MSR) code for malicious nodes detection and
correction in hostile networks. We propose the encoding, re-
generation and reconstruction algorithms for the rate-matched
MSR code. We also optimize the parameters for the data
regeneration, considering the trade-off between the malicious
nodes detection probability and the storage efficiency. Theo-
retical analysis shows that the rate-matched MSR code can
successfully detect and correct malicious nodes using the
optimized parameters. Our analysis also shows that the rate-
matched MSR code has higher storage efficiency compared to
the normal error correction MSR code (70% higher for the
detection probability 0.999999).
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