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Abstract—People-centric urban sensing is envisioned as a novel

urban sensing paradigm. Communication delay and security are

two important design issues in urban sensing network. To address

these two issues concurrently, we propose a novel DElay-Aware

secuRe (DEAR) forwarding scheme by combining secret sharing

and two-phase message forward. In DEAR scheme, the collected

data is first split into pieces. Each piece is being relayed to the

application data server through a randomly selected delivery

node. The combination of secret sharing scheme and two-phase

message forward ensures confidentiality of the collected data

and anonymity of the participating users. It also makes it

infeasible for the application data server to estimate the source

node identity. Moreover, DEAR provides redundancy in message

forwarding to achieve high message delivery ratio. This design

makes the trade-off between security and communication delay

adjustable based on selection of the (k, n) scheme.

I. INTRODUCTION

The recent technological advances enable people-centric
urban sensing networks technically and economically feasible
to be widely used in civilian applications, such as monitoring
the urban environment, traffic conditions and personal health.
People centric urban sensing network relies on the human-
carried mobile devices equipped with embedded sensors to
collect and report the sensing data. The powerful resources
equipped in the mobile devices increase their capabilities
in computation, sensing, data storage and lifetime. It makes
energy consumption less critical than in traditional wireless
sensor networks.

Due to mobility of participating users, data sensing and
forwarding no longer rely on fixed network topologies. The
collected data can be forwarded to an application data server
directly through wireless access points or indirectly through
multi-hop forwarding. Communication delay becomes one of
the key quality of service (QoS) issues of the network.

The method of data collecting and reporting puts the users’
privacy at risk. Delivery nodes and wireless access points are
both able to identify the data source through direct commu-
nication. The uploaded data is collected with spatial-temporal
information which may be used to extract or infer sensitive
information. As a result, the locations correlated with identities
may be used to build the trajectory of the participating users.
In addition, side information could also be used to correlate
identities to location information even if pseudonyms are used.
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In this paper, we propose a decentralized data forwarding
scheme to preserve trajectory privacy of participating users
based on secret sharing and two-phase message forward.
The proposed scheme is designed to achieve a trade-off
between communication delay and security. DEAR provides
redundancy for error tolerance under additional computational
overhead, which ensures a high message delivery ratio for data
transmission. DEAR makes security and communication delay
trade-off adjustable based on selection of the (k, n) scheme.

Our contributions of this paper can be summarized as
follows:

1) We propose a novel DElay-Aware secuRe (DEAR) for-
warding scheme to preserve trajectory privacy of the
participants in urban sensing network.

2) The proposed DEAR makes security and communication
delay trade-off adjustable based on selection of the
(k, n) scheme.

3) DEAR provides a design trade-off between message de-
livery ratio and communication/computational overhead.

The rest of this paper is organized as follows. In Section II,
the related work is reviewed. The system model is presented
in Section III. The proposed scheme is described in Section
IV. In Section V, security analysis of the proposed scheme is
conducted. Section VI provides performance analysis of the
proposed scheme. We conclude in Section VII.

II. RELATED WORK

Participatory sensing was first proposed in [1]. The concept
was extended to urban sensing and people-centric sensing
in [2]. The key idea of such sensing networks is that it
relies on mobile devices for data collecting and forwarding.
The networks provide a flexible method to collect valuable
environmental information for people in urban area. However,
it also raises privacy concerns.

Location privacy for urban sensing networks was first dis-
cussed in [3]. It first proposed an algorithm based on data
aggregation for anonymous task allocation and data reporting.
It blurs the location information in an aggregated data packet.
This idea of data aggregation was further studied in [4]
and [5]. Spatial cloaking was proposed to achieve location
k-anonymity recently. It relies on a trusted third party to
construct a cloaking area to obfuscate a mobile user’s exact
location. In [6] and [7], it has been studied to achieve a
trade-off between location accuracy and user privacy. The
authors in [8] and [9] proposed dummy location methodology
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to prevent adversaries from estimating the reported location
information. However, the privacy protection is achieved by
sacrificing resolution on either spatial or temporal dimensions.

Alternatively, data exchange schemes were proposed in [10].
The collected sensor readings are exchanged between partic-
ipants within direct communication range. The collected data
may be exchanged multiple times to prevent adversaries from
correlating between identity and the data content. In [11],
the collected data is forwarded from friends to friends of
the source user until the required number of hops has been
reached. However, the identity information of this scheme
can be exposed through direct communication. The location
information can also be directly exposed to the delivery nodes.
There is little flexibility in delivery ratio when the data is being
dropped or tampered with.

III. MODELS AND ASSUMPTIONS

A. System Model

The urban sensing network relies on a set of mobile sensor
nodes embedded in mobile devices and carried by volunteer
participants for data collection and forwarding. These devices
can get wireless Internet access intermittently through wireless
access points (APs) in the sensing area. The APs, such as WiFi
access points, may be owned and operated by the government,
organizations or individuals. They are directly connected to the
application data server. In this network, the surrounding envi-
ronment information is collected by the participating mobile
devices and eventually sent to the application data server.

The application data server provides environmental sensing
services for data consumers and disseminates the requested
tasks to participating mobile users. Mobile devices can join the
system at will to participate in data sensing. They are required
to report the collected data to the application data server
once they accept the tasks. To provide precise service to data
consumers, the data is required to be collected with spatial-
temporal information. This information may expose details
about participating user’s location. Due to the characteristics of
opportunistic sensing and the physical infrastructure of urban
sensing networks, we only deal with sensing data that is delay
tolerant.

B. Adversary Model

Our adversary model is similar to [4]. We assume the
adversaries can be any parties in the network, including
individual sensing nodes, wireless access points, and even
the application server. Adversaries may try to disclose the
privacy of participants by discovering the identity and location
information. They may further recover the trajectory of a
participant by correlating a series of reported locations with
the participating user’s identity. We also consider the side
information attack [12]. More specifically, in this paper, the
adversaries are assumed to have the following characteristics:

• The adversaries can be any parties in the network, in-
cluding individual sensing nodes, wireless access points,
and even the application data server.

• The adversaries are generally assumed to be honest but
curious. However, in this paper, we further assume that

some adversaries may drop or tamper with the reported
data due to their own interests.

• The adversaries are able to collect side information to
observe the appearance of the participants.

• The administrative adversary, such as application data
server, can access the spatial-temporal information in the
reported data. It may try to correlate this information to
the participating user’s identity to recover his trajectory.

• The individual adversary, such as the delivery node,
can obtain the source pseudonym. To obtain location
of the participant, it may try to discover the spatial-
temporal information, and link the pseudonyms with the
real identity by collecting side information.

IV. PROPOSED PRIVACY PROTECTION SCHEME

In this section, we present a Shamir’s secret sharing based
privacy-preserving message forwarding scheme for reported
data. It can ensure confidentiality and also provides a verifica-
tion option for reported data. The scheme includes two phases
in message forwarding.

A. Overview of the Proposed Privacy Protection Scheme

To transmit collected data, the source node generates n
data pieces based on the secret sharing scheme. The source
node then picks a pseudonym and assigns it to each data
piece as its identity to conceal the source information. The
generated data pieces are then forwarded to n randomly
selected neighboring participating users, named as delivery
nodes, within the communication range. Each delivery node
relays the received data piece to the application data server
through nearby AP. Upon receiving k or more data pieces,
the application data server is able to reconstruct the original
collected data. Additionally, the reconstruction algorithm also
enables the recovered data to be verified for integrity.

B. Secret Sharing

Shamir’s (k, n) secret sharing scheme can be described as
follows: let a0, a1, · · · , ak�1 be positive integers from a finite
field Zp, and a0 = S be the shared secret. Define

f(x) = a0 + a1x+ · · · ak�1x
k�1

and select n points out of f(x). Without loss of generality, let
the n points be the pairs (i, f(i)), i = 1, · · · , n. Then given
any k pairs, we can find the coefficients of the polynomial
using Barycentric Lagrange Interpolation as follows:

Define

l(x) = (x� 1)(x� 2) · · · (x� k),

wj =

1

Qk
i=0,i 6=j(j � i)

, (1)

L(x) = l(x)

kX

j=0

wj

x� j
f(j). (2)

The shared secret is a0 = L(0).
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C. The Proposed Privacy Protection Scheme

Assume the source node H holds the collected data d to
transmit. It first computes the hash value H(d), where H is
a one way hash function. Then, it treats d and H(d) as two
independent pieces of secret data. Develop two separate (k, n)
secret sharing schemes to share d and H(d) separately. The
polynomial computation is operated over finite field Zq . The
procedure is described as follows:

1) H chooses a prime q > max(d, n).
2) H constructs two coefficient sets, A and B. Each

set contains k randomly selected coefficients, A =

{a0, ..., ak�1} and B = {b0, ..., bk�1} from Zq such that
a0 = d and b0 = H(d).

3) H generates two random polynomials over Zq as fol-
lows:

fa(x) = a0 + a1x+ · · ·+ ak�1x
k�1 (3)

fb(y) = b0 + b1x+ · · ·+ bk�1x
k�1 (4)

4) H computes n components fa(i), fb(i) from d and
H(d), respectively, i = 1, · · · , n.

5) The ith data piece for d and H(d) is (i, fa(i), fb(i)),
where i = 1, · · · , n.

The generated n data pieces are distributed to n randomly
selected delivery nodes before being relayed to the application
data server. Since the delivery nodes are not completely
trusted, the reconstructed data has to be verified for integrity
assurance. The reconstruction algorithm follows Shamir’s se-
cret sharing scheme using Barycentric Lagrange Interpolation.
It is described in the following steps:

1) Suppose the server has received at least k shared secret
pieces out of the n data pieces. Each piece is denoted
as (i, fa(i), fb(i)) for data (d,H(d)).

2) Reconstruct the data d and H(d) by using Barycentric
Lagrange Interpolation. Since some of the received
data components may have been tampered with, the
reconstructed data could be different from the original
data. So we denote the reconstructed data as d0 and D,
respectively.

3) The recovered data is then verified by comparing
whether H(d0) = D. If the equality holds, then it shows
the reconstructed pair secret data pieces are both valid.
Otherwise, the data set used to construct d0 and D
contains at least one corrupted data piece.

The proposed data distribution scheme includes two phases
in message forwarding. It can be summarized as Algorithm 1.

V. SECURITY ANALYSIS

The users in urban sensing network can contribute valuable
information by collecting and forwarding the sensed data to the
application server. However, the reported data with its spatial-
temporal information may expose the privacy information
of the participating user. Adversaries may first reveal the
spatial-temporal information contained in the received data.
Furthermore, they may correlate the exposed spatial-temporal
information with the identity to disclose the privacy of partic-
ipating users. The aforementioned attacks may be repeated by
the adversaries to obtain the trajectory information.

Algorithm 1 Data Distribution
1: Choose a prime q > max(d, n).
2: Construct two random coefficient sets A and B from Zq .
3: Based on A and B, construct two polynomials over Zq

fa(x) =

Pk�1
i=0 aix

i, and fb(y) =

Pk�1
i=0 biy

i to share d
and H(d) as two secret values, respectively.

4: Compute n data pieces di = (i, fa(i), fb(i)), i =

1, · · · , n.
5: for each i 2 [1, n] do

6: Send di to a randomly selected neighbor node Ai.
7: The neighbor node Ai forwards it to the wireless access

point.
8: end for

9: The server recovers and verifies the collected data based
on the data reconstruction algorithm.

Based on the two-phase design, our security analysis in-
cludes two scenarios. First, the delivery node may collect
side information to correlate the obtained pseudonym or the
received data piece with the real identity. However, it will not
be able to obtain the spatial-temporal information. Second,
the application data server could obtain the spatial-temporal
information. However, it will not be able to reveal the source
identity information. We also demonstrate that the proposed
DEAR is able to verify the reconstructed data and defend the
reported data against tampering attacks.

We will introduce identity information leakage and location
information leakage to measure security of the proposed
scheme.

Definition 1 (Identity Information leakage). The identity infor-
mation leakage is defined as the probability that the adversary
is able to derive the source node identity of a given data.

Definition 2 (Location Information leakage). The location
information leakage is defined as the probability that the
adversary is able to derive the spatial-temporal information
of a given data.

A. Identity Information Leakage

The adversaries may obtain identity information when they
directly communicate with participating users. Direct commu-
nication can also help the delivery node to infer that the source
node is located in his communication range. By collecting
identities of the participating users appearing in this range,
the delivery node may be able to derive the real identity of
the message.

To deal with this issue, in this paper, the source node
uses dynamic pseudonyms [13] when it forwards messages
to the delivery nodes. As a result, it becomes infeasible for
the delivery node to correlate the received data with the real
identity. However, as aforementioned, the delivery nodes can
collect side information, such as identities, to narrow the scope
of estimation on the real identity of reported data.

Suppose l is the number of collected identities, which equals
to the population in the communication range of the delivery
node. The identity information leakage for each message
should be 1

l . Assume ⇢ is the population density in the network
and � is the communication range of the sensor node. Then,



4

TABLE I
THE AVERAGE COMMUNICATION DELAY AND LOCATION INFORMATION LEAKAGE FOR DIFFERENT (k, n)

Delay(s)/Pk(%) k = 10 k = 15 k = 20 k = 25 k = 30
n = 10 416.991/0.0017 - - - -
n = 15 220.831/0.89 455.47/6.97⇥ 10�6 - - -
n = 20 174.79/9.24 252.89/1.67⇥ 10�2 484.47/2.87⇥ 10�8 - -
n = 25 148.95/30.42 203.88/0.56 276.17/2.27⇥ 10�4 506.36/1.18⇥ 10�10 -
n = 30 132.281/56.83 176.22/4.3 225.761/1.94⇥ 10�2 295.25/2.44⇥ 10�6 523.38/4.86⇥ 10�13

the average l can be computed as l = ⇡�2⇢. In a typical urban
area of Manhattan, parameter ⇢ is 2.74⇥10

5 persons/km2. As
a result, the identity information leakage can be very small.

In the worst case, the side information helps the delivery
node to correlate one single pseudonym to the real identity.
However, since the pseudonym changes for each reported data,
which makes it infeasible to correlate the pseudonyms used
for other reported data with the real identity. As a result,
the delivery node is unable to correlate them and build the
trajectory.

Furthermore, the administrative adversaries are isolated
from the source node by the two-phase forwarding method.
Therefore, the administrative adversaries, such as the data
server and the APs, are not able to obtain the real identity.

B. Location Information Leakage

The spatial-temporal information can be revealed by discov-
ering the content of the reported data. Since the application
data server is able to access the content of the reported data,
it makes the malicious delivery node the only party interested
in obtaining the spatial-temporal information. Based on secret
sharing scheme, the malicious delivery node needs to collect
k or more data pieces to reveal this information. In each data
distribution, the source node randomly selects one neighboring
node as the delivery node. It means the malicious node needs
to be selected as the delivery node k or more times to discover
the spatial-temporal information. Suppose ⇢ is the population
density in the network and � is the communication range of
sensor nodes. The probability Ps for a node to be selected
as the delivery node can be computed as 1

⇡�2⇢ . Assume that
the malicious node is a candidate delivery node for relaying
each data piece, the location information leakage Pk can be
computed by the following equation:

Pk =

nX

i=k

✓
n

i

◆
P i
s(1� Ps)

n�i. (5)

Numerical results of the location leakage is shown in Table I.
In this table, we compared location leakage for various k, n
that vary from 10 to 30. From the numerical results we can
see that when delay increases, the location information leakage
will decrease. In particular, for a properly selected (k, n), the
location leakage is close to 0.

C. Data Integrity and Availability

In order to prevent the adversaries from tampering with the
reported data, DEAR provides verification procedures for the
received data. First, the proposed scheme can prevent up to
k � 1 malicious nodes from recovering the data based on the

secret sharing design. If at least one of these k components
has been tampered with, then we should have H(d0) 6= D and
we can detect that the data set used to recover the secret d
contains at least one corrupted data piece.

In summary, the proposed two-phase forwarding scheme
can prevent the server from estimating the identity of the
participating user. It can also thwart the delivery nodes from
obtaining the location information. Therefore, the trajectory
privacy of participating users can be protected by the proposed
two-phase forwarding scheme. Additionally, the scheme can
also verify the received data and defend against tampering
attacks.

VI. PERFORMANCE ANALYSIS

In urban sensing networks, the quality of service may be
measured by communication delay and delivery ratio. In this
section, we analyze the communication delay and error rate
of the proposed scheme. Numerical results of the expected
communication delay and error rate are also presented in this
section.

A. Overhead of the Proposed Scheme
The proposed scheme includes two phases for data forward-

ing. For communication delay, the first phase of the forwarding
scheme is introduced for the source node to distribute the
data pieces when encountering the delivery nodes. The second
phase is introduced for the delivery nodes to relay the data
pieces to the application data server.

The delay for each data piece distribution can be analyzed
by using the pedestrian content distribution process, which can
be modeled as Poisson Process [14]. Let � be the arrival rate,
then the time duration �i for the ith data piece distribution
follows the � distribution. The probability distribution function
of �i is given by

f�i(t) = �e��t · (�t)
(n�1)

(n� 1)!

. (6)

In the second phase, the delay is the time duration from the
time that the delivery node receives a data piece until it travels
to the next AP. Suppose the delivery node receives the data
piece at time ˆt. Let T be the time duration that the delivery
node travels from one AP to the next AP. Then, the time ˆt
should be uniformly distributed in the range of T . We denote
the delay in the second forwarding phase as ti for each data
piece di. The total communication delay Td can be computed
by

Td = min

1!k
{�i + ti |i = 1, · · · , n}, (7)

where min1!k is the delay time for the application data server
to receive the first k data components.
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TABLE II
THE ERROR RATE FOR THE REPORTED DATA. n=30

PE(%) k = 5 k = 10 k = 15 k = 20 k = 25
pe = 1% 2.64⇥ 10�46 1.31⇥ 10�33 1.27⇥ 10�22 4.59⇥ 10�13 4.83⇥ 10�5

pe = 2% 1.70⇥ 10�38 2.52⇥ 10�27 7.31⇥ 10�18 7.87⇥ 10�10 2.51⇥ 10�3

pe = 3% 6.20⇥ 10�34 1.15⇥ 10�23 4.19⇥ 10�15 5.70⇥ 10�8 2.33⇥ 10�2

pe = 4% 1.05⇥ 10�30 4.43⇥ 10�21 3.65⇥ 10�13 1.13⇥ 10�6 1.06⇥ 10�1

pe = 5% 3.35⇥ 10�28 4.39⇥ 10�19 1.13⇥ 10�11 1.10⇥ 10�5 3.28⇥ 10�1

B. Numerical Results of Communication Delay
In the simulations, we assume the time duration T is

uniformly distributed in the range of [100s, 300s]. The arrival
rate for the data distribution is 10 s/packet. Table I shows
the proposed scheme can minimize the location leakage by
increasing the communication delay. As a result, based on
selection of the (k, n) secret sharing scheme, the security
and the communication delay can both be adjusted to satisfy
various demands of the participants.

C. Delivery Ratio
Due to the nature of wireless communications, the message

may be dropped or received incorrectly. However, the proposed
scheme provides redundancy to minimize the error rate for
the reported data. The underlying secret sharing ensures that
the reported data is correctly recovered by receiving at least
k or more correct data pieces. The extra n � k data pieces
are considered redundant messages that may be used for data
recovery under erroneous scenarios. Let pe be the error rate or
packet loss rate that a single data piece is received incorrectly
or dropped. Then the overall error rate PE for the reported
data can be computed by the following equation:

PE =

nX

i=n�k+1

✓
n

i

◆
pie(1� pe)

n�i. (8)

In Table II, we computed the error rate PE for various number
of message redundant levels. It can be seen that the error rate
PE decreases significantly by increasing the redundancy level.
This table also shows that DEAR can increase the delivery
ratio of the reported data.

D. Computational Complexity
Computation complexity is determined by computational

overhead in recovery of the secret data by using Barycentric
Lagrange Interpolation, which is O(n) for reconstruction
of the collected data. If the delivery node only drops the
packet without tampering, the algorithm only needs to be
implemented once to recover the collected data. However,
if the application data server receives modified or corrupted
data pieces, it needs to implement the Barycentric Lagrange
Interpolation algorithm at most

�n
k

�
times in the worst case to

recover the correct data if the number of tampered components
is less than n � k. Fortunately, the parameters (k, n) with
relative small values are able to decrease the location leakage
close to 0, as shown in Table I. Therefore, it enables the
application data server to reconstruct the original data in a
short time interval. In particular, for n = 25 and k = 20, the
computer with 2.0GHz processor needs at most approximately
0.053 seconds to reconstruct the original collected data.

VII. CONCLUSION

In this paper, we present a DElay-awaRE (DEAR) secure
forwarding scheme for people-centric urban sensing networks.
The scheme can preserve the trajectory privacy of the par-
ticipating users in urban sensing networks. DEAR has the
flexibility to provide a trade-off between user privacy and
communication delay. Theoretical analysis shows that the
proposed scheme can prevent adversaries from correlating
identity information with location information of a given
reported data. The simulation results show that DEAR can
minimize information leakage under the given communication
delay constraints. The results also demonstrate that DEAR can
achieve a high delivery ratio for the reported data.
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