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Abstract—This paper considers reliable multihop transmission
under routing attacks, where a malicious relay can modify or
drop a packet as it is being forwarded to the destination. We
propose a transmission scheme that detects malicious nodes
launching routing attacks through incorporating diversity over
multi-layer relays, where each relay can establish a direct
connection with relays at preceding and succeeding hop levels. We
prove that the proposed approach can efficiently detect malicious
nodes, provided that there is at least one honest relay at each
hop level. We highlight the trade-off between network efficiency
and security, and show the impact of the diversity level and the
number of hops on the network performance through theoretical
analysis and simulation examples. Our results provide insights on
general network architecture development and topology design.

Index Terms—Multihop networks, malicious node detection,
wireless security, routing attacks.

I. INTRODUCTION

Multihop transmission is a solution to increase network
coverage under power constraints. By dividing the communi-
cation into multiple shorter-distance transmissions, the overall
performance could improve due to the reduced path loss at
each hop. However, achieving reliable communications over
multihop networks is challenging, especially if the network is
deployed in a hostile environment. If any node along a routing
path failed or become compromised, then data transfer may
fail. Meanwhile, due to the absence of a direct communication
with a sink, it could be difficult to identify malicious nodes
along a path.

One serious threat to multihop networks is routing attack,
where a compromised node along a routing path can drop or
modify packets as they are being forwarded [1]. Routing at-
tacks could not be resolved through cryptographic approaches
solely, since nodes launching these attacks may have been au-
thenticated to access the network. Utilizing multpath diversity
can potentially combat routing attacks [1]-[3].

For efficient transmission in multihop networks, malicious
nodes should be identified and avoided. In [4], malicious relays
that perform selective forwarding are detected by exploiting
a 2-hop downstream acknowledgment and end-to-end assess-
ment. In this scheme, nodes add their opinion about their
neighbors in the packets they forward, and the destination
establishes an opinion about every node accordingly. A similar
approach is presented in [5]. Both schemes in [4], [5] assume
single-path routing, and heavily rely on the nodes to accurately
report their opinion about their neighbors, which could be

difficult to guarantee, especially when multiple relays along
a route are malicious [6].

In this paper, first, we propose to incorporate multipath
diversity and training/pilot packets to detect malicious relays in
multihop networks. In our proposed model, there are multiple
relays at each hop level to assist the transmission; each relay
can establish a direct communication with relays at preceding
and succeeding hop levels. We show that under the assumption
that there is at least one honest relay at every hop level, all the
malicious relays between the source and the destination can be
identified. Then, we highlight the trade-off between network
reliability and efficiency, which is reflected in the selection of
the diversity level and hop count in multihop networks. Our
results provide insights on general network topology design.
It is observed that: (i) higher diversity levels would improve
the network reliability, but would result in a lower throughput
performance and larger complexity. (ii) for a fixed per hop
distance, lower number of hops would be generally desired for
higher throughput performance and lower overhead, but would
limit the distance between the transmitter and the receiver;
this raised the concept of hop number control, in which the
number of hops in a transmission is limited through proper
node deployment and network topology design.

II. MALICIOUS NODE DETECTION UNDER ROUTING
ATTACKS

In this section, we present our proposed transmission model
for detecting malicious nodes launching routing attacks, where
a malicious node would alter the packet being forwarded or
drop it.

For a given source-destination pair, we utilize multiple
relays at each hop level to assist in a transmission; each
intermediate relay at a hop level 7 from the source, can
communicate with all relays at the next hop level (z + 1). We
assume that at least one relay at every hop level is honest.
Let N be the maximum number of hops from the source
to the destination, and R; be the number of relays at hop
level i. Denote R;; as the jth relay at the ith hop, where
i={1,.,N—1}, 7 ={1,.,R;}. Let a; ; be a binary flag
indicating that I?; ; is benign. That is,

iy = {(1), if R; ; is Benign, 0
9

if R;; is Malicious.



The source S transmits packet M; to Ry j, Vj = {1,.., R1}.
Each relay at the ith hop level (R; ;) sends the packet(s) it
receives to all relays at the (i + 1)th hop level. Note that
we have HhN:—11 R}, possible paths between the source and the
destination. The destination should receive all R, packets from
all paths.

To ensure that packets have not been modified by inter-
mediate relays, the destination verifies the packets’ integrity
through a cryptographic keyed Hash function [7]. In addition,
training/pilot signals are used to enable the sink identify
malicious relays that drop packets. Pilot signals are inserted in
pre-defined locations that are agreed upon between the source
and the destination; pilot locations should be secret to avoid
having malicious relays dynamically changing their behavior
in response to a pilot signal.

More specifically, we have the following result:

Proposition 1. For a reliable multihop transmission, when
diversity is incorporated by defining a set of relays at every
hop to assist the transmission, such that a relay at each hop
level can communicate with all relays at the subsequent hop
level, then malicious relays launching routing attacks can be
identified provided that there exists at least one honest relay
per hop.

Proof: Recall that the number of hops is N. Since there is
at least one honest relay at each hop, then there exists at least
one reliable path between the source and destination. That is,
there exists «; ,, for every 7, such that

ni €{1,2,..R;}. (2

al,n1a27n27 ""aNfl,anl = 17

In other words, we have

Al p, =02 ny, = oeco. = AN_1ny_1 — 1. (3)

Note that the reliable path(s) can be identified using integrity
check and pilot packets, as explained earlier. Then, for any
relay at hop i € {1,..,N — 1}, o, can be obtained by
checking the path corresponding to the following entry in the
reliability check matrix:

01y 02y Qi1 sy Qi Qi mgyr - ON—1ny_y - (4)

1 1

That is, since there exists a reliable path, malicious nodes
along any other path can be identified.
| ]

A. Two-Level Relay-Assisted Transmission

In this subsection, we illustrate our proposed approach
through an example of a two-level relay assisted transmission.

The malicious node detection is aided by the construction
of a reliability check matrix A; each element in A corresponds
to a particular path, and carries a binary value indicating the
reliability of the corresponding path. Let a; ; be the element in
A at the ith row and the jth column. Then, a; ; € {1,0}, Vi, j,
where a;; = 1 indicates that the corresponding path is
reliable. A is constructed such that the jth column contains

all possible paths that pass through the jth relay at the last
hop to the destination.

Upon the reception of packets and verification of their
integrity, the receiver can know which paths are reliable, and
accordingly sets the corresponding elements in A to 1. After a
certain time duration needed to receive all packets, the receiver
will be able to detect the unreliable paths and identify the
malicious nodes along these paths.

Consider that we have R; relays at the first hop level and
R- relays at the second hop level, then the reliability check
matrix A for the two-level relay-assisted transmission can be
obtained as:

A=a; xab, (3)

where a1 and ap are Ry x 1 and Ry x 1 vectors containing
the o values of relays in the first and second hop level,
respectively. That is, oy = [aq1,1,...,a1,R,)% and @y =
[04271, ceey OLQ,RQ]t.

Now consider the case when there are two relays at each
hop, i.e., R; = 2, j = 1,2, as shown in Figure 1. For this
network, the reliability check matrix A is:

[Zij [Oéz,1a2,2]

o Q110021 Q11022 (6)
Q12021 (1 20022

A =

My [My :M5]

\

My [M1:M2>]

Fig. 1. Proposed model for a two-level relay assisted transmission, with
R; =2,j=1,2. S is the source and D is the destination/sink.

Here, the source sends M; to R ; and M to Ry 2. Then,
Ry 1/R1 2 sends M;/My to both Ry 1 and Rs o, respectively.
The destination then receives M and M, from both Ry ; and
Ry 5.

If Ry is malicious: Consider the case when R is
malicious and all other nodes are benign. Then, assuming good
channel conditions, the sink identifies the behavior of R o
through the following steps:

o The sink would successfully receive M; from Rs; and
Ry . Accordingly, it sets a;7 = aq,102,1 = 1 and
1,20 = Q11022 = 1, which indicate that R171, R271 and
Ry o are benign.

o The sink receives My from Ry in error (or may not
receive it at all), that is because M, passes through
Ry 2, which is malicious and may modify or drop the
packet. Hence, after a time duration sufficient to receive
all packets, the sink sets az 1 = aq 2001 = 0. Similarly,
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0 0
construction of A, it can be seen that the common term

in the zero elements in A, i.e., in az 1 and ag 2, is a1 2.
This confirms that Ry ; is the unreliable node.

. From the

a2 0. Now, we have A

If any other node is malicious or multiple nodes are mali-
cious at different hop levels, similar procedure is followed to
detect malicious nodes.

B. Reliability Check Matrix for Three-level Relay-Assisted
Transmission

I
My My 2! M

» > »
v
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Fig. 2. Three-level relay assisted transmission with R = 2.

In this subsection, we illustrate the construction of the relia-
bility check matrix of a three-level relay assisted transmission
with two relays at each hop (R = 2), as shown in Figure
2. Here, the relays R3; and Rs o are sending the following
messages to the destination D, respectively:

M =
o
(7

M =
o
®)

where MIR”' is the intermediate message transmitted by R; ;,
and MJR"”J' fmnis message j that passed through R; ; and
R, . Note that when both 123 ; and R3 5 are benign, we will
have Mp>* = My, Otherwise, one of them is malicious.
Recall that a7 = [04171, ...,(X17Rl]t, Oy = [042,1, ...,0427R2]t,
and a3 = [a3.1, ..., a3 R,]" . To construct the reliability check
matrix for the network in Figure 2, the following steps are
performed:
1) Construct a temporary check matrix for the first two
relaying levels as illustrated in the previous subsection.
We get,

Q110021
" { ,

Q12021
aj
as ’

ai
to a column vector as: ry = L t}
2

Q110022
Q1,202 2

>

)

2) Convert the matrix

That is,

Q11021
1,102 2
a1 20021
Q2002 9

ry =

(10)

3) Multiply r¢ with o, which is a row vector containing
the « values of the last hop. That is,

71,1021
1,102 2
Q20021
| (¥1,2002,2

[s1 s o]

Q1,102,131
Q1,102 20031
Q12002 1003 1
| C1,202, 2631

1,102,103 2
Q1,102 2003 2
Q1,200 1003 2
Q2002 203 2

(11

Based on A, all paths can be checked and malicious nodes can
be identified in a similar manner as described in the previous
subsection.

C. Reliability Check Matrix for R-level Relay-Assisted N-hop
Transmission

For N-hop network with R relays at each hop, the check
matrix can be obtained through the following steps:

1) Construct the R X R check matrix for the first two
relaying levels as follows:

A = ag x ab. (12)

Define a counter 7, and set ¢ = 3.

2) Transform A; to a column vector r¢, by concatenating
the transpose of each row in A;.

3) Introduce the effect of the next relaying level by multi-
plying ry with !, which is a row vector containing o’s
of the ith relaying level. Hence, we have, A; = ry * a§

4) Increment 7, and repeat steps 2 and 3 for each subsequent
hop level, i.e., until : = N — 1.

Remark 1. When TDMA protocol is used for multiple access,
the relays are assigned to transmit in a sequential order
based on their hop level, where nodes closer to the source
are assigned to transmit first. Note that relays at higher hop
levels (farther away from the source), transmit more packets,
and hence are allocated larger time duration or multiple time
slot.

ITII. CHOICE OF THE NETWORK PARAMETERS

In this section, we discuss the impact of the number of hops
and the diversity level on the network performance, and show
the trade-offs in a multihop network topology design.

Let the number of hops in a transmission be N, and the
number of relays at each hop be R. The values of N and R
have a direct impact on the network performance, and should
be selected to achieve a good trade-off between reliability and
efficiency.



The impact of N: As N increases, the network coverage
increases. However, large IV could have a negative impact on
the network reliability and efficiency. This is because: (i) in
a single path case, assuming nodes can be compromised with
an equal probability, then adding more nodes along a routing
path would increase the chances of attacks/failures; (ii) in a
multipath case, increasing N increases the complexity of the
malicious node detection scheme. This can be seen clearly
from the number of packet needed to be forwarded by each
relay; (iii) even in a benign environment, under a fixed per
hop distance and signal to noise ratio, as N increases, the
throughput decreases. This will be illustrated in the following
subsections.

The impact of R: As R increases, the diversity level
increases, and theoretically the system is more reliable. How-
ever, practically, R should be limited for the following rea-
sons: (i) increasing I? would increase the complexity of the
malicious node detection; (ii) increasing R would decrease the
throughput and increase the delay.

In the following subsections, we first discuss the complexity
of the proposed malicious node detection; next, we show the
relationship between the network parameters with the percent-
age of malicious nodes; then, we analyze the throughput and
show the impact of R and N on the attained performance.

A. Complexity of Proposed Malicious Node Detection Scheme

We measure the complexity of the proposed approach by
the number of transmissions and receptions that are required
at each node. Let R; be the number of relays at hop level :.
Based on the description provided in Section II, it is noted
that: (i) each relay at the first level receives one packet from
the source and sends one packet to all relays at the second
level; (ii) each relay at the third hop level receives the Iy
packets from each of the Ry relays at the second level and
forwards them to the 24 relays at the fourth level, and so on.
That is, a relay at level j € {2,..,N — 1} receives Hf;ll R;
packets and is required to forward them to relays at level j+1.
Note that the complexity of the proposed approach increases
as the number of relays or number of hops increases.

When malicious node detection is not employed, the con-
ventional mulitpath routing can be used, where a relay along
any path sends/receives the same number of packets transmit-
ted by the source along the same path, regardless of the number
of hops. Hence, much lower complexity would be involved,
at the expense of lower reliability under malicious attacks.
Therefore, a network can define two modes of operation: the
detection mode and the transmission mode. In the detection
mode, relays form a mesh network as described in Section II
to detect malicious nodes. Then, the system goes to the trans-
mission mode, where the more conventional multipath routing
is employed with the identified malicious nodes avoided.

B. Relationship with the Percentage of Malicious Nodes

The underlying assumption of the proposed malicious node
detection scheme is to have at least one benign relay at each

hop level. Therefore, the diversity level has to be selected to
ensure that this condition is met.

Let v be the percentage of malicious nodes, and assume all
nodes can be compromised with an equal probability. That is,
the probability that a node is honest is Py = Pr{a; ; =1} =
1—7~, Vi,j. Let R; = R, Vi. Hence, the probability that there
is at least one honest relays among the R selected relays is

R R )
ro= > (M)ria-
=1
R
- Z(R)(l—v)jv“. (13)
=1

As can be seen from (13), as R increases, P, increases. For
a reliable transmission, R should be selected such that P,
is above a certain threshold, as will be further illustrated in
Section IV.

For an N-hop path, the probability that there is one or more
malicious nodes along the path is

P, = i (f)vi(l -

=1

(14)

It is clear from (14), as N increases, P, increases.

From the discussions above, it can be concluded that: large
R and small N would be preferred for a reliable transmission.
However, the former would increase the system complexity
and cause large overhead and delay; and the latter would result
in a limited distance between the communicating ends, which
has to be reflected in the network architecture and topology
design. As can be seen, there is an obvious trade-off between
reliability and efficiency. In the following, we will show the
effect of R and N on the throughput performance.

C. Effect of R and N on Throughput Performance

The throughput T is the average number of packets per
slot initiated by the source s and successfully delivered to
the intended destination [8]. Recall that R; is the number
of relays at hop level 7. Note that the source transmits R;
packets to relays at the first hop level. Let the binary flag
ts = 1 indicates that the source and all intermediate relays are
scheduled to transmit the R; packets of s to the destination,
and r; = 1 indicates that packets are successfully received at
the destination. Hence, the throughput in packets per slot can
be formulated as:

T = Ry P(t, = 1)P(rs = 1|t, = 1). (15)

Here, we assume that the pilot signal overhead is negligible.
The throughput can be calculated before and after malicious
node detection, where all paths or the reliable paths only are
utilized, respectively.

1) Throughput before malicious node detection: Before
malicious nodes are detected, all relays between the source
s and the destination are utilized for data forwarding.

The transmission probability, P(¢t; = 1), depends on the
adopted scheduling protocol. Here, we consider TDMA pro-



tocol and assume no bandwidth reuse. To calculate the number
of time slots needed for our proposed scheme, it is noted that:
(i) the source node needs R; time slots to transmit to the first
level of relays; (ii) each relay at the first hop level needs one
time slot to transmit to the second level of relays; (iii) each
relay at the second level needs R; time slots to transmit all
packets to the third level of relays, and so on. In general,
a relay at level j € {2,.., N — 1} needs Hj_l R; time slots,
where a duration of a time slot is equal to the packet duration.
Therefore, the length of the TDMA schedule, in number
of slots, requlred to transmlt all Ry packets is Ltpya =
R1+Z H Rk—R1+Z :Rk It is
noted that as the number of hops or the number of relays
per hop increases, the delay increases. Now, the transmission
probability is obtained as:

1 _ 1
Ry + Z;V;ll ?e:l Ry

P(t, =1) = (16)

Lrpma

The probability of successful reception, P(r, = 1|t; = 1),
depends on the channel conditions as well as the percentage
of malicious nodes. The information is received successfully
at the destination if the first level of relays are benign and
successfully receive the packets, and if any of the paths from
the source to the destination is reliable and has good channel
conditions, i.e., all relays along a path successfully receive
the information and forward it towards the destination. Recall
that ~ is the percentage of malicious nodes, and that Py =
P(a;; =1) =1—~, Vi, j.Let P be the set of paths from the
source to the destination and N, be the number of hops along
path p. Here, we assume that decode-and-forward strategy is
adopted at the relays. When a relay at hop level h along path
p is honest, the information is received successfully at the next
hop level if the corresponding signal to noise ratio SN Ry, ,,
is above a certain threshold SN R;;,. That is, we have:

Np—1

> ] PuP{SNR., > SNRu}, (17)

P  h=1

Plre=1lt.=1) = P,

where P is the probability that the first level of relays are

benign and successfully receive the R; packets. Hence, we
Ry

have P = [[ PuP{SNRy, > SNRy}, where SNRy,, is
r=1
rep

the signal to noise ratio from the source to a relay at the first

hop level along path p.

Assume the transmit power of each node (P) is expo-
nentially distributed with mean P, ie., Pr{P = 2z}
P~lexp{—P~'z}. The signal to noise ratio at hop level h

of path p is SNRy,, = , where Ly, p41,p is the
distance between the relay at hop h and that at hop h + 1
along path p, N, is the noise power, and § > 2 is the path
loss exponent. Note that the assignment of channels and time
slots can be managed to minimize the interference. Following
17), we get:

-B
PLh h+1,p

Np—1
=Py ] PHexp{ SNRyp, ,thﬂp}

P h=1
(18)

P(rs = 1|ts = 1)

Note that there are Hf\:l R; possible paths from the source
to the destination. Let the average per hop distance be L,q,
and set Ly h41,p = Lqvg, Vh,p. From (16)-(18), we get the
following result

Proposition 2. In a multihop-multipath transmission, assum-
ing exponentially distributed transmit powers, if each node
become compromised with probability ~, then the throughput
is expressed as:

T =R Prits=1}> (1

ry)Np-le—l

exp {f(Np + Ry — 1)SNRy, %Lﬁvg} , (19)

where N, is the number of hops along path p, Ry is the
number of relays at the first hop level, Pr{ts = 1} is the
probability that the source and all intermediate relaying nodes
are scheduled to transmit the data to the intended destination,
B is the path loss exponent of the channel, Lq, is the average
per hop distance.

Based on Proposition 2, when all paths are scheduled for
transmission, if we set R; = R, Vi, N, = N, Vp, and
substitute with (16), we get:

1 N-1 N+R—-1
= T — 1_
1+ 300 Ri- =)
exp{—(N+R—-1) SNRth%Lfvg}. (20)

Remark 2. Throughput-diversity relationship: Assuming that
there is sufficient spectrum resources, it can be seen from
(20) that the throughput decreases as the diversity level R
increases. Note that lower R would reduce the robustness
of the network to malicious attacks, as illustrated in the
previous subsection. This elucidates the trade-off between
network reliability and efficiency.

2) Throughput after malicious node detection: By utilizing
the proposed approach for malicious node detection, the source
can select the most reliable path for information exchange. In
this case, all nodes along the path can be assumed honest.
Following similar procedure, the average throughput of a
multihop transmission is

1 No
T = gep{-N SNR“,,?LEW}. @D

Here, the transmission probability is set to % which is
conservative measure assuming no bandwidth reuse along the
path. Note that, in general, multipaths can be found reliable
and the source can choose to transmit over all reliable paths
for higher diversity. The result can be extended accordingly by
averaging over all possible paths. The transmission probability
is obtained by calculating the length of the TDMA schedule
needed in this case.

Remark 3. Throughput and hop-number relationship: It can
be seen from (19) and (21) that under fixed SNR and average
per hop distance, as N increases, the throughput decreases.
That is, for high throughput performance, the network topol-



ogy should be designed to minimize the number of hops. This
enforces the concept of hop number control in large-scale
networks architecture, in which the number of hops from any
node to a sink is limited to a pre-specified number through
node deployment and topology design [9].

IV. SIMULATION RESULTS

In this section, we first show the impact of the diversity
level on the network reliability, then evaluate the throughput
performance highlighting the impact of number of hops and
the number of relays per hop on the performance.

Example 1: Selection of diversity level R Here, we assume
that the number of relays at each hop level is equal, i.e., R; =
R, Vi. The probability that there is at least one benign relay
at each hop P; versus the the number of relays per hop R is
plotted in Figure 3 for different values of the percentage of
malicious nodes . It is shown that P; increases as more relays
are utilized per hop due to the achieved diversity. For a given -,
R can be selected to ensure that P; is above a certain threshold.
For example, to ensure that P; > 0.95 when v = 30%, then
three relays per hop would be sufficient. Increasing R would
add more robustness to failures/errors that could be introduced
by the channel, however it will also increase the complexity
and delay of the system.

i i i i i
2.5 3 3.5 4 4.5 5 5.5 6 6.5 7
Relays per hop (R)

0.75 i i I I

Fig. 3. Probability of having one benign relay per hop (Ps) vs. R for different
percentage of malicious nodes ~y.

Example 2: Throughput performance before malicious node
detection In this example, we evaluate the throughput perfor-
mance of a multihop transmission with different values of the
number of hops (/V) and diversity level (R). Here, we set
v = 40%, Lgyy = 4m, SNR = 10dB, SNRy;, = 5dB.
Figure 4 shows the throughput versus N at different values of
R. As can be seen, the throughput decreases with both R and
N. This echoes our theoretical analysis.

V. CONCLUSIONS

In this paper, we proposed a networking approach for
detecting malicious nodes launching routing attacks. The
proposed scheme incorporates diversity through exploiting
multiple relays at each hop level. We proved that, if there

Throughput (packets per slot)

3 3.5 4 4.5 5 5.5 6 6.5 7 7.5 8
Number of hops

Fig. 4. Throughput vs. number of hops at different values of R. Here,
v =04, Lavg =4m, =2, SNR =10dB, SN Ry), = 5dB.

exists at least one benign relay per hop, malicious nodes can be
correctly identified. We investigated the impact of the diversity
level and the number of hops on the network performance,
and highlighted the trade-off between network reliability and
efficiency. It is concluded that higher diversity level would
improve the network reliability, but would result in a lower
throughput and higher complexity. Also, for a fixed per hop
distance, lower number of hops would be generally desired for
higher throughput and reliability; however, it would limit the
distance between the source and the destination. This trade-
off raised the concept of hop number control, in which the
number of hops in a transmission is limited through proper
node deployment and network topology design.
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