Module 10:
Radiated | mmunity
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Introduction

Although the law requiresthat al digital devices comply with regulatory limits on radiated
and conducted emissons, no laws exist regulating a product’ s ability to withstand interference
from such emissons. Nevertheless it isimportant that digitd devicesareimmune to these
radiated and conducted emissons. Many products would be unsafe or unmarketable if they were
susceptible to external disturbances such asfieldsfrom radio transmitters or radar. With thisin
mind, thismodule will discussthe effeds that radiated fields have on digitd devices. In particular,
we will develop models for two-wire transmisson lines and shielded coaxial cables and discussthe
effedsthat radiated fields have on them.

Thetwo-wiretransmission line

Consider an arbitrary two-conductor line illuminated by an impressed eledromagnetic
field. Thisimpressed field will i nduce currents on the transmisson line, and those currentswill i n
turn creae a <ateredfield that will eminatefrom the transmisson line. Thus, the totd
eledromagnetic field is composed of both the impressed and scatered field. In this development
we will usethefad that the totd fields can be demmposed into impressed and scatered fields to
derive a mr of couped transmisson line equations for the two-wire transmisson line.
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Thefield incident on this transmisson line system will i nduce voltages aaossthe
terminals. We will be studying the effeds of thesinduced voltagesin this chapter. In order to
do this, however, we must develop a system of equationsto describe thistransmisson line. These
equations will allow usto construct an equivalent circuit that will simulate a two-conductor
transmisson lineilluminated with an incident eledromagnetic field.
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In order to obtain equationsfor theline currents and voltage for this sysem tie large sde form
of Faraday’slaw is applied in the form

Edl =-jw [BdS
fet=-jof

Applying this to the geometry described in the figure, for the total eledromagnetic field on the
transmisson line leads to:

X +AX X+AX b

I[E X + AX y x Y ]dy— I[E X,b)- x,O)]dx = —jw{ {Bz(x,y)dydx

We neal to smplify this equation into a more useful form. We will begin by assuming that the
top and bottom wires are identica and share a common per unit length impedance AR

Therefore the total eledric field in the x-diredion is

E,(x,0)= ZI(x)D
E,(x,b)= ZI()D

..... where Il(x) and I, (x) are the axial currents on the wires

From this we obtain
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X +AX

lim — J’[E X,b)- x,O)]dx = Zi[lz(x)— Il(x)]

Aan

Breeking | 1(x) and |, (x) into common and differential mode currents

leadsto
X +/AX

lim — J'[E (x,b)-E, (x, O)]dx—ZZ I

Ax -0 AX

It isobserved that thisequationis of the sameform as the oond term in the eguation for the
total eledromagnetic field on the transmisson line, and represents the total eledromagnetic field
in the x-diredion. Wewill now smplify the first term of thatequation and substitute both
smplified forms bad into the original equation. Thefirst term de<cribes the total eledromagnetic
field in the y-diredion and can be written:

N o1
__:||rP—JO’[Ey(x+Axy) XY]dy

Thus, by substituting these equationsfor total eledromagneticfield in thex- andy- diredionsinto
the equation describing the dedromagnetic fields about the ertire transmisson line, we get

oV
EMZI -ja)J’B (x y)dy

The total magnetic field in the z-diredion is a composition of the impressed and scatered
magnetic fieldsin the z-diredion. Thus

B,(x.y)=B,(x,y)+B(x.y)

The scatered field is commonly expressed as
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Thisisour first transmisson line eguation, where Z isthedistributed series impedanceof the
transmisson line. In order to derive the second transmisson line equation we will begin with the
expresson for line voltage

b

V(x)= —J’Ey(x,y)dy

0

From Faraday’'sLaw: [0 x E = - jw§ , it can be shown that
_ 1w B,
E, (x.v)= W o
Thus

b

0
V(=i s o B y)dy
0

If weagan use

b

b
IB;(X, y)dy O-1°1(x) ..... where | ¢ = “—,ﬁln%g and a is the conductor radius
0
then

jowl® d

J’
V() =iz Bl y)y+
0

bringing the current term to the left side and converting the magnetic field term backto anelectric
field term, this becomes
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Finaly, if welet Y = i)l - Which isthe distributed shunt admittance of the line conductors, then

our second transmisson line equationis

A,y (x) = _Yj’Eiy(X, y)dy

0

Thus, we have derived a pair of coupled transmisson line equations which smulate a two-
conductor transmisson line ill uminated by an incident eledromagnetic field. The equivalent per-
unit-length circuit described by these couged transmis$on line ejuationsis shown in the
following figure, where the entire transmisson line consistsof aseries d such segments as
shown..

1(x) [¢AX V Ax | (x + Ax)
A, —o——=/YYY\ @ — SN o
+ | AX +
R § V(x) CAX = <’D V (x + Ax) § R,
- - -0 o—-—-—- —o—
< AX »

These couped transmisson line equationscan be solved to find exad teminal voltages,
but for estimation purposes, such complex solutions are not necessary. Instead, by further
simplifying the model, we caneasly obtain approximate solutions. For many pradicd
applications, the line length is eledricaly short at thefrequercy of interest; thatis L << /.
When thisisthe cas, we can lump thedistributed parameters into asingle sedion that represents
theentireline. In this cag, theentire lineis represerted by asingle segmnent shown in the above
figureand AX isreplacal with thelinelength L. For cdculation purposes, this meansthat the
per-unit-length elements and sources will be multiplied by the total line length L.
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The terminal voltages can be calculated from thismode for eledricaly short lines, but we
can further simplify this model that will still be valid for alarge variety of pradicd situations. As
long as the terminal impedances are not extreme values such as open or short circuits, the per-
unit-length parameters for inductance and capaatance ca beignored. Furthermore, sinceitis
asumed that theline length | issmdl whencompared to a wavelength, the wire sparation b,
which is much smaller than the line length, isalso eledricdly small. Thusthe field vedorsdo not
vary appredably aaossthe wire crosssedion. Therefore theintegalsin the sourceswith reped
to y can bereplaced with the wire separation b. Applying these simplificationsto the couped
transmisson line equationsfor eledricaly short transmisgon linesyields

VoL O jawB! A
5L O~ jaxE! A
...where A =bL
1 (x) jwlbB! I(x+1)
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From this smplified modd we candetermine the termind voltagesby applying
superposition:

R .
Vo= —>—jawlbB! - —>"— jwLbE!
> Rs + R, J ’ Rs + R, J ’
- R<R
L i S''L i
= wLbB) - wLbE
L RS RLJ z RS_I_RLJ y
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Thus, we have determined a method for approximating the voltages that will occur at the
terminations of a two-wire transmisson line that is illuminated by impressed eledromagnetic
fields. For adeviceto operate properly, it is desrable to minimize thesline-end voltages, or to
develop circuitry that will prevent them from interfering with the device. Usng these models,
enginea's can determine which parameters of a device using two-wire transmisson lines are
desirable to minimizeinterference caused by eledromagneticfields.

Shielded cables

Coaxial cables consist of a center conducting wire surrounded by acylindricad conducting
shield. The shield isintended to entirely surround a circuit in order to prevent coupling to theline
terminations from incident eledromagnetic fields. Although a solid conducting shield would
acomplish thistask, the shield would need to be freeof bresks or discontinuitiesto entirely
prevent incident fields from penetrating to the center conducting wire and inducing currents.
Although adual shields used on coaxial cables are not made with perfedly constructed shield, the
imperfedions are small enough that they can keignoredin common applications. Furthermore,
bre&sin the shield, cdled pigtail s, often occur at the line ends. For the ful effecivenessof the
coaxial cable shielding to be redized, cables with pigtail s should beavoided andcaldeswith
connedors peripherally bonded at the cabke endsshould be used. For the purposesof this
discusson we will assume that imperfedionsin the cable shield are regligible and bre&sin the
shield, such as pigtails, are not present. A model for the shielded coaxial cable is shown here:

i | Shield
sh sh
L .
rsh
[ o+
Rs %Vs \A % R,
< L >
Ei
H.

External fields penetrate non ided shields via diffusion of the current that isinduced on the
surfaceof the shield by the exterior field. In other words, the shield hasan impedance, known as
the surfacetransfer impedance of the shield. Asan incident field causes a current to flow on the
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shield, a voltage drop occurs from the outer surfaceof the shield to the inner surfaceof the shield.
Thus, externa fields can cause noise voltages even on shielded cables. In order to cdculate the
noise induced by an incident field on a shielded coaxial cable, we must first caculate the current,
l4,, induced on the exterior of the shield by theimpres&deledromagnetic wave. Next, we must
know the surfacetransfer impedance of the shield, which is given by

ytsh

7% sinh(yt,, )

which has units of Q/m and isthus a measure of impedance per unit thicknessof the shield. The

thicknessof the shield ist, and the propagation constant in the shield material is

_ 1+
V=75

1
where 0 = \/nfi is the skin depth, f isthe frequency, and ~and ? are the permeability and
Uo

conductivity of the shield. R, isthe per-unit-length dc resistance of the shield, and is given by

R, =————(inQ/m)fort, << 9
° 2morgt,, ( )for L

Iy, iIstheinner radius of the shield.

Below isaplot of the magnitude of the surfacetransfer impedance asafunction of shield
thickness Both the surfacetransfer impedance and the shield thicknessare normalized. The
normalized surfacetransfer impedanceis normalized to the per-unit-length dc resistance, Z,/R,
and the normalized shield thicknessis normalized to the skin depth of the shielding material, t4/d.
Thisfigureillustrates that for shield thicknessesthat are lessthan the skin depth, diffusion will
occur. For shield that are greaer than a skin depth thick, diffusion will not occur. Obvioudly, the
skin depth of the material is frequency dependent, but the lest way to prevent elecromagnetic
fields from interfering with a cable is to make sure the thicknessof the shield will be greaer than
one skin depth of the material at frequencies of the incident fields the cable will li kely encounter
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If the shield thicknessis lessthan a skin depth the shield current 1, diff uses through the
shield wall with surfacetransfer impedance Z;, resulting in a voltage drop on the interior of the
shield

dv = Z.1 . dx

This voltage drop on the interior of the shield ads as a voltage sourcedong the
longitudinal interior surfaceof the shield. Thus, we cancreae aper-unit-length model of a
shielded cable that includes per-unit-length resistance r, inductancel, cgpadtance c, and
conductance g of the shield, aswell asthe induced voltage source due to the impressed EM field.
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The couped transmisson line eguations describing this per-unit-length equivalert circuit are
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d\;)((x) +(r+jal)I(x)=-2,1,

900, g+ jech (=0

For an eledricdly short line, we can lump the distributed sourceZTIsh, and aslong as the
terminal impedance values are not extreme values, such as short or opencircuits, the per-unit-
length parameters of the inner-wire shield circuit can beignored. Thus, for eledricdly short lines,
the equivalent circuit becomes

(0]

+ +
RS § Vs V|_ § RL
: Z.,L :
-
N

O O
"% "%
d .
< >

and the transmisson line equationsfor thiscircuit are

R

— S
vs_—RS+RL Z.1,L
-R

= L7 1L

VL RS + RL T"sh

These smple uncoupled equations allow us to quickly compute approximate noise voltages
induced on shielded cables due to incident EM fields.

-braided shields

Not all shields are cylinders of unbrokenconductor. Infad, shields are often constructed
from braids of wire woven in a herringbone patter to give flexibility. Braided shields are sightly
more susceptible to eledromagnetic radiation, sincethe EM fields are capable of peretrating
through the small gaps between braids. We will examine the EM susceptibili ty of cableswith
braided wire shields here.

For braided shields, the surfacetransfer impedanceis given by

yzrbw

Z, =R in Q/m
T sinn(yer,,) (i /m
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Notethat this isvery smilar to the surfacetranserimpecdancefor a continuous shield cable except
that the thicknessof the shield is replacel by 2r,,,, which isthe diameter (2 times the radius) of the
wires that make up the braided shield. If we consder these wires to be Smply connecied
eledricdly in parallel, the per-unit-length dc resistance can ke approximated as

r
RM =——"— (inqQ/
0 BW cos6 (in /m)

w

where B isthe number of beltsin the shield braid, W isthe number of wires per belt, —, isthe
weave angle of the lEts, and r, isthe per-unit-length dc resistance of the braid wires

_g
o
1

-~ (inQ/m) for r,, <<

bw

Knowing Z; for braided shields allows us to compute the diffusion source Zl, induced by incident
fields. However, the gaps between the braidsin the braided shield will also allow external field
penetration to the center conductor. Wemust aso acount for thenoise cau®d by this penetration
through the gapsin the braided bands.

The magnetic field of the incident EM wave penetrates through the gaps in the braided
belts, resulting in a per-unit-length inductance m,,. Thisinductanceaddsin series with the surface
transfer impedance, so it is convenient to addit tothisterm. Thus, the serface tansfer impedance
now becomes

2r
Al + jeom,, (in Q/m)

Z, =R
"7 sinh(yar,, )

Theeledricfield of theincident EM wawea so penetrates through the gapsin the bands of
the braide shield, resulting in a per-unit-length mutual cgpadtance This causes the equivalent
circuit to dso hawe a surface tansfer admittance

Y; = jac,

thus a parallel current sourcemust be addel to the per-unit-length equivalent circuit. To
determine the value of this current source, the voltage V,, between the shield and the ground plare
must be computed, much li ke the surfacecurrent needed to becomputed in order to determine the
per-unit-length voltage source Z;14/x. The equivalent per-unit-length circuit for braded shield
cablesisthen
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The coupled transmisson line eguations for this per-unit-length circuit are

dVv (x) , _
™ +(r+jal )l (x)=-2,1
dId(XX) * (g + JOUC)\/ (x) =Y,V

Typicdly, the surfacetransfer admittance Y; can be negleded, except for very large
termination impedances. However, we will smplify this model and continue to include Y;. For
eledricaly short lines, with non-extreme terminal impedance values, the circuit modd becomes

O
O

O
O

¥ V.V, L ¥
RS § VS (T) VL § RL

- Z.1 L -

65

O O
"% "%
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< >

The transmisson line equationsfor thiscircuit are

Rq ReR,

Ve=—"—Z72 | . L-———"—Y.V_,L
S Rg + R, Tsh Rs + R, Tsh
V -—_RL Z- | L——RS Y.V, L
L_RS+RL Tosh R + R, T sh
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