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Abstract—This paper considers robust CDMA system design
and capacity analysis under disguised jamming, where the
jammer generates a fake signal using the same spreading code,
constellation and pulse shaping filter as that of the authorized
signal. Unlike Gaussian jamming, which is destructive only when
jamming is dominant, disguised jamming can be devastating even
if the jamming power is comparable to the signal power. In
this paper, first, we analyze the performance of conventional
CDMA under disguised jamming, and show that due to the
symmetricity between the authorized signal and the jamming
interference, the receiver cannot really distinguish the authorized
signal from jamming, leading to complete communication failure.
Second, we propose to combat disguised jamming using secure
scrambling. Instead of using conventional scrambling codes,
we apply advanced encryption standard (AES) to generate the
security-enhanced scrambling codes. Theoretical analysis based
on the arbitrarily varying channel (AVC) model shows that: the
capacity of conventional CDMA without secure scrambling under
disguised jamming is actually zero; however, secure scrambling
can break the symmetricity between the authorized signal and
the jamming interference, and hence ensures positive channel
capacity under disguised jamming. Numerical examples are
provided to demonstrate the effectiveness of secure scrambling
in combating disguised jamming.
Index Terms—CDMA, physical layer security, disguised jamming, secure scrambling, capacity analysis.

I. I NTRODUCTION
LONG with the advances in user reconfigurable devices,
anti-jamming system design and analysis are getting
more attentions from the research community [1]–[7]. Traditionally, the anti-jamming systems are mainly based on spread
spectrum techniques. The spread spectrum systems, including
code division multiple access (CDMA) and frequency hopping
(FH), were originally developed for secure communications
in military applications. Both CDMA and FH systems possess anti-jamming and anti-interception features by exploiting
frequency diversity over large spectrum. Under hostile environments, CDMA is one of the most effective approaches to
ensure secure communications under eavesdropping, malicious
jamming attacks or intended electronic interference [8], [9].
In CDMA, each user is assigned a specific pseudo-random
code (also known as the signature waveform) to spread its
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signal over a bandwidth N times larger. Due to the processing
gain resulted from the spread spectrum technique, CDMA is
especially robust under narrowband jamming and works well
under low SNR levels [10]. Hidden within the noise floor,
CDMA signals are difficult to be detected, and cannot be
recovered unless the user signature is known at the receiver.
For these reasons, CDMA has been widely used in both
civilian and military applications. For example, CDMA has
been used in 3GPP UMTS systems [11], and adopted in high
speed packet access (HSPA) systems; it is also serving as an
active solution in the navigation systems, including the GPS
system [12] developed by the United States, the Compass
system developed by China, and the Galileo system developed
by Europe.
In this paper, we consider CDMA system design and capacity analysis under hostile jamming. For a long time, hostile
jamming has generally been modeled as Gaussian noise, and
people believe that the impact of jamming on the channel
s
).
capacity can be characterized as C = B log2 (1 + PJP+P
n
This implies that only strong jamming is really harmful.
However, recent research [13]–[21] has found that: disguised
jamming, which mimics the characteristics of the authorized
user’s signal, can paralyze the communication system with a
power level close to that of the authorized user’s signal. As a
result of the wide spread of advanced wireless devices, once
the authorized user’s signature waveform is captured, disguised
jamming may be launched using a portable user reconfigurable
intelligent device.
Does CDMA also suffer from disguised jamming? The
answer largely relies on the security of the PN sequence.
For CDMA, the spreading code of each user is obtained
through the modulo 2 sum of the Walsh code and the long
code, and thus is varying in every symbol period. However,
according to the Berlekamp-Massey algorithm [22], for a
sequence generated from an n-stage linear feedback shift
register, the characteristic polynomial and the entire sequence
can be reconstructed if an eavesdropper can intercept a 2nbit sequence segment. Note that the characteristic polynomial
is generally available to the public, then PN sequence can
be recovered if an n-bit sequence segment is intercepted.
That is, it is possible to break the PN sequence used in the
conventional CDMA systems in real time with today’s high
speed computing techniques [23]. Once the PN sequence is
recovered or broken, the jammer can generate a fake signal
using the same spreading code, constellation and pulse shaping
filter as that of the authorized signal. This is the disguised
jamming for CDMA. As can be seen, it has become a serious
threat to practical CDMA systems.
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In this paper, we first analyze the performance of the
conventional CDMA systems under disguised jamming, and
show that due to the symmetricity between the authorized
signal and the jamming interference, the receiver cannot really
distinguish the authorized signal from jamming, leading to
complete communication failure. Then we propose to combat
disguised jamming using secure scrambling. More specifically,
instead of using conventional scrambling codes, we apply
advanced encryption standard (AES) to generate the securityenhanced scrambling codes. Its security is guaranteed by AES,
which is has been proved to be secure under all known
attacks [24]. Assuming ideal synchronization between the
authorized user and the jammer, we prove that: the capacity
of the conventional CDMA without secure scrambling under
disguised jamming is actually zero; however, the capacity can
be significantly increased when CDMA systems are protected
using secure scrambling. The underlying argument is that:
the secure scrambling process results in security-enhanced
PN codes which are intractable for the malicious user; hence
it breaks the symmetricity between the authorized user and
the jammer, and ensures positive transmission capacity under
disguised jamming.
To the best of our knowledge, we are the first to analyze
the capacity of CDMA systems under disguised jamming,
in addition to Gaussian noise-like jamming. It is found that:
CDMA communication could fail completely under disguised
jamming, which is easy to launch (e.g., using a portable,
user reconfigurable device), but difficult to detect due to the
similarity between the authorized signal and the jamming.
For this reason, we propose an AES-based secure scrambling
scheme to combat disguised jamming for CDMA systems. The
main contributions of this paper can be summarized as:
•

•

We analyze the performance of conventional CDMA
under disguised jamming using the arbitrarily varying
channel (AVC) model, and show that due to the symmetricity between the authorized signal and the jamming
interference, the receiver cannot really distinguish the
authorized signal from jamming, leading to complete
communication failure. More specifically, the capacity of
the conventional CDMA without secure scrambling under
disguised jamming is actually proved to be zero.
We propose a secure scrambling scheme to combat
disguised jamming for CDMA systems, and using the
AVC model, we prove that it ensures positive capacity
under disguised jamming. More specifically, instead of
using conventional scrambling codes, we apply AES to
generate the security enhanced scrambling codes. It is
shown that: due to the shared secure randomness between
the transmitter and receiver, the symmetricity between
the authorized signal and the jamming interference is
broken. In fact, the AVC kernel corresponding to CDMA
systems with secure scrambling is not only nonsymmetric
but also nonsymmetrizable, and therefore ensures positive
channel capacity under disguised jamming. In the paper,
we further estimate the capacity and error probability of
CDMA systems with secure scrambling under disguised
jamming.

Simulation results are provided to demonstrate the effectiveness of secure scrambling in combating disguised jamming.
The rest of the paper is organized as follows. The system
model and problem formulation are described in Section II.
The secure scrambling scheme is elaborated in Section III.
Analytical capacity and error probability analysis for CDMA
systems with and without secure scrambling is presented in
Section IV. Numerical evaluation is provided in Section V
and we conclude in Section VI.
II. S YSTEM M ODEL AND P ROBLEM I DENTIFICATION
A. System Model
We consider an individual user in a typical CDMA system.
Assuming the processing gain is N , namely, there are N chips
per symbol. Let
c = [c0 , c1 , ..., cN −1 ]

(1)

denote the spreading code, in which cn = ±1, ∀n. In
the isolated pulse case, the general baseband signal of the
spreading sequence can be represented as
c(t) =

N
−1
X

cn g(t − nTc ),

(2)

n=0

where g(t) is the pulse shaping filter, Tc the chip period, and
we assume
Z
1 T 2
c (t)dt = 1,
(3)
T 0
where T = N Tc is the symbol period.
Let Ω be the constellation, and uk ∈ Ω the kth symbol to
be transmitted. The spread chip-rate signal can be expressed
as
qn = uk cn−kN ,
(4)
n
where k = N . The successive scrambling process is
achieved by
zn = qn en = uk cn−kN en ,
(5)
where en = ±1 is a pseudorandom chip-rate scrambling
sequence. After pulse shaping, the transmitted signal would
then be
∞
X
s(t) =
uk cn−kN en g(t − nTc ).
(6)
n=−∞

Note that cn , en and g(t) are real-valued, while uk can be
complex depending on the constellation Ω.
For an AWGN channel, the received signal can be written
as
∞
X
y(t) = s(t) + n(t) =
uk cn−kN en g(t − nTc ) + n(t),
n=−∞

(7)
where n(t) is the white Gaussian noise.
To recover the transmitted symbols, the CDMA receiver
first descrambles the received signal by multiplying a locally
generated and synchronized copy of the scrambling sequence,
en . Afterwards, the received signal will be reduced to
∞
X
y(t) =
uk cn−kN g(t − nTc ) + n(t).
(8)
n=−∞
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Without loss of generality, we consider the recovery of the
symbol indexed by k = 0 and omit the subscript k in uk . The
corresponding signal of interest would be constrained within
t = [0, T ), and following the definition in (2), we have
r(t) =

N
−1
X

u cn g(t − nTc ) + n(t) = u c(t) + n(t).

where n(t) is the noise.
An important observation is that: the conventional CDMA
receiver in (10) would fail under disguised jamming. In fact,
replacing the received signal r(t) in (10) with (12), and
following (3), we have

(9)

n=0

Performing the despreading process, and following (3), the
CDMA receiver estimates the transmitted symbol as
Z
Z
1 T
1 T
r(t)c(t)dt = u +
n(t)c(t)dt.
(10)
û =
T 0
T 0
We can observe from the process above that it is impossible
to recover the transmitted symbols without knowing the user’s
spreading code and scrambling code. This is known as a builtin security feature of the CDMA systems. In the following
subsection, we will discuss the security level of several typical
CDMA systems, and show that: disguised jamming, which
mimics the authorized signal, can severely jeopardize the
CDMA systems, and in the worst case, leads to complete
communication failure.

3

û = u + vγ

1
T

Z

T

c(t − τ )c(t)dt +
0

1
T

Z

T

n(t)c(t)dt. (13)
0

As can be seen, the symbol estimation would be considerably
influenced by the second term in the RHS of (13), which is
introduced by disguised jamming, especially when τ is small
(e.g., |τ | < Tc ) and γ ≈ 1. In the worst case, when τ = 0 and
γ = 1, (13) is reduced to a very simple form:
1
û = u + v +
T

Z

T

n(t)c(t)dt.

(14)

0

We can now apply the error probability analysis result in [17],
in which it was shown that in this case, the probability of
symbol error, Ps , would be lower bounded by
Ps ≥

M −1
,
2M

(15)

B. Problem Identification
Since the spreading codes are generally short and easy to
generate, the physical layer built-in security of typical CDMA
systems mainly relies on the long pseudorandom scrambling
sequence, also known as long code, e.g., in IS-95, 3GPP as
well as the military GPS. However, it was shown in [23] that
the long scrambling codes used by IS-95 or 3GPP UMTS can
be cracked with reasonably high computational complexity. In
fact, the maximum complexity to recover the long scrambling
codes in IS-95 and 3GPP UMTS is only O(242 ) and O(236 )
[23], respectively. As another example, the civilian GPS even
makes its codes public to attract potential users for global
competitiveness.
The weakly secured or even public spreading/scrambling
codes leave considerable room for malicious users to launch
disguised jamming [14], [15], [17] towards the authorized
signal. The jammer can mimic the authorized signal by generating fake symbols over the cracked or already known codes.
With complete knowledge of the code information and the
pulse shaping filter, the jammer can launch disguised jamming,
which has the similar characteristics as the authorized signal,
except that the fake symbol can only be randomly chosen out
of Ω. Moreover, there may be small timing and amplitude
differences between the authorized signal and the disguised
jamming due to non-ideal estimation at the jammer side.
Let v ∈ Ω denote the fake symbol, τ the small timing
difference, and γ the amplitude ratio of the disguised jamming
to the authorized signal. Then, the disguised jamming can be
modeled as
j(t) = v γ c(t − τ ).
(11)
Taking both the noise and disguised jamming into account,
and following (9), the received signal can be written as
r(t) = s(t) + j(t) + n(t) = u c(t) + v γ c(t − τ ) + n(t), (12)

where M is the constellation size of Ω. An intuitive explanation is that: if the authorized symbol “u” and the fake one
“v” are distinct, the receiver would have to guess between
them as indicated in (14). Note that: (i) the error probability
of a random guess between two symbols is 12 ; (ii) the two
symbols randomly and independently selected out of Ω by
the authorized transmitter and disguised jammer differ with a
probability of MM−1 . Combining (i) and (ii), it then follows
−1
.
that Ps ≥ M2M
The lower bound in (15) sets up a limit for the error
probability performance of CDMA systems under the worstcase disguised jamming (i.e., τ = 0 and γ = 1), which implies
that the CDMA communication is completely paralyzed.
When the timing and amplitude differences between the
authorized signal and the disguised jamming are not too small,
that is, the disguised jamming is not the worst, then it is
possible to mitigate the jamming considerably by exploiting
these differences in the receiver design (see Appendix A).
However, when these differences get too small, then it is
difficult for the receiver to distinguish the authorized signal
from the jamming due to the symmetricity between them.
To address this issue, we propose to combat disguised
jamming using secure scrambling, which essentially enhances
the security of the scrambling codes and hence breaks the
symmetricity between the authorized user and the jammer.

III. JAMMING M ITIGATION WITH S ECURE S CRAMBLING
As can be seen in Section II, the physical layer security
of most CDMA systems largely relies on the scrambling
process. To prevent disguised jamming in CDMA systems,
we propose to generate the scrambling sequence using the
advanced encryption standard (AES), also known as Rijndael.

1556-6013 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2016.2585089, IEEE
Transactions on Information Forensics and Security
4

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. X, NO. X, XXX 2016

A. AES-based Secure Scrambling
Rijndael was identified as the new AES in October 2, 2000.
Rijndael’s combination of security, performance, efficiency,
ease of implementation, and flexibility make it an appropriate
selection for the AES. Rijndael is a good performer in both
hardware and software across a wide range of computing
environments. Its low memory requirements make it very
well suited for restricted-space environments such as mobile
handset to achieve excellent performance. More details on
AES can be found in [25].
The proposed secure scrambling scheme aims to increase
the physical layer built-in security of CDMA systems and
prevent exhaustive key search attack, while minimizing the
changes required to the existing standards. As shown in Fig. 1,
the secure scrambling sequence is generated through two steps:
first, generate a pseudo-noise (PN) sequence, then encrypt the
sequence with the AES algorithm. More specifically, a PN
sequence is first generated using a PN sequence generator
with a secure initialization vector (IV), where the PN sequence
generator is typically a linear feedback shift register (LFSR)
or Gold sequence generator; subsequently the PN sequence is
encrypted by the AES algorithm block by block secured by a
secret encryption key, which is shared between the legitimate
communication parties.
IV

KEY

PN Sequence Generator

AES

Fig. 1. Secure scrambling sequence generation.

The secure scrambling process can be summarized as follows:
1) The communication parties share a common initial vector (IV) for the PN sequence generator and an L-bit
(L=128, 192, or 256) common secret encryption key;
2) The long scrambling sequence is generated through
encryption of a particular segment of the sequence
generated from the PN sequence generator using the
shared secret key;
3) The scrambling process is realized by adding the scrambling sequence to the chip-rate spread signal.
B. Security Analysis
To eavesdrop the transmitted data or launch disguised jamming, the malicious user has to intercept the secure scrambling
sequence used by the legitimate users. Hence, the security of
the proposed scrambling process lies in how difficult it is to
crack the encrypted scrambling sequence. In this subsection,
we use data encryption standard (DES) [26] as a benchmark to
evaluate the security of the proposed secure scrambling, which
is essentially ensured by AES. We compare the number of
possible keys of AES, DES and that of the typical CDMA
scrambling sequences. The number of keys determines the

effort required to crack the cryptosystem by trying all possible
keys.
The most important reason for DES to be replaced by AES
is that it is becoming possible to crack DES through exhaustive
key search. Single DES uses 56-bit encryption key, which
means that there are approximately 7.2 × 1016 possible DES
keys. In the late 1990s, specialized “DES cracker” machines
were built and they could recover a DES key after a few
hours. In other words, by trying all possible keys, the hardware
could determine which key was used to encrypt a message.
Compared with DES, IS-95 has only 42-bit shared secret
(approximately 4.4×1012 possible keys), and 3GPP UMTS has
even lower security with 36-bit shared secret (approximately
6.9×1010 possible keys). This makes it possible to break these
low-security scrambling sequences almost in real time through
exhaustive key search.
On the other hand, AES specifies three key sizes: 128, 192,
and 256 bits. In decimal terms, this means that approximately
there are
1) 3.4 × 1038 possible 128-bit keys;
2) 6.2 × 1057 possible 192-bit keys;
3) 1.1 × 1077 possible 256-bit keys.
Thus, if we choose L = 128, then there are on the order
of 1021 times more AES 128-bit keys than DES 56-bit keys.
Assuming that one could build a machine that could recover a
DES key in a second (i.e., try 256 keys per second), as we can
see, this is a very ambitious assumption and far from what we
can do today, then it would take that machine approximately
149 thousand-billion (149 trillion) years to crack a 128-bit
AES key.
Security measurement through the number of all possible
keys is based on the assumption that the attacker has no easy
access to the secret encryption key, therefore, the attacker
has to perform an exhaustive key search in order to break
the system. As is well known, the security of AES is based
on the infeasible complexity in recovering the encryption
key. Currently, no weakness has been detected for AES,
thus, exhaustive key search is still being recognized as the
most effective method in recovering the encryption key and
breaking the cryptosystem. Based on the evaluation above,
as long as the encryption key is kept secret, it is impossible
for the malicious user to recover the scrambling sequence,
and thus disguised jamming can hardly be launched. In this
case, the best jamming strategy for the malicious user would
be distributing its total available power uniformly on the
spread spectrum by randomly generating a PN sequence as
the scrambling sequence [27].
As will be seen in Section IV, under the condition that
the jammer has comparable power as the authorized user, the
harm of this kind of jamming without knowing the secure
scrambling sequence will actually become trivial.
IV. C APACITY A NALYSIS OF CDMA S YSTEMS WITH AND
WITHOUT S ECURE S CRAMBLING UNDER D ISGUISED
JAMMING
Without secure scrambling, the jammer can launch disguised jamming towards the CDMA systems by exploiting
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the known code information and mimicking the authorized
signal. In this case, it has been shown in Section II-B that the
error probability of the symbol transmission is lower bounded
−1
, where M is the constellation size. In this section,
by M2M
by applying the arbitrarily varying channel (AVC) model, we
will show that: due to the symmetricity between the authorized
signal and jamming interference, the capacity of the traditional
CDMA system (i.e., without secure scrambling) under worst
disguised jamming is actually zero; on the other hand, with
secure scrambling, the shared secure randomness between the
transmitter and the receiver breaks the symmetricity between
the authorized signal and jamming, and hence ensures positive
capacity under worst disguised jamming.
A. Revisit of the AVC Model
Before proceeding to the analysis of any specific systems,
we first briefly revisit the general AVC model and some wellknown results corresponding to it. An AVC channel model
is generally characterized using a kernel W : S × J → Y,
where S is the transmitted signal space, J is the jamming
space (i.e., the jamming is viewed as the arbitrarily varying
channel states) and Y is the estimated signal space. For any
s ∈ S, j ∈ J and y ∈ Y, W (y|s, j) denotes the conditional
probability that y is detected at the receiver, given that s is the
transmitted signal and j the jamming.
Definition 1 ([18]). The AVC is said to have a symmetric
kernel, if S = J and W (y|s, j) = W (y|j, s) for any s, j ∈
S, y ∈ Y.
Definition 2 ([18]). Define Ŵ : S × S → Y by Ŵ (y|s, s0 ) ,
P
0
0
j∈J 0 π(j|s )W (y|s, j), where π : S → J is a probability
0
matrix and J ⊆ J . If there exists a π : S → J 0 such that
Ŵ (y|s, s0 ) = Ŵ (y|s0 , s), ∀s, s0 ∈ S, ∀y ∈ Y, then W is said to
be symmetrizable.

5

any differences, i.e., W (y|s, j) = W (y|j, s). In an AVC
with a symmetrizable kernel, jamming is generated or can
be viewed as: the jammer excites the main channel via an
auxiliary channel π : S → J , where π is essentially a
probability matrix. More specifically, the input of the auxiliary
channel comes from exactly the same signal space as that of
the authorized signal, and it is transformed by the auxiliary
channel and then imposed to the main channel. An AVC
kernel is said to be symmetrizable, if there exist an auxiliary
channel π, such that even if we switch the authorized signal
and the input signal of the auxiliary channel, the receiver
cannot tell any differences,
i.e., Ŵ (y|s, s0 ) = Ŵ (y|s0 , s)
P
0
with Ŵ (y|s, s ) , j∈J 0 π(j|s0 )W (y|s, j). In both cases, the
receiver will be confused by the disguised jamming (either
generated directly or via an auxiliary channel), which is
indistinguishable from the authorized signal. An interesting
observation is that: for an AVC kernel, being symmetric is
actually a special case of being symmetrizable, where the
output of the auxiliary channel equals its input.
Remark 1. In Definition 2, J 0 can be any finite subset of J .
Note that the probability matrix π : S → J 0 can be viewed as
a special case of π : S → J with zero entries corresponding to
the elements that are in J but not in J 0 , i.e., π(j|s0 ) = 0, ∀s0 ∈
J \J 0 . Hence, in addressing the existence of the probability
matrix, we will hereinafter focus on the case associating to
the full set, namely, π : S → J .
Concerning the capacity of the AVC channel, it was shown
in [18] that: the deterministic code capacity1 of an AVC for
the average probability of error is positive if and only if the
AVC is neither symmetric nor symmetrizable.
Next we will analyze the CDMA systems with and without
secure scrambling under disguised jamming, by applying the
AVC model.
B. Capacity of CDMA Systems without Secure Scrambling
under Disguised Jamming

Authorized Signal

To Receiver

sS
Jamming j  J  S

Noise

W (y | s, j)  W (y | j, s)

n

(a) Symmetric Kernel
Authorized Signal

To Receiver

sS
Jamming j  J   J

 ( j | s) Auxiliary
Channel

Noise

Wˆ (y | s, s)  Wˆ (y | s, s)

n

Wˆ (y | s, s)    ( j | s)W (y | s, j)
jJ 

s S

(b) Symmetrizable Kernel

Fig. 2. An illustration of symmetric and symmetrizable AVC kernels.

To help elaborate the physical meaning of these concepts,
symmetric and symmetrizable AVC kernels are depicted in
Fig. 2. In an AVC with a symmetric kernel, jamming is
generated from exactly the same signal space as that of the
authorized signal. Even if the roles of the authorized signal
and the jamming are switched, the receiver cannot detect

Without secure scrambling, the codes employed by the authorized user can be regenerated by the jammer, and disguised
jamming can thus be generated by applying the same codes but
with a fake symbol. If we denote the fake symbol by v ∈ Ω,
in an isolated symbol period, the chip-rate disguised jamming
can be represented as
j = vc = [vc0 , vc1 , ..., vcN −1 ],

(16)

where c = [c0 , c1 , ..., cN −1 ] is the spreading code, and v ∈ Ω
the fake symbol. The authorized signal can similarly be written
as
s = uc = [uc0 , uc1 , ..., ucN −1 ],
(17)
where u ∈ Ω is the authorized symbol. Taking both the noise
and jamming into account, the received chip-rate signal can
be written as
r = s + j + n,
(18)
1 A deterministic code capacity is defined by the capacity that can be
achieved by a communication system, when it applies only one code pattern
during the information transmission. In other words, the coding scheme is
deterministic and can be readily repeated by other users [18].
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in which n = [n0 , n1 , ..., nN −1 ] and r = [r0 , r1 , ..., rN −1 ]
denote the AWGN noise vector and received signal vector,
respectively.
Define the authorized signal space as S = {uc|u ∈ Ω},
where c = [c0 , c1 , ..., cN −1 ] is the spreading code. It follows
immediately that the disguised jamming space
J = {vc|v ∈ Ω} = S.

(19)

Let û ∈ Ω be the estimated version of the authorized symbol
“u” at the receiver, and W0 (û|s, j) the conditional probability
that û is estimated given that the authorized signal is s ∈ S,
and the disguised jamming is j ∈ S. Thus, the CDMA system
under disguised jamming can be modeled as an AVC channel
characterized by the probability matrix
W0 : S × S → Ω,

(20)

where W0 is the kernel of the AVC.
As indicated in (19), the jamming and the authorized signal
are fully symmetric as they are generated from exactly the
same space S. Note that the recovery of the authorized symbol
is completely based on r in (18), so we further have
W0 (û|s, j) = W0 (û|j, s).

(21)

its power by using a randomly generated spreading sequence.
More specifically, if we define D = {[d0 , d1 , ..., dN −1 ]|dn =
±1, ∀n}, and denote the randomly generated spreading sequence by d ∈ D, the chip-rate jamming sequence can be
represented as
j = vd = [vd0 , vd1 , ..., vdN −1 ],

(22)

where v ∈ Ω is the fake symbol. The jamming space now
becomes
J = {vd|v ∈ Ω, d ∈ D}.
(23)
We can see that without the code information c, the jamming,
j, can only be generated from a space much larger than the
authorized signal space. More specifically, J ⊃ S. For any
j ∈ J , the probability that j ∈ S (i.e., the jamming falls
into the authorized signal space by coincidentally repeating the
authorized code c or its negative) is 2N1−1 , which approaches
zero when N is reasonably large.
With the jamming space J as defined in (23), the AVC
corresponding to the CDMA system with secure scrambling
can be characterized by
W : S × J → Ω.

(24)

Combining (19) and (21), and following Definition 1, we have
the proposition below.

Based on the discussion above, J =
6 S. That is, the jamming
and the authorized signal are no longer symmetric. Following
Definition 1, we have the proposition below.

Proposition 1. Under disguised jamming, the kernel of the
AVC corresponding to a CDMA system without secure scrambling, W0 , is symmetric.

Proposition 3. Under disguised jamming, the kernel of the
AVC corresponding to a CDMA system with secure scrambling, W , is nonsymmetric.

The symmetricity of the AVC kernel explains why the error
probability of the symbol transmission in CDMA systems
without secure scrambling is lower bounded under disguised
jamming, as indicated in (15). Applying the result in [18] that
the deterministic code capacity of an AVC with a symmetric
or symmetrizable kernel is zero, the proposition below follows
immediately.

Next, we will prove a stronger result: W is actually nonsymmetrizable. According to Definition 2, we need to show
that for any probability matrix π : S → J , there exists some
s0 , s00 ∈ S and û0 ∈ Ω, such that

Proposition 2. Under disguised jamming, the deterministic
code capacity of a CDMA system without secure scrambling
is zero.
C. Symmetricity Analysis of CDMA Systems with Secure
Scrambling under Disguised Jamming
From the discussions above, it can be seen that disguised
jamming is destructive to CDMA systems without secure
scrambling, as zero capacity implies a complete failure in
information transmission. In what follows, we will show
how secure scrambling breaks the symmetricity between the
authorized signal and jamming interference, and evaluate the
resulted performance gain in terms of error probability and
capacity.
When the code information of the authorized user is
securely hidden from the jammer by the proposed secure
scrambling scheme, the best strategy for the jammer would be
distributing its total available power uniformly over the entire
spectrum, since CDMA systems are well known to be resistant
to narrowband jamming. To this end, the jammer can spread

Ŵ (û0 |s0 , s00 ) 6= Ŵ (û0 |s00 , s0 ),
(25)
P
0
0
where Ŵ (û|s, s ) , j∈J π(j|s )W (û|s, j). To prove it, we
present three lemmas first.
Lemma 1. In a complex plane, there are two pairs of symmetric points, (u1 , u2 ) and (v1 , v2 ), which share the same axis of
symmetry. Suppose u1 and v1 are located on one side of the
axis of symmetry, while u2 and v2 reside on the other side.
For any point p, if |p − u1 | ≤ |p − u2 |, then |p − v1 | ≤ |p − v2 |,
where the equality holds if and only if |p − u1 | = |p − u2 |.
Proof: From |p − u1 | ≤ |p − u2 |, we know that p is either
on the same side with u1 or exactly on the axis of symmetry.
If p is on the same side with u1 , i.e., |p − u1 | < |p − u2 |, since
u1 and v1 are on the same side, hence p and v1 are on the same
side. Since v2 is on the other side, it follows immediately that
|p − v1 | < |p − v2 |. If p is exactly on the axis of symmetry,
i.e., |p − u1 | = |p − u2 |, then |p − v1 | = |p − v2 |. Similarly, if
|p − v1 | = |p − v2 |, then |p − u1 | = |p − u2 |.
Define R(u) as the region of detection for symbol u ∈ Ω
in the complex plane, which means that any received symbol
located in this region will be decided as “u” by a minimum
distance detector. That is, for any point p ∈ R(u), any symbol
v ∈ Ω and v 6= u, we always have |p − u| < |p − v|.
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Furthermore, for a pair of symmetric symbols from a symmetric constellation2 , (u, −u), their regions of detection, R(u)
and R(−u), are said to be axial symmetric, if for any point
p ∈ R(u), there always exists a point M (p) ∈ R(−u), such
that (p, M (p)) and (u, −u) share the same axis of symmetry.
Such a point, M (p), is called the symmetric point of p with
respect to the axis of symmetry for (u, −u). The shaded areas
of Fig. 3 illustrate the regions of detection for two symmetric
symbols, which are axial symmetric with respect to the axis
of symmetry given in the figure.

7

Let p = u + z, u1 = u and u2 = −u. Since |z| ≤ |u|,
|p − u1 | − |p − u2 | = |z| − |2u + z| ≤ 0,

(28)

where the equality holds if and only if z = −u. For any
r ∈ R(u), r must be on the same side with u1 = u relative to
the axis of symmetry for (u, −u), and M (r) must be on the
same side with u2 = −u, as illustrated in Fig. 3. Applying
Lemma 1, for any r ∈ R(u), it follows from (28) that
|p−r|−|p−M (r)| = |r−(u+z)|−|M (r)−(u+z)| ≤ 0, (29)
where the equality holds if and only if z = −u. Thus, we have

Axis of symmetry

Axis of symmetry

W (u|u, z) − W (−u|u, z)
Z
=
[fR (r) − fR (M (r))]dr
r∈R(u)



Z
(30)
|r − (u + z)|2
1
√
exp −
=
2
2σ
2πσ
r∈R(u)


|M (r) − (u + z)|2
− exp −
dr.
2σ 2
Applying (29) to (30), we have

16-QAM

8-PSK

Fig. 3. Illustration of symmetric symbols with axial symmetric regions of
detection.

Lemma 2. Assume the received symbol is r = u+z +n, where
u ∈ Ω is the transmitted symbol, z afixed complex deviation
with |z| ≤ |u|, and n ∼ CN 0, σ 2 the complex Gaussian
noise. If the regions of detection, R(u) and R(−u), are axial
symmetric, then we have W (u|u, z) ≥ W (−u|u, z), where the
equality holds if and only if z = −u.
Proof: For the received symbol r = u + z + n, where
“u” is the transmitted
symbol, “z” is the fixed deviation and

n ∼ CN 0, σ 2 , r follows a complex Gaussian distribution,
r ∼ CN u + z, σ 2 . Hence, the conditional probability that
the received symbol will be decided as “u” given that the
actually transmitted symbol is “u” and the fixed deviation is
“z” can be calculated as
Z
W (u|u, z) =
fR (r)dr,
(26)
r∈R(u)

n
o
2
1
where fR (r) = √2πσ
exp − |r−(u+z)|
is the probability
2
2σ
density function of r. Similarly, the probability that the received symbol will be decided as “−u” given that the actually
transmitted symbol is “u” and the fixed deviation is “z” can
be calculated as
Z
Z
W (−u|u, z) =
fR (r)dr =
fR (M (r))dr.
r∈R(−u)

r∈R(u)

(27)
Note that the two regions of detection, R(u) and R(−u), are
axial symmetric, and M (r) is the symmetric point of r with
respect to the axis of symmetry for (u, −u).
2 A constellation Ω is said to be symmetric, if for any u ∈ Ω, we always
have −u ∈ Ω. For maximum power efficiency, traditional constellations in
use are generally symmetric, e.g., PSK and QAM.

W (u|u, z) − W (−u|u, z) ≥ 0,

(31)

where the equality holds if and only if z = −u.
Lemma 3. Assume the received signal is r = s + j + n, where
s = uc is the signal vector with u ∈ Ω as the transmitted
symbol and c as the spreading code, j ∈ J = {vd|v ∈ Ω, d ∈
D} is the jamming vector, and n is the noise vector. If the
regions of detection, R(u) and R(−u), are axial symmetric,
and |u| ≥ |v|, ∀v ∈ Ω, then we have W (u|s, j) ≥ W (−u|s, j),
where the equality holds if and only if j = −s.
Proof: With r = s + j + n, the despread signal at the
receiver would be
N −1
N −1
N −1
1 X
v X
1 X
rn cn = u +
cn dn +
cn nn . (32)
N n=0
N n=0
N n=0
PN −1
PN −1
1
Let z = Nv
n=0 cn dn and n = N
n=0 cn nn . Note that
for all n, cn = ±1, so the despread noise n would follow
σ2
a complex Gaussian distribution, i.e., n ∼ CN (0, Nn ), where
σn2 is the original noise power before despreading. Hence, the
recovered symbol, r = u + z + n, is actually the transmitted
symbol “u” distorted by a fixed deviation z and a complex
Gaussian noise n.
Since |v| ≤ |u|, and
for all n, cn = ±1, dn = ±1, we
PN −1
know that |z| = | Nv
n=0 cn dn | ≤ |u|. Applying Lemma 2,
we have W (u|u, z) ≥P
W (−u|u, z), where the equality holds
N −1
if and only if z = Nv
n=0 cn dn = −u. We then prove that
z = −u is equivalent to j = −s. On one P
hand, if z = −u, then
N −1
|z| = |u|. Considering |v| ≤ |u| and | N1 n=0 cn dn | ≤ 1, we
PN −1
1
must have |v| = |u| and | N n=0 cn dn | = 1. There are only
two cases that satisfy z = −u: (i) v = −u and dn = cn , ∀n;
(ii) v = u and dn = −cn , ∀n. Both cases lead to j = vd =
−uc = −s. On the other hand, if j = −s, then it leads to the
same two cases as above, both of which satisfy z = −u.
Due to the equivalence between the signals before and after
despreading as shown in (32), we have W (u|u, z) = W (u|s, j)

r=
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and W (−u|u, z) = W (−u|s, j). It then follows immediately
that W (u|s, j) ≥ W (−u|s, j), where the equality holds if and
only if j = −s.
Proposition 4. Under disguised jamming, the kernel of the
AVC corresponding to a CDMA system with secure scrambling, W , is nonsymmetrizable.
Proof: We will show that for any probability matrix π :
S → J , there exists some s0 , s00 ∈ S and û0 ∈ Ω, such that
Ŵ (û0 |s0 , s00 ) 6= Ŵ (û0 |s00 , s0 ),
(33)
P
where Ŵ (û|s, s0 ) , j∈J π(j|s0 )W (û|s, j). To this end, we
pick s0 = uc, s00 = −uc, û1 = u and û2 = −u. Note
that “u” is picked such that R(u) and R(−u) are axial
symmetric, and |u| ≥ |v|, ∀v ∈ Ω, as illustrated in Fig.
3. We will prove that Ŵ (û1 |s0 , s00 ) = Ŵ (û1 |s00 , s0 ) and
Ŵ (û2 |s0 , s00 ) = Ŵ (û2 |s00 , s0 ) cannot hold simultaneously, by
showing that
Ŵ (û1 |s0 , s00 ) − Ŵ (û2 |s0 , s00 ) > Ŵ (û1 |s00 , s0 ) − Ŵ (û2 |s00 , s0 ).
(34)
Following the definition of Ŵ , we have
Ŵ (û1 |s0 , s00 ) − Ŵ (û2 |s0 , s00 )
X
X
=
π(j|s00 )W (û1 |s0 , j) −
π(j|s00 )W (û2 |s0 , j)
j∈J

=

X

j∈J

π(j|s00 )[W (û1 |s0 , j)

(35)

− W (û2 |s0 , j)].

j∈J

Note that W (û1 |s0 , j) and W (û2 |s0 , j) denote the probabilities
that the received symbol is decided as û1 = u and û2 = −u,
respectively, given that the transmitted signal is s0 and the
jamming is j. Applying Lemma 3, we have
W (û1 |s0 , j) ≥ W (û2 |s0 , j),

(36)

where the equality holds if and only if j = −s0 . Substituting
(36) into (35), it follows immediately that
Ŵ (û1 |s0 , s00 ) − Ŵ (û2 |s0 , s00 ) ≥ 0,

(37)

π(j|s00 )

where the equality holds if and only if
= 0, ∀j 6= −s0 .
This means that Ŵ (û1 |s0 , s00 ) = Ŵ (û2 |s0 , s00 ) occurs only
when the jammer can always generate the jamming exactly as
the opposite to the authorized signal, which is impossible since
the jammer has no knowledge how the spreading sequence c
is encrypted and changes at each symbol period. Based on the
observation above, we further have
Ŵ (û1 |s0 , s00 )

−

Ŵ (û2 |s0 , s00 )

> 0.

(38)

Applying the same methodology, we can show that
Ŵ (û1 |s00 , s0 ) − Ŵ (û2 |s00 , s0 ) < 0.

(39)

Combining (38) and (39), we have
Ŵ (û1 |s0 , s00 )

−

Ŵ (û2 |s0 , s00 )

>

Ŵ (û1 |s00 , s0 )

−

Ŵ (û2 |s00 , s0 ),

(40)
which shows that Ŵ (û1 |s0 , s00 ) = Ŵ (û1 |s00 , s0 ) and
Ŵ (û2 |s0 , s00 ) = Ŵ (û2 |s00 , s0 ) cannot hold simultaneously.
Since the kernel corresponding to a CDMA system with
secure scrambling under disguised jamming, W , is neither

symmetric (Proposition 3) nor symmetrizable (Proposition 4),
we have the proposition below.
Proposition 5. Under disguised jamming, the deterministic
code capacity of a CDMA system with secure scrambling is
not zero.
Discussions: Proposition 4 shows that the kernel of the AVC
corresponding to a CDMA system with secure scrambling is
nonsymmetrizable, except when the jammer can always generate the jamming as exactly as the opposite to the authorized
signal. However, this is computationally impossible, since it is
equivalent to break AES applied in secure scrambling, which
has been proved to be secure under all known attacks.
An aggressive jammer can probably launch jamming consisting of multiple spreading codes, in order to increase the
probability that one of its applied codes coincides with the one
applied by the authorized user. When the number of spreading
codes covered by the jammer is small, the harm to the
authorized communication would be negligible. While using
multiple spreading codes produces more effective jamming,
the power consumption can be forbiddingly high. However, it
does indicate that: when the user information (including both
symbol and codes) is unknown, the most effective jamming
is still Gaussian [28], resulting from accumulation of a large
number of spreading codes and the central limit theorem
(CLT).
D. Capacity Estimation of CDMA Systems with Secure Scrambling under Disguised Jamming
So far we have shown that: in CDMA systems with secure
scrambling, the symmetricity between the authorized signal
and the disguised jamming is broken, and hence the capacity
is no longer zero. A natural question is: what is the capacity
then? Although it is difficult to derive a modulation-specific
capacity, we manage to provide a general analysis on the
capacity by applying the Shannon Formula as stated below. For
particular modulation schemes like QAM and PSK, the error
probabilities of symbol transmission will also be provided.
Recall that at the receiver, the despread symbol under
disguised jamming can be calculated as
r=

N −1
N −1
N −1
v X
1 X
1 X
rn cn = u +
cn dn +
cn nn . (41)
N n=0
N n=0
N n=0

Note that for all n, cn = ±1 are constant, while dn = ±1
are statistically independent and identically distributed (i.i.d.)
binary random variables with zero mean and P
variance 1.
N −1
Applying the central limit theorem (CLT), N1 n=0 cn dn
would follow a complex Gaussian distribution with zero mean
and variance N1 , i.e.,


N −1
1 X
1
.
cn dn ∼ CN 0,
N n=0
N

(42)

Similarly, we have


N −1
1 X
σ2
cn nn ∼ CN 0, n ,
N n=0
N

(43)
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where σn2 is the original noise power before despreading. It
then follows that r is also a complex Gaussian variable, whose
distribution can be characterized by


σn2
|v|2
+
,
(44)
r ∼ CN u,
N
N
which implies that for an arbitrary transmitted symbol u ∈ Ω
and an arbitrary fake symbol v ∈ Ω in (41), the received
symbol is actually the transmitted symbol
contaminated

 “u”
2
2
σn
+
by a complex Gaussian noise, n ∼ CN 0, |v|
N
N .
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TABLE I
C OMPARISON OF CDMA S YSTEMS WITH AND WITHOUT S ECURE
S CRAMBLING (S.S.) UNDER D ISGUISED JAMMING .
Without S.S.

With S.S.

Symmetric

Yes

No

Symmetrizable

N/A

SJNR

N/A
≥

Error Probability
Capacity

No

M −1
2M

1
|Ω|
B 1
N |Ω|

0

Let σs2 denote the average symbol power, namely, E{|u|2 } =
where u ∈ Ω. Based on (44), for a specific fake symbol
v ∈ Ω, the corresponding signal-to-jamming-and-noise ratio
(SJNR) can be calculated as

2
N σs
2 , v
|v|2 +σn


P

P

v∈Ω

v∈Ω

PΩ

log2

∈Ω
2
N σs
2
|v|2 +σn


1+



2
N σs
2
|v|2 +σn



σs2 ,

(45)

The symbol error probability largely depends on the employed
constellation Ω. However, with SJNR available, and considering all possible v ∈ Ω, the average symbol error probability
can be calculated as


1 X
1 X
N σs2
Ps =
PΩ (γ(v)) =
PΩ
, (46)
|Ω|
|Ω|
|v|2 + σn2
v∈Ω

v∈Ω

where |Ω| denotes the constellation size, and PΩ (·) is readily
available in [29, eqn. (5.2-78) & (5.2-79), page 278] for QAM
and [29, eqn. (5.2-56), page 268] for PSK, respectively.
To estimate the capacity, a CDMA system which operates
over a spectrum of B Hz can be equivalently viewed as
B
, while
a narrowband transmission with a bandwidth of N
simultaneously having its SJNR level increased to (45) as
a result of the processing gain. Hence, the capacity can be
estimated as
B 1 X
log2 (1 + γ(v))
N |Ω|
v∈Ω


B 1 X
N σ2
=
log2 1 + 2 s 2 .
N |Ω|
|v| + σn

C=

In this section, we demonstrate the effectiveness of secure
scrambling in combating disguised jamming for CDMA systems. In what follows, we assume AWGN channels. We adopt
Walsh codes with a processing gain of N = 64 as the spreading
codes, and apply 16-QAM modulation.
The symbol error rates (SERs) of CDMA systems are shown
in Fig. 4 associating with the following four conditions: (a)
jamming-free case as the benchmark; (b) under disguised
jamming but without secure scrambling; (c) under disguised
jamming and with secure scrambling; (d) the theoretical result
for the case in (c) as a verification.
Symbol Error Rates for CDMA in Different Scenarios

0

10

Symbol Error Rate (SER)

N σs2
σs2
γ(v) = 2
.
=
|v| /N + σn2 /N
|v|2 + σn2

V. N UMERICAL R ESULTS

-1

10

-2

10

Jamming-Free
Disguised Jamming without Secure Scrambling
Disguised Jamming with Secure Scrambling
Disguised Jamming with Secure Scrambling--Theoretical

(47)

v∈Ω

-3

10

For clarity, we summarize the analysis above in Table I. It
can be seen that: (i) Compared with the lower-bounded error
probability for CDMA without secure scrambling, the symbol
error probability of a CDMA system under disguised jamming
can be decreased significantly using the secure scrambling
scheme, especially when the processing gain, N , is large; (ii)
With secure scrambling, the capacity of a CDMA system will
no longer be zero.
Overall, we would like to point out that: based on the
shared secret between the authorized transmitter and receiver,
secure scrambling enhances the randomness in the CDMA
spreading process and makes it forbiddingly difficult for the
malicious user to launch disguised jamming. Our results echo
the observations in [13], [17]–[20], where random coding
is viewed as a promising solution in combating disguised
jamming.

0

1
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3

4

5
6
Eb/N0 (dB)

7
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10

Fig. 4. Symbol error rates (SERs) for CDMA in Different Scenarios.

In Fig. 4, it is observed that: (i) Without secure scrambling,
the symbol error rate of CDMA communication under disguised jamming maintains at a very high level no matter how
high the SNR is, which shows that the CDMA communication
is severely paralyzed by disguised jamming; (ii) The secure
scrambling scheme significantly improves the performance of
CDMA communication under disguised jamming, where the
SER curve matches the theoretical result as indicated in (46)
as well; (iii) The SER curve using secure scrambling under
disguised jamming is quite close to that of the jamming-free
case, and it can be expected that the gap will become even
smaller if we have a larger processing gain N .
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VI. C ONCLUSIONS
In this paper, we analyzed the impact of disguised jamming on conventional CDMA systems, and developed an
effective approach to combat disguised jamming using secure
scrambling. Instead of using conventional scrambling codes,
we applied advanced encryption standard (AES) to generate
the security-enhanced scrambling codes. Theoretical analysis
shows that: the capacity of the conventional CDMA systems
without secure scrambling under disguised jamming is actually
zero; however, secure scrambling can break the symmetricity
between the authorized signal and the jamming interference,
and ensures positive channel capacity under disguised jamming. Numerical examples were provided to demonstrate the
effectiveness of secure scrambling in combating disguised
jamming.
A PPENDIX A
D ISGUISED JAMMING M ITIGATION E XPLOITING T IMING
AND A MPLITUDE D IFFERENCES B ETWEEN THE
AUTHORIZED U SER AND THE JAMMER
For CDMA systems with public or easily accessed codes,
disguised jamming can hardly be prevented. However, the
disguised jammer may not be able to capture the exact
timing and amplitude information of the authorized signal.
In this appendix, we will show that: when the timing and
amplitude differences between the authorized signal and the
disguised jamming are not too small, it is possible to improve
the system performance through robust receiver design. It
should also be pointed out that when these differences get too
small, enhancing the shared secure randomness between the
authorized transmitter and receiver would be the only option.
In the following, we try to estimate the jamming parameters
as well as the authorized symbol using the minimum mean
square error (MMSE) criterion. Unlike traditional MSE between the received signal and transmitted signal, the MSE here
is calculated between the received signal and jammed signal,
which is the sum of the authorized signal and the disguised
jamming.
Following (6)-(7), the aforementioned MSE can be calculated as
J(u, v, τ, γ)
Z
1 T
|r(t) − s(t) − j(t)|2 dt
=
T 0
Z
1 T
=
|r(t) − u c(t) − v γ c(t − τ )|2 dt
T 0
Z
Z
1 T
γv ∗ T
2
=
|r(t) − u c(t)| dt −
[r(t) − u c(t)]c(t − τ )dt
T 0
T 0
Z T
Z
γv
γ 2 |v|2 T 2
∗
−
[r(t) − u c(t)] c(t − τ )dt +
c (t − τ )dt,
T 0
T
0
(48)
where (·)∗ denotes the complex conjugate.
Since c(t) is
R
1 T 2
T -periodic, following (3), we have T 0 c (t − τ )dt =
R
1 T 2
T 0 c (t)dt = 1. If we further denote
Z
1 T
A(u, τ ) =
[r(t) − u c(t)]c(t − τ )dt,
(49)
T 0

the MSE can be rewritten as
Z
1 T
|r(t) − u c(t)|2 dt
J(u, v, τ, γ) =
(50)
T 0
∗
∗
2
2
− γv A(u, τ ) − γvA (u, τ ) + γ |v| .
Thus, the problem can be formulated as minimizing (50) by
finding the optimal u, v, τ and γ, i.e.,
{û, v̂, τ̂ , γ̂} = arg min J(u, v, τ, γ).

(51)

u,v,τ,γ

To minimize (50), one necessary condition is that its partial
derivatives regarding v and γ are zero. Note that when z is a
∗
∂|z|2
∂z
complex variable, we have ∂z
= 0, ∂z
∂z = 2 and ∂z = 2z.
Hence,

∂J


(52a)
= −2γA(u, τ ) + 2γ 2 v = 0,

∂v
∂J


= −v ∗ A(u, τ ) − vA∗ (u, τ ) + 2γ|v|2 = 0,
(52b)

∂γ
from which we can get
A(u, τ )
A∗ (u, τ )
=
.
(53)
v
v∗
Substituting (53) into (50), the MSE can be reduced to
Z
1 T
J=
|r(t) − u c(t)|2 dt − |A(u, τ )|2 ,
(54)
T 0
γ=

which is a function depending only on u and τ .
In numerical solution search, limited by the time resolution,
τ becomes discrete and thus has only finite possible values
with |τ | < Tc . In this way, an exhaustive search3 on τ and u
would be feasible and also an effective approach to minimize
(54). Let û and τ̂ be the solution pair that minimizes (54),
following (53), the amplitude ratio can be estimated as
γ̂ =

|A(û, τ̂ )|
.
|v|

(55)

For a constant-modulus constellation (e.g., PSK), |v| is readily
available since it holds constant for all v ∈ Ω. For nonconstant-modulus constellation, the amplitude ratio cannot be
exactly drawn. This is because that from (53), we can only
determine v̂γ̂ = A(û, τ̂ ), which cannot yield a specific γ̂
when the amplitude of the jamming symbol is not specifically
available. However, in this case, we can obtain a range for γ̂.
More specifically, if B1 ≤ |v| ≤ B2 for v ∈ Ω, then we have
|A(û, τ̂ )|
|A(û, τ̂ )|
≤ γ̂ ≤
.
B2
B1

(56)

Although disguised jamming and multipath variations [30],
[31] (i.e., delayed and scaled signals) have similar characteristics, they have the following major differences: (1) Multipath
signals always contain the same symbol as the primary signal
(which is the signal going through the line-of-sight path),
while the symbol carried by disguised jamming is chosen independently from the authorized signal; (2) Multipath signals
3 Generally it would be sufficient to perform an exhaustive search for
regular time resolution with a practical sampling rate; however, for high
time resolution, we suggest the usage of state-of-the-art iterative optimization
methods, e.g., Newton’s method.
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are generally much weaker than the primary signal, while
disguised jamming maintains a similar power level as the
authorized signal; (3) Multipath signals always arrive at the
receiver after the primary signal, while disguised jamming
can have either a leading or lagging phase compared with the
authorized signal.
The effectiveness of the proposed receiver design in improving BER performance is demonstrated using numerical
examples. In the simulation, we adopt the settings as in civilian
GPS, where BPSK modulation is applied and the spreading
code is a Gold sequence with a processing gain N = 1023.
Note that the civilian GPS has public spreading codes, and it is
exactly one of the scenarios where the robust receiver design
is needed in order to avoid hiding the codes. The amplitude
ratio γ is set to 1, and we compare the performance of a
conventional receiver with that of the proposed receiver in
Fig. 5.
BER v.s. Eb/N0 for Different Timing Differences
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Fig. 5. BER v.s. Eb/N0 for different timing differences.

It is observed that: (i) Comparing with the jamming-free
case, the BER performance is severely degraded by the disguised jamming, especially when the timing difference τ is
small; (ii) For essentially nonzero timing differences, the BER
is decreased significantly by the proposed CDMA receiver
with reasonable SNRs; (iii) For the worst disguised jamming
with zero timing difference, the proposed receiver design
cannot help at all, in which case we should consider using
secure scrambling to break the symmetricity.
A PPENDIX B
F EASIBILITY A NALYSIS OF AES-BASED S ECURE
S CRAMBLING
The AES algorithm is one of the block ciphers that can
be implemented in different operational modes to generate
stream data [32]. High-throughput (3.84 Gbps and higher)
AES chips can be found in [33], [34]. In [35], an experiment
was performed to measure the AES algorithm performance,
where several file sizes from 100 KB to 50 MB were encrypted
using a laptop with 2.99 GHz CPU and 2 GB RAM. Based
on the results of the experiment, when the AES operates in
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the cipher feedback (CFB) mode, 554 bytes can be encrypted
using 256-bit AES algorithm in 77.3 µs, which is equivalently
as high as 57 Mbps. Comparing with the chip rates of regular
CDMA systems which are typically below 10 Mbps, the
existing hardware would be more than adequate in performing
a real-time AES-based secure scrambling sequence generation.
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