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ABSTRACT

Parameter-embedded watermarking of speech signals is effected
through slight perturbations of parametric models of some deeply-
integrated dynamics of the signal. One of the objectives of the
present research is to develop, within the parameter-embedding
framework, quantifiable measures of fidelity of the stegosignal and
of robustness of the watermark to attack. This paper advances pre-
vious developments on parameter-embedded watermarking by in-
troducing a specific technique for watermark selection subject to a
fidelity constraint. New results in set-theoretic filtering are used to
obtain sets of allowable parameter perturbations (i.e., watermarks)
subject to an £, constraint on the error between the watermarked
and original material. With respect to previous trial-and-error per-
turbation methods, the set-based parameter perturbation is not only
quantified and systematic, it is found to be more robust, and to have
a higher threshold of perceptibility with perturbation energy. Af-
ter a brief review of the general parameter-embedding strategy, the
new algorithm for set-theoretic watermark selection is presented.
Experiments with real speech data are used to assess robustness
and other performance properties. This work is being undertaken
in support of the development of the National Gallery of the Spo-
ken Word, a project of the Digital Libraries II Initiative.

1. MOTIVATING PROBLEM

The results reported in this paper represent significant enhance-
ments to a speech watermarking technique first presented at the
2002 International Conference on Spoken Language Processing
(ICSLP02) [1]. The motivating application for this work is the cre-
ation of the National Gallery of the Spoken Word (NGSW), a Dig-
ital Libraries Initiative II project whose goal is the development
of a carefully organized on-line repository of spoken word col-
lections, based largely upon the renowned Vincent Voice Library
at Michigan State University (MSU). Speech engineering aspects
of the NGSW are being researched by the authors in collabora-
tion with the Center for Spoken Language Research (CSLR) at the
University of Colorado. A brief introduction to the NGSW project
by CSLR researchers is found in [2], and further information is
available at www.ngsw.org.

2. PARAMETER-EMBEDDED WATERMARKS

The general method presented at ICSLP 2002 is referred to as
parameter-embedded watermarking. The method involves informed
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embedding, meaning simply that the original, unmarked, mate-
rial — the coversignal — (or equivalent information) is required
to recover or detect the watermark from the marked material —
the stegosignal. Generally speaking, parameter-embedded water-
marking is effected through the introduction of slight perturbations
into parametric models of some deeply-integrated temporal aspect
of the signal. This idea can be formalized in broadly general terms,
but in the present research, we adopt the following formulation:
Let {y:} denote the coversignal (in particular, a frame of the cov-
ersignal that is to be watermarked), and let {7, } be the stegosignal.
Each is a real scalar sequence over discrete-time, ¢. It is assumed
that these signals are generated according to operations of the form

ye = P (&, %4,t)  and G = o7 (&, %, 1) ()
in which {¢,}, {&}, {x:}, and {X:} are measurable vector-valued
random sequences. The operator ® is parameterized by a set 7, the
alteration of which (to parameter set 7) is responsible for chang-
ing the operator ® into ¢ and sequences {&,} and {x;} into their
“overbarred” counterparts. In the earlier work, the coversignal was
assumed to be generated by an autoregressive (AR), or linear pre-
diction (LP), model,

M

Yt = Z a;Yt—i + & (2)
i=1

but this “true” model was actually estimated from the speech frame
using standard LP analysis (e.g. [3]). The sequence {&;}, there-
fore, is the (known) prediction residual associated with the esti-
mated model. The stegosignal was constructed using the FIR filter

M

Y = Z a;Yt—i + & 3)
i=1

where {a;} represents a slightly perturbed version of the “true”
set {a;}. The perturbation is effected via the autocorrelation val-
ues in the normal equations. The earlier technique was found to
be remarkably robust to a wide variety of attacks, including crop-
ping, additive noise, MP3 compression, and others. However, the
“watermarks” in the form of model parameter perturbations were
necessarily constructed by trial-and-error manipulation of the first
few autocorrelation values. Such a procedure offers little possi-
bility of quantifying relationships between watermarking strategy
and performance measures. The work reported in this paper repre-
sents a step toward such quantification.
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3. /o FIDELITY CRITERION

Problem Statement. The design of a watermarking strategy in-
volves the balancing of two principal criteria. First, watermarks
must be imperceptible to the listener (or viewer). Second, water-
marks must be robust. That is, they must be able to survive attacks
— those deliberately designed to destroy or remove them, as well as
distortions inadvertently imposed upon the watermarks by specific
technical processes (e.g., compression) or by systemic processes
like channel noise or computational roundoff errors. The fidelity
and robustness criteria are generally competing in the sense that
greater robustness requires more watermark energy, more manip-
ulation of the coversignal, etc., which, in turn, ultimately leads to
noticeable distortion of the original content. Related measures of
a watermark’s efficacy include data payload, which refers to the
number of watermark bits within a unit of time or work, and its
security, the inherent ability of the system to prevent unauthorized
removal, embedding or detection [4].

As a step toward quantifying the relationships between the two
competing performance measures and the watermarking strategy,
the following general problem is addressed in this research:

CONSTRAINED WATERMARKING PROBLEM. For coversignal frame
{yt}thl generated according to model (2) with parameters T, find
the set of watermarks (i.e., the set of parameter sets {T}) such
that, for stegosignal frame {yt}thl generated according to (3),
the following fidelity criterion is met,

ly = ¥llee <~ @

in which'y and y are T-vectors with ith elements y; and ¥y;, re-
spectively.

FORMULATION USED IN PRESENT WORK. The speciﬁc instance
of this problem represented by the generation equations (2) and
(3) is addressed here, wherein m = {ai}i]\il, T = {ai}fﬁl, Xt =
Xy = [ Yio1 Yt—M ]T, and &, = &,. ®r and ¢5 repre-
sent the AR and FIR filter operations (2) and (3), respectively.

Set-Membership Filtering. The solution to the problem posed
above follows from a recent result from adaptive filtering research
known as set-membership filtering (SMF). The SMF concept was
first published by Gollamudi et al. [5], and was more recently pro-
posed as an innovative solution to the design of channel equaliz-
ers for digital communication by Nagaraj et al. [6]. SMF can be
viewed as a reformulation of the broadly-researched class of algo-
rithms concerned with set-membership identification (e.g. [7, 8]).
The SMF problem is stated as follows:

: z
Given a sequence {XT € ]RM}Ti1 of obser-
t

SMF PROBLEM.
vations, a “desired” sequence {zr € R}, _,, and a sequence of
error “tolerances” {’yT}i:l (frequently constant with T), find the
the exact feasibility set at time t, P, C R™ which includes all
vectors (filters), 0 € RM, satisfying

Pt:{9]|z,—eTx,|<% for Teu,t]}. )

in which z is the ¢-vector with ¢th element z;, and Z is the ¢-vector
with ith element x7 6.

The SMF problem is solved using a series of recursions which
ultimately return an hyperellipsoidal membership set, say & D
P:, and the ellipsoid’s center, say 6;. The recursions execute an
optimization strategy designed to tightly bound P; by &; in some
sense. Accordingly, the broad class of algorithms employed in
the SMF problem are often called the optimal bounding ellipsoid
(OBE) algorithms." Results on the theory and application of OBE
algorithms abound, and the reader is referred, for example, to the
following tutorial papers as an entry points into the literature: [7, 8,
9,10, 11]. The OBE algorithm used in the experiments to follow is
called the ser-membership—weighted recursive least squares (SM-
WRLS) algorithm, but the choice is somewhat arbitrary for the
present application.

Adapting SMF to the Constrained Watermarking Problem.
The specific watermarking problem posed for the present work is
readily solved as an SMF problem as follows. Let

a=[a an "
denote a general vector of perturbed filter parameters as in (3). For
time frame ¢ = 1, ..., T, then, the objective is to find the set

Pr={a|lly - y@llw <7} ™

in which y and y are the usual 7-vectors of cover- and stegosignal
samples. Of course, it is sufficient to assure that |y, — §:| < - for
each t in the frame. Let us now subtract y; from each side of (3),
multiply through by (—1), then rearrange to obtain

M
ye— o= — &) = @i =y — &) —a xi.  (8)

i=1

Upon defining the sequence {z; = y: — &}, (recall that {&:}
is known) and specifying the constraint |y; — 3| < ~ for each
t € [1,T), the search for the constrained watermark parameters is
reduced to a SMF problem as in (5).

4. EXPERIMENT & DISCUSSION

4.1. Methods & Results

An experiment is used to demonstrate the performance benefits of
the new approach. The coversignal is the utterance of the word
“dark” from the sentence “She had your dark suit in greasy wash
water all year.” spoken by a female in the TIMIT database [12].
The coversignal frame consists of 3,001 samples taken at a 16 kHz
rate (0.1876 seconds). A single watermark was in the frame using
both the new algorithm with fidelity constraints and the predeces-
sor parameter-embedding method presented at ICSLP 2002 [1].
We refer to these as the “SMF-based parameter-embedded wa-
termarking technique” (fidelity-constrained parameter embedding)
and the “parameter-embedded watermarking or ICSLP02” (param-
eter embedding via finessed perturbations of the model parame-
ters) approaches. An M = 8 order model is employed in all fil-
tering operations, implying eight parameters with which to encode
the watermark.

Note that when ~; is constant with ¢, say v+ = +, then we may
write

Pt:{0‘|\z—i||oo<’y}. ©)

IThe algorithm cited above due to Gollamudi, Nagaraj et al. [5, 6]
is sometimes referred to as “quasi-OBE” (QOBE) [a.k.a “BEACON” or
“SM-NLMS”] because its operation has useful interpretations which do
not involve the ellipsoid.
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Parameter-embedded watermarking. The Levinson-Durbin re-
cursion (e.g., [3, Ch.5]) was used to obtain LP parameters [see
model (2)] for the coversignal, {a;}, and the accompanying pre-
diction residual {£; }. The stegosignal model parameters [see model
(3)], {@:}, were obtained indirectly by adding the watermark se-
quence, {0,0,4,1,1,3,1,1} x 0.01 to the corresponding autocor-
relation sequence points. The 0.01 factor was necessary to scale
down the watermark to ensure imperceptibility. The stegosignal
was reconstructed according to model (3). A straightforward pro-
cedure described in [1, Table 2] was used to recover the watermark.
The ¢~ norm of the cover / stegosignal error over the analysis
frame was ||y — ¥||co = 0.917. The maximum absolute difference
between the cover- and stegosignals was found to be 0.917. The
cover- and the stegosignals obtained using the ICSLP02 algorithm
are shown in Figs. 1(a) and (b).

SMF-based parameter-embedded watermarking. For this ap-
proach, the error bound, v [see (7)] was taken to be a constant
0.917, corresponding to the worst case error for the ICSLPO2 ap-
proach. From the SM-WRLS OBE algorithm [recall discussion of
SMF problem in Sec. 3], a set of allowable “perturbed” solutions
satisfying the fidelity constraint were obtained in light of the obser-
vations [recall (8) and foregoing discussion]. The central estimate
of the hyperellipsoid is taken to be the perturbed parameter solu-
tion {di}iﬂi , (inherently containing the watermark) for use in (3).
The difference between the autocorrelation values corresponding
to the true LP coefficients and the autocorrelation values corre-
sponding to the perturbed-parameter filter was computed (nominal
watermark for comparison with ICSLP02 watermark). The water-
mark was taken to be the sequence of numbers obtained on multi-
plying this difference by a factor of 10 and rounding off, yielding,
in the present experiment {6, 5, 3,2,0, 1,2, 2}.

It is observed that a more energetic watermark sequence is
obtained in this case. Experiments have demonstrated that the
strength of the watermark plays a key role in the robustness to
common types of attacks. An improvement in robustness, in terms
of increased watermark energy can be obtained at the expense of
stegosignal fidelity. Further ||y — ¥||oc = 0.682, is significantly
less than the prescribed constraint v = 0.917. This reduction in
the worst-case error has a significant, positive, impact on the fi-
delity of the reconstructed stegosignal [c.f. Figs. 1(b) and (c)].

4.2. Discussion

Fidelity. The principal objective of the present work was to demon-
strate a method by which the watermarking procedure could be
quantitatively related to the first of two competing objectives, fi-
delity and robustness. In limited, informal listening tests by the au-
thors, the stegosignal resulting from the SMF-based watermarking
approach was consistently more like the coversignal perceptually
than that resulting from the ICSLP02 algorithm. This was a gen-
eral observation by the authors and no formal subjective tests were
performed to assess stegosignal fidelity. Indeed, the experimental
fidelity “measure,” ||y — ¥|lco = 0.682, was significantly better
than the criterion set for this measure, v = 0.917. The ability to
systematically compute a set of perturbed filters that are consistent
with the data [from which to chose the “stegosignal generator” (3)]
is apparently very significant in preserving fidelity to the original
coversignal. This is not surprising since the perturbed parameters
are selected from a set which contains the “true” parameters, and
whose elements are analytically meaningfully tied through obser-
vations to the structure of the signal. This is juxtaposed with the

Coversignal

; Norma‘lized amplitude W
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Stegosignal - ICSLP02
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Stegosignal - EUROSPEECH03
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Fig. 1. (a) Coversignal frame. (b) Stegosignal frame resulting
from the ICSLP02 watermarking method. (c) Stegosignal frame
resulting from the SMF-based parameter-embedded watermarking
method with /., fidelity constraint.
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more ad hoc approach taken in ICSLP02 wherein the precise ef-
fects on the stegosignal filter caused by “manual” perturbations of
the autocorrelation sequence are unknown.

The value of v = 0.917 was selected for the SMF-based
parameter-embedded watermarking experiment above to provide
parity in comparing the two techniques. In practice, v must be
selected according to the fidelity requirements of the intended ap-
plication. Indeed, it is the ability to quantitatively prescribe fidelity
requirements that is the essential contribution of this work.
Robustness. The parameter-embedded watermarking algorithm
exhibits significant ability to withstand most of the common at-
tacks to which watermarks are subjected [1]. One reason for the
greater robustness is that the watermark signal is concentrated dur-
ing the embedding and recovery processes, while it is spread across
the entire work otherwise [4]. The SMF-based version of the algo-
rithm results in improved performance by embedding more ener-
getic watermarks. In preliminary experiments, the improvement in
fidelity afforded by SMF-based watermarking is accompanied by
improved robustness performance. As an example, ICSLP02 was
robust against jitter attack when one in every 12 samples was du-
plicated or when one out of every 30 samples was set to zero [1].
In a similar implementation of the jitter attack for the SMF-based
technique, the embedded watermark was recovered when one in
eight samples was duplicated, or when one of every 38 samples
was randomly set to zero. The reasons for this improvement in-
volves the fact that the SMF-based algorithm is able to preserve
fidelity with a much more energetic watermark than that which
can be used in ICSLP02. Further, the technique by which param-
eters are perturbed yields watermarking filters which are heuris-
tically “closer” (in terms of consonance with the observed data)
than those which necessarily arise from the ICSLP02 method. This

might mean that the SMF-based filters are preserving more perceptually-
important spectral information (consistent with higher fidelity) which

is not as readily attacked without perceptual damage.

5. CONCLUSIONS

This paper has described a technique for integrating a quantified
specification of fidelity into a watermarking strategy based on per-
turbed parameter watermarking. In particular, recent results in set-
theoretic filtering are used to obtain sets of allowable parameter
perturbations (i.e., watermarks) subject to an £, constraint on the
error between the watermarked and original material. With respect
to previous trial-and-error perturbation methods, the set-based pa-
rameter perturbation is not only quantified and systematic, it is
found to be more robust than the former, and to have a higher
threshold of perceptibility with perturbation energy. Much work
remains to explain the improved performance of the new method,
and to seek quantification of the robustness requirements as well.
Further results on the quantitative relationship between watermark
robustness and stegosignal fidelity will appear in [13]. One of the
most novel aspects of the present method is the use of a solution
set of watermarks. Since location of the perturbed parameter vec-
tor within the solution set is intricately tied to spectral properties
of the signals, exploitation of set properties remains an interesting
issue for further research.
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