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ABSTRACT

In this paper, we analyze the errors observed etttk

layer of an 802.11b network. Our analysis at gtipsrted
bitrates (i.e., 2, 5.5. and 11 Mbps) establishes tie er-
ror patterns are not memoryless, and therefors; éxe

hibit a certain level of temporal dependencies. sThwe

evaluate the suitability of a two-state Markov motte

capture the channel behavior. Non-stationarityheferror
patterns renders such a simplistic model inadeqate
hence, we consider higher order models. This foatesla
key contribution of this paper, and that is, a &iehical

Markov model, which captures the non-stationarityhe

channel while employing real-time application-sfieci
considerations to determine state-transition priitiab.

1. INTRODUCTION

Packet errors and losses can have an adverse aiffé¢lse
perceived quality of a real-time multimedia transsion.
Classical data applications provide reliability &tgempt-
ing to recover the corrupted/lost packets througthans-
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growing ubiquity of Ethernet-based wireless netwohnlas
caused migration of technologies from the currerited)
Internet to the wireless domain. The wireless mmadilue
to its inherent vulnerability is more error-prorfean the
contemporary wired media. This increased error-iate
pedes the ability of wireless networks to suppa@msgmis-
sion at high-bitrates.

Cross-layer protocol strategies have been suggésted
order to mitigate the above drawback of the wiele®-
dium. In particular, schemes tailored for delivefymul-
timedia content over wireless networks consider ithe
creased error-rate and attempt to improve bandwtilih
zation by processing corrupted packets. This allowsl-
ern-day multimedia encoders to adjust adaptiverpeiers
based on the number and distribution of corrup-
tions/losses, for example, an audio encoder camsadp
rate [3], and a video encoder can invoke errofiepsie
features, such as, data partitioning, reversibl€\étc.[4].
Modifications at the link- and transport layer haaiso
been proposed to facilitate such real-time erreitiemce
features e.g., partial-protection of sensitive leeadin
UDP Lite [5]. For such technologies, error patteimsde
a packet payload are important, since, decisiotrép or
retain a packet is taken at the application lalence, it is

missions. Real-time requirements of emerging de|ay'important to investigate how many and what typerobrs

sensitive multimedia applications (e.g., intermd¢phony,
video conferencing, multicast audio/video etc.)assitate
a retransmission-less infrastructure (to avoid latency
and/or implosion of feedback messages). Meanwhiie,
positive aspect of such applications (especialbs¢hde-
livering streaming media) is their inherent tolararto a
certain level of errors and losses in the multiraectn-

are introduced in packets transmitted over wireless
works.

In this paper, we analyze and model the error pwtte
introduced by an 802.11b channel under realistitngs.
We performed analysis of errors at the 802.11b léyfker,
i.e., errors that are not corrected by the physiagér.
Hence, our definition of channel encompasses thelags

tent. Design and implementation of such application medium and the 802.11b physical layer (PHY). Owryan

stipulates a thorough understanding of the errar lass
patterns encountered over the network.

The reasons stated above motivated studies, sutie as

ones reported in ([1], [2]), and which analyzed amod-
eled packet losses over the Internet. Packet cioong
over the wired media are very infrequent and, tfloeee

packets with errors are dropped without regard he t

number and location of such errors. However, tipédha
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sis focuses on the byte level since most ForwamrEr
Correction (FEC) schemes employed to combat these e
rors operate on the byte-level (even if they aressmul-
tiple packets), and error resilience schemes imkast
encoder are also byte-aligned. Analysis at higbest
granularity levels (i.e., packet/bits) is preseritefb].

The remainder of this paper is organized as follows
Section 2 describes the experimental setup for ¢race

ICME 2003




collection. Section 3 analyzes the probability rilisttion
of errors at 2, 5.5 and 11 Mbps, and approximates t
main distribution as Gamma and the tail as ParEhis
analysis shows that the channel cannot be cladsiie
memory-less. Section 4 evaluates the suitabilita dfvo-
state Markov Model to capture the error patternsis T
model fails to capture the non-stationarity of tannel,
which necessitates investigation of higher-orderkda
models. Therefore, we propose and evaluate thenperf
ance of a hierarchical Markov Model (hMM) in Sectib.
Finally, Section 6 summarizes some key conclusioins
this paper.

2. EXPERIMENTAL SETUP

Our simulation setup employed an 802.11b AccesstPoi
(AP) operating in Distributed Coordination Functimode
and three wireless stations communicating in tHeadin
structure network configuration. One of the statiomas
operating as the server and the remaining two dscamst
clients. All wireless stations were Linux boxes ngsi
Prism2 chipset device drivers (linux-wlan-ng-0.1r43).
Source code of the device driver at the clients madi-
fied to capture screenshots of MAC data frames.
Initially, the server was placed in clear line dadhd
(LoS) of the AP. The AP was forced to transmit ab%
and 11 Mbps for each observation. The server ved®st
ary and transmitted a continuous stream of prechited
patterns to the multicast clients. Traces were geed for
each bitrate at different stationary client positiavith and
without LoS. It was observed that with clear Ld® error
rate, at all bitrates, was extremely low. Such Beoeper-

fits are given in Table 1. Overall, the Gamma P$-the
general shape of the collected-data histogramsijsburm-
able to fit the tails. Our analysis is targeted dods appli-
cations, which employ error-resilience/control twmbat
byte-level packet corruptions. Many error contreth-
nigues are not designed for the very worst-casaasice
Hence, distribution of the tail is important fortelemining
an efficient error control scheme.
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Figure 1. CDF and PDF of Error burstsat (a) 2
M bps, (b) 5.5 Mbps, and (c) 11 M bps.

formance deemed further LoS study inconsequenti
Hence, both clients were positioned in a separatenr
across the hallway to simulate a more realistici-bus
ness/classroom/home-network wireless setup. A tital
experiments were conducted for each bitrate. Eaeh e
periment involved the transmission of 100,000 peske
and 10 error traces per bitrate were generatedrasuit.
These experiments were performed at different tiwies
day to nullify effects of the environment and uatetl
traffic.

3. ANALYSIS

Figure 1 shows the probability and cumulative distion
functions of error-burst lengths at different biés Due to
the diversity of the Gamma distribution in captgrithe
shape and scale of a wide range of statistical dataem-
ployed non-linear regression analygisgenerate a best-fit
Gamma PDF for the burst length:

_ae™(Ax)"
M= @)

Bitrate a (shape) A (scale)

2 4.96682 0.60563
‘5.5 8.07703 0.31632

11 4.48498 0.726767

Table 1. Parameter s of Gamma Distribution for 2,
5.5and 11 Mbps
Since the mode of the error-distribution is gredan
one, it can be inferred that the observed errasat iso-
lated (i.e., errors are bursty). This in turn ireplithat the
error patterns do not exhibit memory-less propsrtieo
establish further insight into this property, we tfie tail

with an exponential distribution)l(@_“ﬂ) and a Pareto

or power distribution QfD(“ﬁ). These fits are shown in
Figure 2. The Pareto distribution provided a gdbdd the
correlation was greater than 90% for all data rafée fit
provided by the exponential distribution had a lowerre-
lation than the Pareto distribution for all threstad rates,
but for 5.5 Mbps the fit given by exponential wasnpa-
rable to the Pareto fit.

Thus, it can be stated that even though the overali-
ability distribution looks like Gamma, the tail ieed
exhibits a heavy-tail behavior. Therefore, the edistri-

for x>0, A>0, a>0. The shape and scale parameters for thebution is not memory-less. Last column of Tablen2ves
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the power function parameters obtained by fitting tail
with a Pareto Distribution. The parameter, is propor-
tional to the likelihood of the burst length beiagual to
the mode of the distribution, while the paramejris

inversely proportional to the amount of memory le t
channel. In the following section we use this infation
to develop a model to approximate the channel imass.

Bitrate a B chi-square
2 0.4467 0.2994 0.9215
5.5 7.1433 3.0836 0.951

11 1.8613 2.1067 0.8699

Table 2. Pareto Distribution Parameters
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Figure 2. Approximation of PDF tail for (a) 2 Mbps,
(b) 5.5Mbps, and (c) 11 Mbps

It should be pointed out that a two-distributiondab
(Gamma and Pareto) might still not be adequatepduce
the highly non-stationary nature of the error da@me
potential proof of this inadequacy is the salienbraaly
that can be observed in Table 1 and Table 2 by acingp
the different parameters of the proposed distrimgtifor
the 5.5 Mbps case as compared with the distribsition
parameters of the other two bitrates data. Conselyue
Markov chain models may be used to characterizeethe
error patterns more adequately.

4. TWO-STATE MARKOV MODEL

Analysis in the previous section shows that thenobhis
not memory-less. In this section we first model¢hannel
behavior with a simple two-state Markov chain. EaBl
outlines the state transition probabilities and dwerall
probability that a byte is corrupted. As the bgran-
creases, the robustness of the 802.11b PHY destease
Thus, with increase in bitrate, the overall probgbof
error should also increase. This intuition is asbstanti-
ated by the last column of Table 3 which shows that
probability of byte-error () is directly proportional to
the bitrate. Similarly, channel transitions to the bstdte
should also increase with an increase in bitraggai, the
probability of transiting from a good state to albsiate
(Pyp) in Table 3 increases as the bitrate increases.

Bitrate qu qu qu Pup vate

2 0.999 | 0.000020 0.324 0.673 0.00096
55 0.991 ] 0.00909] 0.364 0.632 0.024
11 0.946 | 0.054191 0.304 0.696 0.15

Table 3. Transition Probabilities of the Two-State
Markov M odel

However, a potential anomaly can be observed ineTab
3, and that is, 8for 5.5 Mbps is less than the correspond-
ing Ry, for 2 Mbps. This outlines the inadequacy of a sim-
plistic 2-state Markov model to capture the noriisteary
behavior of the errors.

Furthermore, thorough examination of the errordsac
revealed two interesting observations that conttatlie
original assumption (i.e., corruptions are usuallysty):
(a) In addition to the consecutive bursts, therested
some small isolated bad bytes; and (b) Bad statdsdo-
lated small instances of good bytes amongst a nuwibe
corrupted bytes. This motivates the need for a mairest
model to capture these observed error patterns.

5.HIERARCHICAL MARKOV MODEL

The two-state Markov model is incapable of handtimg
abovementioned anomalies. This section addressss th
issue by proposing an improved model for the chianne
However, it should be noted that the main focuaf
paper is to provide a scheme that can be used delrtize
channel behavior from an application layer perdpect
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Most real-time applications can tolerate data qorru
tion/loss below a certain threshold, but are unablde-
liver intelligible media beyond that threshold.

In accordance with our previous observations asd di
cussions, we propose a hierarchical Markov mod#h wi
two high-level states'severe-burst” and “low-burst’Fur-
thermore, each of the aforementioned states hagloa t
state Markov model embedded in it as shown in [Ei@ur

severe-burst

low-burst

Figure 3. Hierarchical Markov Model

One of the challenges of the proposed hMM model is

the delineation of the high-level “severe-burstdadtow-
burst” states. Ideally, this delineation shoulddased on
the level of impact that these high-level stategehan the
application layer. This task, however, becomes i
cult due to the wide range of possible degradatibas
can result from different patterns of burst anddan er-
rors.

5.1.1. Sate Demarcation Heuristic

We employ the state demarcation heuristic presentgs]
to identify the boundaries of severe-burst and st
states. This heuristic exploits error-resiliendeftance
characteristic of the real-time application to cdite small
isolated bursts. Transition between the two higlelle
states is also application-specific i.e., trangsifbased on
two thresholds; 1) error-tolerance characterist€sthe
application are used in determining transitionsrfriow-
burst to severe-burst states; 2) in the severd-istate, a
lower-limit is defined for bursts of good bytes tirare
used as a criterion to transit to the low-burstestBurther
details of the heuristic are skipped for brevity.

The probabilities in Table 4, Table 5 and Tableegev
calculated by employing the aforementioned heuwrigs-
ing certain threshold values that are suitablevideo ap-
plications. Clearly, the model addresses the ariemal

mentioned before. One testimony of the improved- ade

quacy of the proposed hierarchical model (when aregh
to the simple traditional two-state Markov chair)that
the Ry, is increasing with the increase in bitrate. Alaod
as expected, the transition probabilities for thebedded
severe- and low-burst states indicate that in &reelyurst
state the probability of getting a burst of badelsyis quite
high.

an qu qu Pbb
Higher stateq 0.999 0.00001 0.777 0.223
low-burst | 0.999 [ 0.0005 0.426] 0.574
severe-burst 0.918 0.8168 0.341 0.659

Table4. hMM Transition Probabilities at 2M bps

an qu qu Pbb
Higher stateq 0.999 | 0.00008 | 0.224] 0.77§
low-burst 0.995 | 0.00489 | 0.407| 0.593
severe-burst| 0.900 | 0.09958 | 0.335| 0.665

Table5. hMM Transition Probabilities at 5.5M bps

an qu qu Pbb
Higher states 0.999 0.0009 0.013 0.986
low-burst 0.983 0.0168 0.371 0.629
severe-burst| 0.895 0.1049 0.292 0.707

Table6. hMM Transition Probabilitiesat 11M bps
6. CONCLUSIONS

In this paper, we analyzed the errors observedat t
link layer of an 802.11b network. We performed gsisl
of the error burst lengths at the three supportitditbs
i.e., 2, 5.5 and 11Mbps. Our analysis establishas the
error patterns exhibit highly non-stationary tengade-
pendencies. This necessitates a Markov-type maulel t
capture the errors patterns. First, we employasloastate
Markov model to track the behavior of the errorcés
Non-stationarity of the errors deemed such a simpdel
inadequate. We, therefore, propose a higher oridearh
chical Markov model to provide a better approximate
the channel behavior. The proposed hierarchicatcam
addresses some common anomalies observed in tes.tra
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