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Abstract— Delay-sensitivity of real-time applications stipulates
resilience against errors and losses in the multimedia con-
tent. Such resilience is particularly important for bandwidth-
constrained and error-prone wireless networks. Recent wireless
studies have highlighted that significant improvements in band-
width utilization and multimedia quality can be achieved if the
decision to retain or drop “corrupted” packets is made at the
application layer instead of medium access, network or transport
layers. Such a strategy however necessitates that maximum
number of (good and bad) packets are relayed to the application
layer while minimizing any modifications (if any) to the widely-
deployed UDP/IP protocol stack. To this end, previous studies
have proposed that, while ignoring corruptions in packet payload,
only packets with errors in the headers should be dropped. In
this paper, we introduce a receiver-based scheme which uses the
history of a multimedia session to correct packet header errors
thereby improving the throughput of real-time applications over
wireless local area networks (LANs). The proposed scheme
is truly receiver-based and, therefore, does not require any
modifications to the source or any intermediate network node.
Only minor modifications are required to the protocol stack
of the multimedia receiver. Specifically, the proposed scheme
generates statistics based on the history of “critical” protocol
header fields for active multimedia sessions. These statistics are
in turn employed to (a) correct errors in the critical fields and (b)
determine if the relevant packets belong to the receiver’s session
of interest.

I. INTRODUCTION

Most of the contemporary communication channels incur
unpredictable and time-varying losses, such as congestion-
induced losses over the Internet and bit-error/mobility-induced
losses over wireless channels. This data loss is particularly
detrimental for real-time communications since their delay
constraints generally do not allow retransmission-based recov-
ery of lost packets. In particular, bandwidth-constrained and
error-prone wireless channels require multimedia applications
to exhibit enhanced resilience against errors and losses. In
order to provide such resilience, emerging multimedia (and
in particular video) standards (such as MPEG-4 and JVT)
have adopted a number of error-resilience and concealment
functions. These functions ensure that below a certain loss

threshold the distortion in the received multimedia is a contin-
uous/graceful and strictly monotonically decreasing function
of the number of losses. Hence, the distortion in multimedia
quality at the receiver can be substantially decreased by
reducing the amount of data loss.

Due to the error-prone nature of contemporary wireless
media, enhanced robustness is provided at the physical layer
of wireless protocol stacks. The physical layer cannot correct
some of the errors which in turn propagate to higher layers
of the protocol stack. These residue errors cause checksum
failures at higher layers and consequently lead to a significant
number of packet drops on a link employing a conventional
protocol stack, such as a UDP/IP/802.11-MAC protocol stack.
Previous studies [1]-[7] proposed to reduce packet drops by
extending partial protection which covered the headers, while
no protection was provided for the data payload. It was
demonstrated in these prior studies that relaying corrupted
data to the application (in conjunction with error correction)
can yield significant improvements in the multimedia quality.
However, supporting partial protection necessitates protocol
changes at the multimedia transmitter and/or intermediate
network nodes. In many realistic scenarios, modifications to
multimedia servers cannot be dictated by end-receivers. For
instance, public domain video web-casting is oblivious of the
end-link communication media and often identical multicast
sessions serve heterogeneous users with wired as well as
wireless end-links. Thus, transmitter modifications hampered
wide-spread deployment of previously suggested solutions.

In this paper, we propose a receiver-based approach to relay
corrupted packets to the multimedia applications over 802.11b
wireless LANs. To the best of the authors’ knowledge, this
work formulates the first attempt to render a methodology
which does not require any modifications to the multimedia
source and/or intermediate network nodes. In addition to
being truly receiver-based, our proposed methodology retains
the single most desirable property of previously proposed
methods, and that is, to relay packets with payload errors to
the application layer. Our technique uses statistics of correctly



received packets to estimate critical header information and
hence provides further improvement in the overall application
layer throughput. The receiver-based nature of the proposed
solution does introduce the notion of false positives, i.e., some
packets that do not belong to the multimedia application are
forwarded to it. However, we demonstrate that our methodol-
ogy can be tuned to significantly reduce or completely remove
the false positives.

We identify critical header fields (CHF) that are required by
a multimedia receiver to uniquely identify different multimedia
sessions. Our multimedia receiver maintains a CHF histogram
from previously received error-free packets i.e., the error-free
CHF history is used to compute the a priori probabilities of
CHF corresponding to different multimedia sessions. Thus, on
receiving a packet our multimedia receiver first checks it for
errors using the standard checksums operating at the UDP
and the 802.11b MAC layers. If the packet is error-free then
it is used to update the CHF histogram. If the packet has
errors then we apply the Bayes rule [8] on the CHF histogram
in order to ascertain the most-likely transmitted CHF for the
received packet. If the probability of the most-likely CHF is
greater than a certain threshold, then the packet is forwarded
to the application that corresponds to the most-likely CHF. We
evaluate a range of thresholds to adequately characterize the
performance of the proposed methodology.

We evaluate three variants of the above technique. Two of
the variants employ only local statistics, i.e., CHF statistics
of packets destined for the local receiver only. The local
statistics variants differ only in the level of attempted recovery
of corrupted packets (as explained later in the paper). The third
variant exploits the broadcast nature of wireless LANs and
maintains global statistics of all transmissions on the wireless
medium. We again emphasize that our proposed methodology
can introduce false positives in all three variants. However,
our results illustrate that the false positives can be significantly
reduced or completely eliminated by fine tuning the threshold.

The rest of the paper is organized as follows. Section II
elaborates our proposed technique for increased throughput
in detail. Section III explains the simulation setup that we
have employed to generate our results. Section IV shows
and interprets the results of all simulation runs. Section V
summarizes key conclusions of this paper.

II. METHODOLOGY

Due to the real-time nature of many multimedia applica-
tions, throughout this work we assume that UDP is used
as the transport layer protocol. We start by identifying the
fields in 802.11-MAC, IP and UDP headers that are critical
to our technique. We focus on fields that are not liable to
change throughout the duration of the transmission of a data
stream belonging to a particular session. From the 802.11-
MAC header it contains the destination MAC address, from
the IP header the source and destination IP addresses and
from the UDP header the source and destination ports. We
collectively refer to these fields as the critical header fields
(CHF).

At any time during the data transmission, the CHF for all
packets in a datagram stream will be unique and different from
those of all other datagram streams in the wireless network.
A multimedia receiver maintains a CHF histogram based on
the last N error-free packets that it receives. (Here, the term
error-free refers to packets that pass the frame check sequence
(FCS) at the 802.11 MAC layer.) Packets that fail the FCS
are called corrupted packets. The generation and maintenance
of the histogram can be based either on only the error-free
packets that were meant for the present receiver or, due to the
broadcast nature of wireless LANs, on the error-free packets
received for any node in the basic service set. In the former
case the histogram will be generated based on local packet
statistics only while in the latter case the histogram will be
based on global packet statistics. We propose and evaluate two
local statistics variants (LSVs), namely LSV-1 and LSV-2, and
one global statistics variant (GSV).

A. Description of the Proposed Methodology

Figure 1 outlines a generalized flowchart of all three variants
of the proposed technique. On receiving a packet, the receiver
checks the FCS. If the packet passes the FCS and if the
packet was destined for this receiver, it passes the packet up to
the application. Then it decides whether or not the histogram
should be updated with the CHF of the received packet. This
decision is dependent on the variant under consideration. If
the decision is affirmative, the histogram is updated and the
receiver returns to its initial state, else the receiver returns
directly to the initial state without updating the histogram.

Figure 1. Flowchart of the general methodology.

If the received packet fails the FCS then the receiver has
to decide whether it will attempt packet recovery or not. This



decision will again vary with respect to the different variants.
If the decision is affirmative, the receiver attempts packet
recovery by applying the Bayes rule [8] as follows.

Let W be the CHF in the received packet, and the set � =
{X1,X2, ...,Xn} be the set of all previously received CHF
of the last N packets used for updating the histogram; each
Xi ∈ � for 1 ≤ i ≤ n corresponds to a CHF. Therefore,
n⋃

i=1

Xi forms the set of all bins of the histogram. The Bayes

rule [8] is mathematically expressed as

P (Xi|W ) =
P (W |Xi) P (Xi)

n∑

j=1

P (W |Xj) P (Xj)
. (1)

The above expression gives us the probability that, given
that the received CHF is W , the actually transmitted CHF
was Xi. The a priori probabilities P (Xi) in (1) are derived
directly from the CHF histogram.

In order to compute the conditional probability terms,
P (W |Xi)’s, on the right hand side of (1), we assume a
memory-less channel with a fixed probability of bit-error.
The authors agree that based on previous wireless error and
loss modeling studies [9]-[14], the assumption of a memory-
less channel is somewhat unrealistic. However, a model with
memory can be employed only in conjunction with real-
time channel prediction and characterization. We are un-
aware of any current scheme capable of providing such side-
information. In the absence of good channel estimates, our
memory-less approach is the only viable option. Although our
proposed methodology relies on the memory-less premise, the
error traces that will be used for simulations later in this paper
were collected over an actual 802.11b network under realistic
settings. The memory-less assumption, hence, provides a lower
bound on the achievable performance. Moreover, we assume
that we are making a blind estimation and an a priori value of
instantaneous bit error probability is not available. Any knowl-
edge of a more accurate statistic would obviously improve the
performance. Thus, the performance curves presented in this
paper provide the minimum performance improvements that
can be achieved by the proposed methods.

Let the bit-error probability be represented by p. To cal-
culate the conditional probability, P (W |Xi), for a particular
Xi, we find out the Hamming distance between W and Xi.
The hamming distance will indicate the total number of bits
that are different between W and Xi. Now if we assume that
the different bits are in fact the bit-errors introduced by the
memory-less channel, then P (W |Xi) can be written as

P (W |Xi) = phd(W,Xi)(1 − p)L−hd(W,Xi), (2)

where L is the length of the CHF in bits and the function
hd (a, b) returns the Hamming distance between bit sequences
a and b. The expression given in (2) renders the probability
that Xi was the transmitted CHF which, due to channel bit-
errors, was received as W .

The Xi that gives the greatest conditional probability
P (Xi|W )represents the most-likely CHF of a received (cor-
rupted) packet. We refer to P (Xi|W )as the confidence level
that is associated with the most-likely choice of Xi. Let
Cthreshold be the minimum confidence level that is required
to establish that W is a distorted version of Xi. That is, if
P (Xi|W ) ≥ Cthreshold then the received (corrupted) CHF is
replaced with the most-likely CHF and the resulting packet is
passed up to the application.

Now that we have defined the generic methodology of
our proposed technique, we define the three variants that are
evaluated in this paper.

B. LSV-1: Correct All Packets Based on Local Packet Statistics

In the first variant, called LSV-1, the histogram is generated
from local packet statistics only, i.e., only error-free packets
destined for the “local” receiver are used for updating the his-
togram. When a corrupted packet is received, LSV-1 attempts
recovery regardless of any other considerations.

C. LSV-2 - Correct Selected Packets Based on Local Packet
Statistics

The second variant, called LSV-2, is similar to LSV-1 since
it also generates the histogram from local packet statistics only.
LSV-2 differs from LSV-1 in that it is more selective about
its choice of packets for which it attempts packet recovery.
When a corrupted packet is received, LSV-2 first reads the
destination MAC and destination IP addresses. If either or
both of them turn out to be the receiver’s own, it proceeds with
packet recovery. If both the destination MAC and destination
IP addresses are not of the local receiver then the packet is
discarded.

D. GSV - Correct All Packets Based on Global Packet Statis-
tics

Unlike the first two variants, the GSV variant exploits
the broadcast nature of wireless LANs and the histogram
is generated from global packet statistics, i.e. all error-free
packets that are picked up by the receiver whether or not
they are destined for this particular receiver. (For unencrypted
channels, Global statistics can be easily achieved by operating
a wireless card in promiscuous mode.) When a corrupted
packet is received, the receiver attempts recovery irrespective
of any other considerations.

The three variants described above differ in the number of
corrupted frames that they attempt to partially correct and
the size of the packet history that is maintained by them.
These factors directly impact the memory requirements and
computational load of these variants.

III. SIMULATION SETUP

To simulate the wireless channel we used the 802.11b
wireless bit-error traces of [6] and [7]. For our simulation
setup, we assumed the 80.11b network [15], [16] outlined
in Figure 2. Our setup consisted of six video servers with
IP addresses of well-known multimedia web servers. We



simulated three wireless receivers that are associated with the
same wireless access point. Each server streamed a unicast
video stream to one of the wireless receivers. Hence, there
were a total of six video streams that were divided equally
among the receivers (two streams per receiver). The video
streams were compressed using the H.264/JVT standard [17]
such that the streams had the same source bitrate. Distinct
transport layer ports were used for each stream at the receivers.
Each transmitted packet is corrupted using the bit-error traces
thereby simulating traffic at 2, 5.5 and 11 Mbps.

Figure 2. Simulation setup for evaluation of LSV-1, LSV-2 and GSV.

We performed simulations for LSV-1, LSV-2 and GSV with
Cthreshold ranging between 0.5 ≤ Cthreshold ≤ 0.99 at a
resolution of 0.01. All three variants were tested for each of
the three data rates supported by the 802.11b standard [15],
[16], i.e. 2, 5.5 and 11 Mbps. We assumed a fixed bit-error-
rate of p = 0.1, and a history size of N = 300 was employed
for all three variants. A packet size of 512 bytes (excluding
UDP, IP and MAC headers) wass used for all the simulations.
All results reported in this paper were observed at wireless
receiver 1. Since the bit-error traces were actually generated
at a single receiver [6], similar results are expected at the
remaining receivers.

IV. RESULTS

In this section we evaluate the performances of LSV-1, LSV-
2 and GSV at data rates of 2, 5.5 and 11 Mbps.

A. Performance at 2 Mbps

Figure 3 depicts the performances of LSV-1, LSV-2 and
GSV for a range of thresholds at the 2 Mbps data rate. It is
clear that the error-rate at 2 Mbps is quite low. This is shown
by the “error-free packets received” plot in Figure 3. Since
more than 90% of the packets are received without any errors,

the performance evaluation reduces to the remaining 10%
corrupted packets. It can be easily observed from the “correct
application layer throughput”1 plot that all three variants (LSV-
1, LSV-2 and GSV) recover most of the corrupted packets.
Note, however, that the false positive rate of LSV-1 is relatively
higher than LSV-2 and GSV. This is not surprising since
LSV-1 attempts recovery without checking if the packet is
actually transmitted for the local receiver. The false positive
rate of LSV-2 and GSV is almost zero at all thresholds.
Again, this result is rather unsurprising since both LSV-2
and GSV attempt recovery only for packet that were meant
to be received at wireless receiver 1. We deduce that, while
keeping the overall (correct throughput and false positives)
performance under consideration, LSV-1 does not provide
satisfactory performance at low thresholds. So in order to
effectively deploy LSV-1 in a practical setting, it is important
to use a high threshold value. However, LSV-2 and GSV render
excellent performance at all thresholds.

Figure 3. Performances of LSV-1, LSV-2 and GSV at 2 Mbps.

B. Performance at 5.5 Mbps

The performances of LSV-1, LSV-2 and GSV at 5.5 Mbps
are outlined in Figure 4. It can be seen that the percentage
of error-free packets drops significantly in this case (approx-
imately 70%) as opposed to 90% for the 2 Mbps case. The
“correct application throughput” is almost 100% for all three
variants. The false positives for LSV-1 are very high at low
thresholds while LSV-2 and GSV provide negligible false
positives at all thresholds. Hence, the deductions from the 2
Mbps case hold true at 5.5 Mbps as well.

1Here, correct application layer throughput implies packets that were sent
for wireless receiver 1 and received by the application layer of wireless
receiver 1. While this “correct” throughput may include packets with corrupted
data, the decision to retain or drop these packets will be taken by the respective
application.



Figure 4. Performances of LSV-1, LSV-2 and GSV at 5.5 Mbps.

C. Performance at 11 Mbps

Finally, in Figure 5 we evaluate the performance of the
three proposed variants at 11 Mbps. As expected, due to
the high error-rate at 11 Mbps, the percentage of error-free
packets (≈ 35%) is even lower than the 5.5 Mbps case. One
important result that should be highlighted in Figure 5 is that
the “correct application layer throughput” for LSV-2 is slightly
lower than LSV-1 and GSV. This is easily explained by the
inherent characteristic that distinguishes LSV-2 from LSV-1
and GSV, and that is, LSV-2 only attempts recovery when
either the destination MAC or the destination IP address is
not corrupted. On the extremely error-prone 11 Mbps channel,
both MAC and IP address fields are simultaneously corrupted
by errors at many occasions and that is why LSV-2 fails to
perform as well as LSV-1 and GSV. The false positive rate
for LSV-1 is very high at 11 Mbps and renders it virtually
ineffective at low thresholds. The GSV provides very good
performance by providing almost 100% correct throughput in
conjunction with very low false positives.

Based on the above simulation results, it can be concluded
that the GSV approach provides the best overall performance
at all data rates by providing almost 100% correct recovery,
while maintaining a very low false positive rate over a wide
range of threshold values.

V. CONCLUSIONS

In this paper, we proposed a receiver-based methodology to
improve throughput of multimedia applications over 802.11b
wireless LANs. We evaluated three variants of the proposed
technique, namely LSV-1, LSV-2 and GSV. We concluded
that LSV-1 has a very high false alarm rate and can only
be employed in conjunction with carefully selected receiver
thresholds. We also demonstrated that LSV-2 provides very
good overall performance at low data rates but renders lower
throughput than LSV-1 and GSV at high data rates. While
keeping both false positives and throughput under considera-
tion, GSV provides the best performance at all data rates.

Figure 5. Performances of LSV-1, LSV-2 and GSV at 11 Mbps.
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