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ABSTRACT

Interactive communications among nodes in Vehicular Ad
Hoc Networks (VANET) and the safety-oriented nature of
many VANET applications necessitate a robust security
framework. An active worm over VANET can, in addition to
the well-known threats to information confidentiality, integ-
rity and service availability, pose a whole new class of traffic-
related threats (ranging from congestion to large-scale acci-
dents). This paper investigates the parameters governing the
spread of active worms over VANET. To thisend, we first de-
fine the average effective distance between two VANET ve-
hicles using parameters of freeway traffic (such as velocity,
time lag, number of lanes and traffic density). This effective
distance measure is then used to describe the behavior of a
VANET link as a log-norma shadow fading channel. The
channel model is employed to define the VANET topology as
a geometric random graph. We derive an analytic expression
describing the average node degree of the VANET graph. The
spread of aworm over VANET is modeled using a stochastic
model of infectious diseases, namely the standard Suscepti-
ble, Infected, Removed (SIR) epidemic model. We run the sto-
chastic SIR epidemic model on the VANET graph. For both
congested and low-density traffic scenarios, we derive expres-
sions for the rate of worm spread as a function of the average
degree of the graph and the patching process. Analysisis pro-
vided for: 1) preemptive patching, where the number of
patched VANET nodes remains constant; 2) interactive patch-
ing, where real-time patching is performed during a worm
outbreak. We demonstrate that the latter can effectively curb
the spread of a VANET worm in both congested and low-
density traffic scenarios.

1. INTRODUCTION

The ease of deployment and inherently scalable
nature of wireless ad hoc networks makes them a
natural choice for vehicle-to-vehicle and roadside-
to-vehicle communications in vehicular networks.
With a vision to “increase traveler safety, reduce
fuel consumption and pollution, and continue to
advance the nations economy” [1], the Federa
Communications Commission (FCC) has recently
dlocated 75 MHz of spectrum at 5.9 GHz for
Dedicated Short-Range Communications (DSRC)
[1], [2], [3]. A wide spectrum of services, includ-
ing yet not limited to safety applications, rea-time
traffic management, traveler information, on-the-
road entertainment and mobile Internet access, will

be offered by the DSRC Vehicular Ad Hoc Net-
works (VANET).

Mobile ad hoc networks have received consider-
able research attention during the last decade.
However, the high data rates of VANET network
traffic, the critical nature of VANET safety appli-
cations, time-varying vehicle densities, one-
dimensiondity of real-life traffic movements and
high speeds of freeway vehicles distinguish the de-
sign of VANET from other forms of ad hoc net-
works. In view of these design considerations, re-
search at different layers of the protocol stack is
being conducted to build a robust, scalable and se-
cure DSRC system [2]{9].

Active computer worms, which spread over a net-
work without human intervention, have recently
emerged as one of the most imminent and effec-
tive threats against information confidentiality, in-
tegrity and service availability. An active worm
over VANET can, in addition to the well-known
threats, pose a whole new class of traffic-related
threats ranging from congestion to large-scale ac-
cidents. Design of secure VANET applications can
benefit from a thorough understanding of the
spread of computer worms over a typica
VANET™.

This paper investigates the parameters governing
the spread of active worms over VANET. To this
end, we define an average effective distance be-
tween two VANET vehicles using parameters of
freeway traffic (such as velocity, time lag, number
of lanes and traffic density) [10]. This effective
distance measure is then used to describe the
behavior of a VANET link as a log-normal
shadow fading channel [11]. The shadow fading
channel model is employed to define the VANET
topology as a geometric random graph [12]. We
derive an analytic expression describing the

! Studies of the spread of Internet worms [13]-{17] have ascertained
the efficacy of such analysis in identifying vulnerabilities, under-
standing threats and designing effective countermeasures.



analytic expression describing the average node
degree of the VANET graph. The spread of a
worm over VANET is modeled using a stochastic
model of infectious diseases, namely the standard
Susceptible, Infected, Removed (SIR) epidemic
model [18]-20]. We run the stochastic SIR epi-
demic model on the geometric random VANET
graph. For both congested and low-density traffic
scenarios, we derive expressions for the rate of
worm spread as a function of the average degree of
the graph and the rate at which VANET nodes are
being patched. Analysis is provided for two cases
of worm spread: 1) preemptive patching, where
the number of patched VANET nodes remains
constant; 2) interactive patching, where rea-time
patching is performed during aworm outbreak.

The rest of this paper is organized as follows. Sec-
tion 2 develops aredistic VANET channel model.
Section 3 defines the VANET topology as a geo-
metric random graph and derives the average node
degree of the VANET graph. The SIR epidemic
model is applied to the graph in Section 4 and
simulation results are discussed. Section 5 summa-
rizes key conclusions of this work.

2. VANET CHANNEL MODEL

Anayzing the spread of active worms over
VANET requires sound and realistic models for
the level of connectivity, form of topology, and
underlying wireless channels among VANET
nodes. In this section we define a realistic channel
model for VANET which takes into account free-
way traffic parameters, such as velocity, time lag,
number of lanes and traffic density. These parame-
ters are in turn plugged into a log-normal shadow
fading model to describe the probability of a link
between two VANET nodes. This link probability
is then used to provide a measure for the level of
connectivity among VANET nodes.

2.1 Traffic Density

Ad hoc networking studies typically assume a rec-
tangular area on which mobile nodes are placed
according to some probability distribution. The
time-varying traffic densities, high speeds of free-
way vehicles and one-dimensionality of real-life
traffic movements stipulate a different distribution
for VANET nodes. From a high-level traffic den-
sity (vehicles’km) perspective, freeway traffic can
be broadly classified as either low-density or con-
gested [10].

In the case of alow traffic density, vehicles gener-
aly travel a a speed which is close to (and
bounded by) a certain speed limit restriction, a
phenomenon known as “free speed” in traffic flow
models [10]. Since on average all vehicles will be
traveling at (or around) the speed limit, a uniform
(low) traffic density can be assumed here. On the
contrary, congested vehicles move in a “bumper-
to-bumper” manner with very high traffic densi-
ties. Nevertheless, the (high) traffic density can
again be characterized as being uniform and ap-
proaching the maximum traffic density with in-
crease in congestion. Hence, throughout this paper
we assume a uniform traffic density, p,, where

large values of this variable represent congestion
and small values represent low traffic densities.

2.2 Average Effective Vehicle Distance
The Fleetnet group defined the average distance

between two vehicles as [21]
v, T

d, =4 1

=2 M

where, v, isthe average velocity of vehicles;

is the average time lag between two vehicles
(sometimes referred to as time headway); and L is
the number of lanesin the freeway

We use this definition of effective distance for our
derivations later in the paper. In addition to the ve-
locity and time parameters, this definition intro-
duces the number of lanesin the distance measure.
Hence, this definition captures the fact that the av-
erage distance between vehicles decreases with an
increase in the number of lanes, i.e., more lanes al-
low vehiclesto approach free speed.

2.3 Channel Model

Most ad hoc networking studies define the topol-
ogy by connecting nodes that are within a certain
threshold distance of each other (see references of
[22], [23]). Such a geometric construction does not
take the effect of interference and transmis-
sion/reception power into consideration. VANET
nodes may have varying number and types of
transmit/receive  antennas. Similarly, signa
strength between VANET nodes is largely de-
pendent on weather conditions and roadside struc-
tures (e.g., trees, mountains, buildings etc.) A real-
istic VANET channel model should therefore have
a (deterministic) average effective distance com-



ponent and a (random) fading/interference compo-
nent.

In order to simultaneoudly capture distance and
fading based attenuations, we employ alog-normal
shadow fading model [11] to define the probability
of a link between two VANET nodes. Previous
studies (see for example [22] and [23]) have illus-
trated the efficacy of this channel model in defin-
ing ad hoc network topologies.

2.3.1 Log-normal Shadow Fading Model
Consider two VANET nodes » and v at an aver-
age effective distance d, from each other, where
d, is defined in (1). The signa attenuation in

a

decibels (dB) isthen expressed as

B(u,v) = 10log[ ]dB
j

where p, and p, represent the transmitted and re-

ceived powers, and p, < p,. These powers are in

turn a function of the number and types of trans-
mit/receive antennas installed on the VANET
nodes, the distance between them, and the overall
environment surrounding these nodes.

In a shadow fading environment, [ (u,v) com-
prises of two additive components[11],

B (u,v) = 6 (u,v)+ By .

The first component is a deterministic distance de-
pendent variable defined as

By (u,v) = al0log (d (u, v)) dB,

where « is a path loss exponent that depends on
the environment (generally 2 < a < 5). Using the
average effective distance described in (1) we ob-
tain

By (u,v) = B, = al0log(d, ) = al0 log[v;j-] )

which gives an on average (distance-dependent)
signal attenuation in afreeway VANET.

The second component, 3,, captures the fading
effects and is defined as a normal random variable
with zero mean and variance o2,

2
exp [— ﬁ] ()

()=

Nodes « and v have abi-directional link between
them if the received signal power, p,, is greater

than or equal to a certain threshold power p, ;, .
2.3.2 Link between Two VANET Nodes
Given areceiver sensitivity, p, > p, ,,, alink ex-

ists between nodes u and v if (3(u,v)<pg,,
where the threshold attenuation is

By, = 10log dB

pnth
Thus, the probability a link between nodes « and
v is

Pr {link between v and v} = Pr{8(u,v) < 8, }

ﬂf,h _ﬁa, ]- /62
= €exX 13
f_oo N2mo P [ 20> ] 2

Let 2 = 2 which gives dj3, = 20dr and the
f 20
upper integral limit becomes z = ﬁt}i@ B . Using
g

x asthe variable of integration and employing the
average effective distance from (1) yields a prob-
ability of link between two nodes as

th / a

Diink: _f «/—0 %exp( )dm

Symmetry of the normal distribution gives

Bin—Ba
- V20
2 + f()

Expressing the probability using the error function
and plugging in the value of 3, from (2), we get

% exp (—a:2 ) dz .

Piink, =

1 By, — al0log (vaT/L)

1 + —erf
2o

513 (4)

DPiink =

The above expression defines the (on average)
probability that a link exists between two nodes
using freeway VANET parameters (v,, = and
L), fading effects (o) and receiver characteris-
tics’ (5, ). Thelink probabilities for different val-

ues of velocity and a 10 dB perturbation in thresh-

2 The threshold attenuation (B,,) can be related to the percentage

(circular) transmission range using a closed-form solution given in
[11] (pg. 141-143).
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Figure 1. Probability of alink between two VANET nodesfor different values of aver age velocity.

old attenuation are shown in Figure 1. The number
of freeway lanes, time lag between vehicles and
the path loss exponent are kept constant; L =2,
7 =25 secondsand o = 2.

It is clear from Figure 1 that the link probability is
maximum when the vehicles are not moving
(v, = 0) which represents a congestion on the

freeway. In this case, the effective distance be-
tween vehicles reduces to zero and two nodes es-
tablish a link with probability one. As the average
velocity starts increasing, the probability of a link
between two nodes starts decreasing. This substan-
tiates the fact that quality of a link between vehi-
clesis afunction of the velocity at which they are
traveling. This result is congruent with [24] and
[25] which show that if the sender and receiver are
within transmission range of each other then the
throughput decreases due to channel interference
and contention. In other words, mobility increases
the capacity of ad hoc networks only when there
are multiple hops between the sender and receiver.

The probability of link between mobile vehicles
should aso be a function of the transmis-
sion/reception range of the vehicles, which is cap-
tured by the threshold attenuation component of
the model. It can be observed that alarger value of
threshold attenuation alows a higher link prob-
ability at al velocities. For a fading coefficient of
c=4 dB and a threshold attenuation of
By, = 40 dB, there is a non-negligible link prob-

ability even at a high velocity of 120 km/hr.

At this point the (on-average) probability of link
has been defined for a VANET. The graph-
theoretic interpretation of the stochastic SIR epi-
demic model requires that the average number of
neighbors for each node is identified [18]. There-
fore, we derive the average degree of a VANET
graph in the following section.

3. VANET TOPOLOGY AND AVERAGE
DEGREE

Previous studies have extensively analyzed the
connectivity and minimum node degree properties
of ad hoc networks (see [22], [23] and their refer-
ences). For the purpose of analyzing the spread of
worms over VANET, we focus on the “average
node degree” of an underlying VANET channdl.
The derivation of an average node degree aso
yields the probability that a VANET node has &
neighbors for two different traffic scenarios: 1)
low-density and 2) congested (high density) traffic.
It was emphasized in Section 2.1 that for both low
and very high traffic densities, vehicles on a free-
way can be considered as uniformly distributed
over a unit region (e.g., a km). The uniform vehi-
cle density, p,, then gives the average number of

vehicles per unit region. Let the event that a
VANET node has alink with £ of thetotal p, —1

vehicles in the unit region be denoted by A (k).
The (on average) probability of A (k) is
Pa — 1

Pr{A(k)} = [ "

(lek )k (1 — Piink )f’a o (5)
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Figure 2. Average degreeof a VANET graph in (a) congested and (b) low-density traffic scenarios.

The average degree of each node then becomes,
d(wg = (pu - 1) Piink -
Using the value of pj;,,,. from (4), we get

1

By, — al0log|v,7/L
d :§(pa—1)1+erf " ( /)

V2o

avg

(6)
The above expression is intuitively convincing
since it shows that the average node degree is de-
termined by the average traffic density, the trans-
mitted and received powers (3, ), the effective

distance between the vehicles and the variance of
the fading coefficient. As mentioned above, the
B, parameter is dependent on the number and

types of antennas installed on the transmitter and
receiver VANET nodes and the environment sur-
rounding these nodes. Further, the effective dis-
tance is a function of the velocity and time lag of
the vehicles, and the number of freeway lanes. The
two traffic density scenarios under consideration
are low-density and congested.

For congested traffic, p, —1 will take large values

and therefore (5) can be approximated by a Pois-
son distribution as

(pa B 1>k (pl’mk )k
k!

e(l—ﬂa)(mnk)

(7)

Pr{A(k)} = [

12

10r

avg

- ,Bth:28

20

5,0a ( Uehz'lcoles/km) ®

(b) Low-density traffic, v, = 100 km/hr

Note that the average degree is dtill the same as
given in (6). Hence, while (5) and (7) give the
probability that a VANET node has & neighbors
in low-density and congested scenarios, the ex-
pression for average node degree remains unal-
tered.

3.1 Simulation Results

The average node degree for a VANET in con-
gested and low-density traffic scenarios is shown
in Figure 2. As explained earlier, the average ve-
locity of freeway vehicles decreases with an in-
crease in traffic congestion whereas a low-density
of traffic allows vehicles to travel at “free speed”.
Thus, for the results in Figure 2 we used an aver-
age velocity of 15 km/hr and 100 knmvhr for the
congested traffic and low-density scenarios. The
time lag, number of lanes, path loss coefficient and
fading coefficient are fixed; L =2, 7=5 sec-
onds, « =2 and o =4.

It isclear from Figure 2 () that, since the effective
distance between vehicles decreases in congestion,
the average degree of the VANET graph increases
with an increase in the traffic density. The second
parameter governing the average degree is the
threshold attenuation; larger 3, implies a larger

average degree for the same traffic density. It can
be seen that, for 500 vehicles’km and a threshold
attenuation of 32 dB, a congested VANET nodeis
on-average connected to about 60% of other vehi-
clesin the unit region.

The characteristics of very low-density traffic
(Figure 2 (b)) are somewhat different from the

8t - ’B thf:4g



congested scenario. It is intuitively obvious that if
there is only one vehicle per unit region then the
degree should be zero (assuming that the transmis-
sion range is not large enough to contact vehicles
in the next unit region). Nevertheless, even for
low-density traffic, the average degree increases
with an increase in traffic density. However, to
achieve the same (60%) level of connectivity asin
Figure 2 (@), for the 20 vehicleskm traffic density
athreshold attenuation of 49 dB is required, as op-
posed to 32dB for the congested case.

The average node degree expression of the
VANET topology is now used in the stochastic
SIR epidemic model to characterize the spread of
an active worm over VANET.

4. VANET WORM SPREAD MODEL

The last few years have witnessed a dramatic in-
crease in malicious network traffic. Computer
worms and viruses have repeatedly revealed the
susceptibility of Internet hosts to malicious intru-
sions. In particular, the automated self-propagating
nature of active worms allows them to compro-
mise vulnerable hosts at an extremely fast pace
thereby eluding human countermeasures. There-
fore, there has been a recent interest to understand
the anatomy and spread dynamics of Internet
worms [13]-{17]. This analysis facilitates the iden-
tification of vulnerabilities, understanding of
threats and design of effective countermeasures.

A worm over VANET can compromise safety ap-
plications and hence can, in addition to other well-
known threats, cause a new class of traffic-related
threats, ranging from traffic congestion to large-
scale accidents. It is therefore imperative that
VANET applications, and in particular safety ap-
plications, are robust against computer worms.
Design of these applications can benefit from a
thorough understanding of the active worm spread
patterns over VANET.

In this section, we employ the stochastic standard
Susceptible, Infectious, Removed (9 R) mode
[18]-{20] from the spread of infectious diseases to
model active worms over VANET. Some previous
studies have described the spread of Internet
worms using epidemic models, see for example
Kephart et al. [13] and Zou et al. [16]. However,
both these studies use deterministic epidemic
models and we argue that the spread of worms
over VANET isinherently stochastic in nature be-

cause: (1) deterministic models operate on the
premise of mass action (relying on the law of large
numbers) whereas the community size in VANET
is ascertained by the traffic density and may not
follow the law of large numbers; and (2) some
VANET nodes might have been
patched/immunized which necessitates that there
be a probability associated with infection trans-
mission, rather than stating certainly whether or
not an infection transmission will occur. In view of
the above considerations, recent studies on the
spread of Internet worms are also adopting the sto-
chastic modeling approach (see Chen et al. and
Garetto et al. [17].)

4.1 The Stochastic Standard SIR Epi-
demic Model for VANET

An individua (i.e., avehicle in the VANET case)
can be in one of three possible states: Susceptible,
Infected or Removed. Assume that in a population
with a traffic density of N vehicles/unit region,
there are initially n susceptible and m infectious
vehicles (N =n + m). The infectious period of
an infected vehicle is an exponentia distribution,
I, with rate ~, i.e, once infected a vehicle re-

mains in the infected state for a mean time of %

after which it trangits to the removed state. During
its infectious period, an infected node makes con-
tacts with a given vehicle according to a time ho-
mogeneous Poisson process, C', with rate A, i.e,
an infected vehicle makes A contacts with another
(given) VANET node in one infectious period (A
infectious contacts/infectious period). We hence-
forth refer to C' asthe infection process. Thus, the
time between contacts is exponentially distributed

with mean %\ If the contacted vehicleis till sus-

ceptible then it becomes infectious and immedi-
ately starts spreading the worm. An infected node
after the end of its infectious period becomes re-
moved and plays no further part in the worm
spread. From a VANET perspective, a removed
vehicle has either been patched or is no longer a
part of the VANET. The spread of the worm
ceases when there are no infected vehicles left in
the population. The SIR model [20] defines all
Poisson processes to be independent of each other;
they are also independent of the infectious period.



4.2 TheSIR Epidemic Model on the Ran-

dom VANET Graph

We apply the standard stochastic SIR model on the
random geometric VANET graph whose average
degree was computed in Section 3. Generdly, a
worm attains its peak spread rate during the initial
stages. Hence, in this paper we focus on quantify-
ing the rate of infection in the initial stages of the
worm spread. To this end, we define a measure,
referred to as the spread factor?, which is the aver-
age number of infections (spread by a newly in-
fected vehicle) normalized by the total size of the
population. Mathematically,

E{infections spread by an infected node}
N

where, E{.} denotes an expectation operation,
and as before N is the total size of the VANET
population (i.e., susceptible + infected). Thus, the
spread factor gives a normalized average number
of vehicles that will be infected by a given (infec-
tious) vehicle during its infectious period.

We focus our attention on two worm spread sce-
narios:

1. Preemptive Patching, where afixed number of
nodes, 1, have been patched before the start

of the worm outbreak. This is a typica Inter-
net environment where a security vulnerability
is generally discovered and publicly an-
nounced by a digital security firm, such as
eEye [26], TrueSecure [27], CVE [28] etc. A
patch is also released for this vulnerability. A
worm exploiting the announced vulnerability
typically starts spreading after the release of
the patch and can infect only those systems
that are still unpatched (i.e., susceptible).

2. Interactive Patching, where vehicles are being
patched in real-time while the worm is spread-
ing. In this case, we model the patching proc-
ess as a homogeneous Poisson process with
patching rate 7 .

spread fator =

% The definition of spread factor is closely related to the basic repro-
duction number which is used extensively in epidemic literature.
While the spread factor does not have the asymptotic properties of
the basic reproduction number, it renders a normalized (on-average)
measure to quantify the rate of infection without any assumption
about the susceptible population size.

Before proceeding, we derive the spread factor of
a specia case of the “preemptive” and “interac-
tive” worm outbreaks.

4.3 Spread Factor of a Novel Worm

We consider the special case where the worm is
exploiting a novel (unknown) security vulnerabil-
ity and therefore vehicles are neither initialy
patched nor being patched in rea-time, i.e, the
case where ;=0 for preemptive patching and
n = 0 for interactive patching.

Since a susceptible vehicle is infected the first
time it is contacted by an infected vehicle, the
worm spreading Poisson process, C', can be
thought of as the time it takes for an infected vehi-
cle to make the first contact with a given suscepti-
ble vehicle. As explained before, the mean time
between contacts is exponentially distributed with

mean %\ Let us denote this exponential random

variable, which captures the time taken for the first
contact as C . Thus, the expected value of this ex-
ponentia random variable is %\ . In other words,

C isan exponential random variable, which is de-
rived from C', and hasinfection rate .

A given susceptible is infected if only if it is con-
tacted by an infected vehicle before the end of the
infectious period. Let us express the probability of
this event (i.e., the probability of infection spread)
as

Pr{@v <I } = Pr{time for first contact<infection period}
= Pr{infection spread}

Recall that the contact process, C', and infectious

periods process, I, are independent of each other.

For two independent exponentially distributed

random variables, the above probability is the
probability of competing exponentials,

~ A
Pr {infection spread} = PriC <[} =——
{ pread) = Pr{0 <1} = " (g)
From (6) we know the average number of nodes,
d ., connected with an (infected) VANET node.

avg

Thus, an infected VANET node will infect each of
its d neighbors  with probability

avg
Pr {infection spread}. Employing the average
traffic density p, as the total population, the
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Figure 3. Spread factor of an activeworm over a VANET with preemptive patching.

spread factor for novel vulnerability, S,,,.;, can
be expressed as,
1{ A
Spovet =—|—— d(m(
novel o, [ \ +’Y] wg (9)

In the following sections, we provide smple ex-
tensions of the novel spread factor expression
given in (9) for the genera cases of preemptive
and interactive patching.

4.4 Preemptive Patching

In the preemptive patching scenario, the number of
patched vehicles is a non-negative number,
1> 0. Thus, the probability of infection spread

is,
Pr{infection spread}

(time for first contact<infection period)
=Pr
() (node is unpatched)

Let the two events be independent of each other.
Since v vehicles out of a population of p, —1
vehicles are patched, the probability of an un-
patched vehicleis

Pr{node is unpatched} =1 — H ! (20

a

The spread factor for a worm exploiting a known
vulnerability, S can then be expressed as

preemptive

S preemptive = Snover PT {node is unpatched}
Plugging in values from (6), (9) and (10) yields,

s =355

preemptive 9 0, A + v

(11)
By, — al0log (var/L)

20

1+ erf

which is the spread factor of a known worm over
VANET. Comparison with (9) readily outlines
that, as expected, using ¢ =0 in (11) gives the
spread factor of anovel worm over VANET.

4.4.1 Smulation Results

Figure 3 illustrates the spread factor for the pre-
emptive patching case in congested and low-
density traffic scenarios. All other parameters are
fixed; L=2, =5 seconds, « =2, 0 =4 dB,
By, =150 dB and v =1 is used as a normalized
time unit.

It is evident from Figure 3 that, in accordance with
the level of preemptive patching, a certain number
of nodes are immune to the spread of the worm.
The spread factor therefore never reaches one.
However, due to the high average degree in con-
gested scenarios, for al levels of preemptive
patching the worm spreads extremely quickly in
the susceptible (unpatched) population (see Figure
3 (a)). For example, in al three cases shown in
Figure 3 (a) more than 90 % of the “susceptible”
vehicles in the unit region are compromised by a
worm with ainfection rate (A ) aslow as0.1.

Figure 3 (b) shows that the worm outbreak in the
“susceptible” population is much more controlled
for low-density traffic due to the smaller average



degree as compared to the congested scenario. A
moments thought substantiates the intuition of this
result; worm spread is dower since, in the low-
density case, each VANET node has (on average)
lesser number of neighbors as compared to the
congested case. A small average degree ensures
that some infected nodes are completdy sur-
rounded by patched neighbors thereby mitigating
the propagation of infection in certain graph seg-
ments. Thus in the low traffic density case, even
for a very small number of preemptively patched
nodes, such as 5%, a very high infection rate is re-
quired by a worm to compromise all the VANET
nodes in the unit region.

4.5 Interactive Patching

Now we consider the case where vehicles are
patched in real-time while the worm is spreading.
These patches can be downloaded into the
VANET nodes using roadside-to-vehicle commu-
nications. We model the patching process as a
time-homogeneous Poisson process, T', which, for
a given infectious period’, contacts a vehicle with
rate n , i.e., the patching process contacts a vehicle

n timesin one infectious period (n patching con-

tactg/infectious period). A susceptible vehicle is
patched the first time it is contacted by the patch-
ing process. Thus, the patching Poisson process
can be thought of as the time it takes to patch a
given susceptible. Since the time between patching
contacts in exponentially distributed, on average

the time for the first contact is % . Let us repre-
sent this exponential random variable as 7', which
captures the time taken for the first contact by the
patching process. Since the mean time is % , the

rate of T isgiven by n, and we refer to it as the
patching rate. The probability of an unpatched
(susceptible) node is given by,

Pr{node is unpatched} = Pr{@ < T}

= Pr{time for first infection<time for first patch}

Assuming that the patching and infection proc-

esses are independent, we get

Pr{node is unpatched} = Pr {6’ < T} _ A
A+1n

# Infectious period is used as aunit of time here in order to draw afair
comparison with the infection spread process, C .

The spread factor for interactive patching,

Sinteractive » CAN NENCe be written as
-1
Sinteract :l[ A [ A ] Pa ]X
200X+ p, (12)
By, — al0log (’l}aT/L)
1+ erf
V20

It can be observed that the new term, involving 7,

introduced in the above expression signifies the in-
terplay between the patching and infection proc-
€SSesS.

45.1 Smulation Results

Figure 4 outlines the interplay between ared-time
patching process and the infection process for
congested and low-density traffic scenarios. All
other parameters are fixed with same values as
Section 4.4.1. It is clear from Figure 4 (@) that, due
to the high average degree of the VANET graph in
congested scenarios, the patching rate plays a cru-
cial role in curbing a worm outbreak. For instance,
in the case of a very low patching rate n = 0.2%,

100% of the nodes are infected quite rapidly even
for very low infection rates. Nevertheless, as the
patching rate increases, the spread of the worm is
mitigated quite effectively, for example, in the
case of n = 75% and the highest possible infec-

tion rate, less than 60% of the susceptible nodes
are eventualy infected. The spread factor for the
low-density traffic (see Figure 4 (b)) is even
smaller than the congested scenario for all values
of n. For a patching rate of n = 32%, approxi-
mately 30% of the population does not contract the
infection.

5. CONCLUSIONS

In this paper, we defined alog-normal shadow fad-
ing VANET channel model using freeway traffic
parameters. This model was employed to define
the VANET topology as a geometric random
graph. Average degree of the graph was computed
for low-density and congested traffic scenarios.
The SIR epidemic model was then applied to
evaluate a worm outbreak over the VANET graph.
Two scenarios which curb the worm outbreak
were anayzed: preemptive patching and interac-
tive patching. We conclude that in preemptive
patching, although some vehicles are patched be-
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Figure4. Spread factor of an activeworm over VANET with interactive patching.

fore the start of the outbreak, during traffic con-
gestion al the susceptible vehicles can be com-
promised very rapidly. Due to the smaller average
degree of the VANET graph in low-density sce-
narios, the worm spread rate for the preemptive
caseislower as compared to the congested case. A
worm with a high spread rate can however com-
promise all the susceptible population. Moreover
we deduce that interactive patching, in both con-
gested and low-density traffic scenarios, can very
effectively curb the spread of aVANET worm.
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