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ABSTRACT

Errors introduced by a wireless medium are more frequent and
profound than contemporary wired media. Some of these errors,
which are not corrected by the physical layer, result in Medium
Access Control (MAC) layer hit errors and packet losses. Design
of wireless protocols and applications can benefit substantially
from a thorough understanding of these MAC layer impairments.
This paper evaluates and proposes Markov-based stochastic
chains to model the 802.11b MAC-to-MAC channel behavior for
both bit errors and packet losses. We introduce an Entropy Nor-
malized Kullback-Leibler measure to evaluate the performance of
existing and new bit error and packet loss models. Based on the
proposed measure, and contrary to recent results for mobile net-
works, we demonstrate that the traditional two-state Markov chain
provides a very suitable model for the 802.11b MAC-to-MAC
packet loss process. However, this smple model is not adequate
for bit errors observed a the MAC layer of wireless local area
networks. Consequently, we evaluate three other Markov-based
chains for modeling these errors: full-state, hidden, and hierarchi-
cal Markov chains. Among these chains, weillustrate that the full-
state Markov bit error model, evaluated under a wide range of or-
der values, renders the best performance.

Categories and Subject Descriptors
C.21 [Network Architecture and Design]:
Communication.

Wireless

General Terms
M easurement, Performance, Experimentation, Theory.

Keywords
802.11b Networks, MAC-to-MAC, Markov-based Modeling, In-
formation Theoretic Evaluation.

1. INTRODUCTION

Wireless networks suffer from frequent errors and losses due to
their vulnerability to interference and transmission medium deg-
radation. In view of these impairments, real-time applications,
which can inherently tolerate a certain level of errors and losses,
targeted for wireless networks are introducing enhanced error re-
silience, e.g., slicesin VT, and reversible variable length coding
in MPEG-4. In addition, cross-layer protocol schemes have been
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proposed recently to fully exploit the error resilience features [1],
[2], [3]. Design of these protocols and applications requires a
thorough understanding of the bit error and packet loss patterns
encountered at and above the MAC layer of the wireless protocol
stack.

Generally, statistical channel models are employed to characterize
the error and loss behavior of a network. In addition to the chan-
nel insight, these models alow study of the actual source via
simulations. Moreover, a model can adapt to varying network
conditions and, therefore, can be employed for accurate channel
characterization in real-time. This real-time channel characteriza-
tion yields significant dividend in the context of rate adaptive ap-
plications. For example, based on this channel forecast, scalable
and/or rate-adaptive multimedia encoders can adapt their overall
source bitrate and/or error-control redundancy.

In the context of wireless link layer modeling, Konrad et al. per-
formed analysis and presented a Markov-based Trace Analysis
(MTA) model agorithm for GSM networks [4]. Ji et al. [5] com-
pared the performance of the MTA, afull-state k -order model, a
hidden Markov model and an extended ON(error-free)/OFF(error-
filled) model in capturing the GSM (link layer) frame losses.
Similarly, and in view of the rapidly growing ubiquity of 802.11
networks, we conducted a MAC-to-MAC investigation at the
802.11b link layer in order to facilitate design of effective cross-
layer error control schemes for the support of real-time services
[6], [7]. Since most error control schemes operate on byte and/or
packet boundaries, we proposed Markov-based models at the
packet- and byte-level. Although [4] outlines the inadequacy of
the two-state Markov chain for GSM-based networks, we pro-
posed that this (rather simplistic) model is adequate for the bursty
802.11b packet loss process. Furthermore, we proposed a hierar-
chical Markov Model (hMM?) for the byte-level errors.

In this paper, we evaluate the performance of existing models and,
when necessary, propose new models to appropriately represent
the 802.11b packet loss and hit error patterns. The analytic nature
of this work necessitates an appropriate statistical measure which
can accurately quantify the performance of a model. Here, it is
should be re-emphasized that one major motivation of this study
is to develop models which can simulate the network behavior by
generating accurate packet loss and bit error traces. Such models
will allow users to perform experiments on the network without
having the actual source available. With this consideration, we de-
fine a novel information theoretic measure which we refer to as
the Entropy Normalized Kullback Leibeler (ENK) distance. The
ENK indicates an entropy-based source-coding-like overhead in-
curred by the use of amodel instead of the actual source.

1 In this paper, the hierarchical and hidden Markov models are re-
spectively abbreviated as hMM and HMM.



In this paper, we first investigate the ENK-based performance of
the two-state packet loss Markov chain proposed in [6]. Our re-
sults show that the two-state Markov chain captures the packet
loss process very adequately. Interestingly, this result is incongru-
ent with recent (similar) studies since [4] outlines the insuffi-
ciency of the two-state model in approximating the GSM loss
process. Thus it can be inferred that the GSM and 802.11b net-
works have dissimilar loss behavior. This substantiates the need
for 802.11b link layer investigation at finer levels of granularity.

We, therefore, shift our focus to analysis and modeling at the bit-
level. Firgt, we extend the byte-level hierarchical Markov model,
proposed in [6], to the bit-level. We show that at the bit-level the
hMM exhibits significant improvement potential. Since the byte-
level (MM was designed to facilitate delivery of real-time media,
its underlying dependence on application-specific parameters de-
teriorates its performance at the bit-level.

Consequently, we resort to the (traditional) high-order Markov
chains to model the MAC-to-MAC bit error behavior. We com-
pute the autocorrelation for different traces and establish that a

Markov chain of order 14 (i.e., i states) is required to represent
the bit error process. Before employing such an involved model,
we investigate the suitability of a relatively less-complex model,
i.e. the Hidden Markov Model (HMM)), for the problem under in-
vestigation. We show that short-term energy (i.e., energy within a
window) is an appropriate feature to identify trace segments with
errors. Therefore, we employ an energy sequence, which is de-
rived from the bit error traces, to train the HMM. We show that
the HMM also incurs considerable ENK -based overhead.

Finaly, we employ the traditional high-order Markov models,
which we refer to as the Full-State Markov (FSM) chains, to
model the bit error process. Previous studies limited the order of
the Markov chain to constrain the complexity of the model [4],
[5]. We, however, evaluate the suitability of all Markov chains

from order 1 up to order 14 (i.e, 2% states wherek =12,...,14)

to capture the channel bit error behavior. We outline that the
models have sparse representations and that for higher order
chains some states are never visited. We refer to such states as
“unused states’ and our analysis employs only the “used states”.
Weillustrate that the model performance improves with the order
and all FSM chains of order 9 and above render accurate models
for the bit error process.

The remainder of this paper is structured as follows. Section 2
provides some background information about the use of autocor-
relation to determine the order of a Markov chain and the ENK
measure. Section 3 explains the data collection set up and proce-
dure. Section 4 evaluates the performance of the two-state packet
loss model. Section 5 first evaluates the performance of the hier-
archical Markov model. This section then proposes and evaluates
two other models, namely the hidden and the full-sate Markov
models. Section 6 summarizes some key conclusions of this work.

2. BACKGROUND

In this section we provide brief background about autocorrelation
of random processes and the use of Entropy Normalized Kull-
back-Leibler distance to quantify the information theoretic
(source-coding-like) overhead of amodel.

2.1 Autocorrelation of Random Processes
Let X(m)and X (ny)be two random variables derived from a

random process X . The “sample” correlation coefficient [8] of
these random variables is defined as,

o(n)=(E{X(0)X (7} -{X (0} X} fox o (s
where, E{Y} and o represent the “sample mean” and “sample

standard deviation” of the random variable X . The sample auto-
correlation coefficient, when computed for different values of the
lag, is a direct metric for the level of temporal dependence in the
random process. For a large range of statistical data, autocorrela
tion between two symbols (random variables) decreases rapidly
with the increase in the lag between them. Lag beyond which the
autocorrelation coefficient drops to an insignificant value is
known as the memory length of the process. In dlightly relaxed
jargon, memory length represents the lag beyond which the sym-
bols (random variables) constituting the random process are (vir-
tually) uncorrelated. Thus, autocorrelation of redlizations of a
Markov source yields the order of the model required to approxi-
mate the respective process.

2.2 Entropy Normalized Kullback-L eibler

Distance

From a source coding perspective, entropy provides a measure for
the average number of bits required to represent a source com-
pletely. Entropy is largely dependent on the random variable used
to represent the random experiment. Assuming the availability of

an appropriate random variable (X ) defined over an aphabet
set W, entropy provides a weighted average of the minimum in-
formation? of the source. Entropy is expressed as,

(o) =~ = o(x e[ (%) @
where, p(f) is the probability mass function of X .

Let p(X)and q(X)be two probabilities distributions defined

over a common alphabet set W . The Kullback-Leibler distance
[9] renders a measure of the (statistical) divergence between

p(f) and q(f) as,
o{e()o)- 2 ule()olx) o

Thus, the Kullback-Leibler distance provides a non-negative sta-
tistical divergence measure, which is zero if and only if p=q

[9]. When a base-2 logarithmic measure is used, the Kullback-
Lebler distance gives the number of overhead bits incurred be-

cause a model (represented by q (f) ) isused instead of the actual

source (represented by p(?)). Since the Kullback-Leibler dis-

tance is also completely dependent on the choice of the random

variable X , utmost care should be exercised in selecting the ran-
dom variable that represents the underlying random process.

2 Here, the term information corresponds to the number of bits re-
quired to uniquely represent al possible outcomes of the source.



In order to accurately judge the performance of a model, the Kull-
back-Leibler measure should be weighted with respect to the en-
tropy. For example, let us assume that the entropy of the sourceis
20 hits whereas the overhead incurred by the modd is 0.75 hits.
The overhead is relatively insignificant since the source inherently
requires a large number of bits to be represented. However, for the
same overhead (of 0.75 bits), if the entropy of the source is low,
say 1 bit, then an overhead of 0.75 bits is extremely high. Hence,
for accurate performance evaluation of a model, both the entropy

of the process (represented by some random variable X ) and the
Kullback-Leibler distance should be taken into consideration.

In view of the above considerations, we define a new statistical
divergence measure namely the Entropy Normalized Kullback-
Leibler (ENK) distance. The ENK renders a measure of the
source-coding-like overhead incurred by employing a model in-
stead of the actual (random) source. Mathematically,

o o)L )

L ©)
H{p(X))
where, D(p||a) and H (p) are defined in (2) and (1) respectively.

A closer examination reveals that the ENK inherits basic proper-
ties of the Kullback-Leibler distancee (& non-

negativity, ENK (p[q) 20, ) hon-symmetry.
ENK ( pJa) # ENK (q] p) , and (&) ENK (pa) =0 = p=g.

Thus, small values of the ENK indicate that the model renders a
good approximate of the (actual) random source. Conversely,
large values of the ENK imply that the source-coding-like over-
head of the model is large, i.e., the mode is not a good approxi-
mate of the (actual) source. Note that we would expect the ENK
between two “actual” observation (symbol) sequences to be avery
small vaue since both the observations have been realized by the
same random source. For instance, the ENK between two traces
collected over the 802.11b wireless medium under similar condi-
tions should be quite small. This ENK value can be used as an
evaluation reference for the ENK between the actua observations
(i.e., traces collected over the wireless network) and the model-
based observations (i.e, traces artificially generated by the
model).

3. DATA COLLECTION

We collected traces under various network scenarios for over one
year. In particular, three scenarios were strenuously investigated:
(a) the effect of client positions on the error rate, (b) the packet
throughput variations for multiple (overlapping) basic service
sets, and (c) the trade-off between the number of clients and the
packet throughput® in a basic service set. While examining (a), it
was observed that the even dlight changes in client position can
drastically degrade/improve the throughput. Nevertheless, the
traces collected within a certain (small) radius experienced only
meager packet throughput fluctuations. In case of (b) and (c), the
(overall) throughput decreased since the available bandwidth was

3 Since the 802.11 MAC layer drops al corrupted packets without
regard to the number and location of the errors, the term packet
throughput refers to the ratio between the number of successful
packets received (i.e., packets with no errors) at the MAC layer
and the total number of packets transmitted.

shared among more wireless stations. However, the error behavior
of the channel was largely unaltered.

We generated bit error traces at all bitrates supported by the stan-
dard under various settings of an 802.11b network. Network traf-
fic a many constant bitrates was transmitted over the wireless
medium. All the bit error traces were collected at the clients by
modifying the wireless device drivers. More specifically, the cli-
ents were Linux boxes using DLink DWL-650 wireless PC-Cards
with prism2 device drivers. The modified client device drivers
passed all the packetsto a (link layer) raw socket. Thus the traces
collected at the clients included successful (i.e., packets with no
errors) and unsuccessful (i.e., packets failing the 802.11 MAC
layer checksum) transmissions. These link layer traces were cop-
ied in the kernel buffer space from where an application thread
periodically concatenated them in the user buffer space. The
server and clients were always stationary and did not attempt re-
transmissions during the course of an experiment.

Previous wireless studies (see for example [4], [5]) used loss
traces and, therefore, did not have information about the distribu-
tion of errorsinside each corrupted (dropped) packet. On the con-
trary, and due to our interest in analyzing bit errors inside cor-
rupted packets, our traces provided information about al (i.e,
successful and unsuccessful) bit transmissions. These bit-level
traces were then extended to generate packet loss traces. More
specificaly, we used a constant packet size of 512 bytes (4096
bits) for all the experiments. After collecting bit error traces, non-
overlapping windows of 4096 bits were examined for an unsuc-
cessful bit transmission (i.e., abit error). Since the retransmissions
were disabled, and assuming an operationd MAC layer check-
sum, any window with one or more hit errors was classified as a
packet loss. Hence throughout this paper, a packet loss refersto a
received packet with one or more bit errors.

In our initial experiments all wireless stations maintained Line of
Sight (LoS) with the access point (AP). The AP was forced to
transmit at 2, 5.5 and 11 Mbps for each observation. It was ob-
served that with clear LoS, the error rate (at all bitrates) was ex-
tremely low. Such excellent performance deemed further LoS
study inconsequential. Hence, we positioned the stations in sepa-
rate rooms to simulate a more realistic business/classroon/home-
network wireless setup.

In [6] we demonstrated that, within the notion of realistic network
configurations, the 11 Mbps data rate incurs considerable errors
which have a profound adverse impact on the throughput. This bi-
trate is, therefore, rendered inappropriate for high-bitrate multi-
media transmission. On the contrary, the 2 Mbps data rate yields
extremely good performance thus eliminating the need for further
analysis at this bitrate. Furthermore, we illustrated that the 5.5
Mbps data rate, in conjunction with appropriate transport and ap-
plication layer strategies, exhibits significant promise for the sup-
port of high-bitrate communication. Therefore, and in order to
limit the scope of this work, we focus on the 5.5 Mbps data rate.
The modeling techniques employed in this paper are, neverthe-
less, directly applicable to other bitrates.

For al analysis and modeling in this paper, we employ three 5.5
Mbps error traces that were collected under redlistic
home/classroom/e-business settings. For all three error traces, the
wireless stations, placed in separate rooms, communicated in in-
frastructure network configuration as shown in Figure 1. The
server dways had clear LoS with the AP.



These traces were collected by transmitting a 512-byte packet
every second. The rationale for using this packet rate is rooted in
one of the main motivations of this study, that is, to provide the
flexibility of real-time model parameter adaptation at the receiver.
Such amodel can track varying network conditions and, therefore,
can be employed for accurate channel characterization in real-
time. However, generaly it is not possible to determine the exact
location of bit errors in the received (actua application data).
Thus, the server and the client have to exchange periodic probe
packets. The predetermined content of these packets would allow
detection of bit errors within the probe packets. The probe packets
should, however, utilize minimal bandwidth. In view of such con-
siderations, we believe that a constant probe data rate of 1
packet/sec (i.e., 4 Kbps) is reasonable, i.e., the probe packets use
only a small fraction of the total bandwidth thereby sparing suffi-
cient bandwidth for the application data. In order to derive the
model parameters, we employ a trace window of approximately 1
million bits. The maximum and mean packet bursts for the traces
are 21 and 1.878 respectively.

Room1 Room2
‘modiified prism2 driver

>> = o]

) > 802.11b AP

N
Server

Linux Client-1
|

]

Linux Client-n

Figure 1. Set up for collection of bit error traces.

4. PACKET LOSSMODELING

Packet loss modeling is important for the design of both reliable
and unreliable applications. In this section we evauate the per-
formance of the two-state Markov chain, proposed in [6], to cap-
ture the packet loss process. The two states of the model corre-
spond to: 1) a good state representing a successful packet trans-
mission (i.e., packet received at timen had no errors); and 2) a
bad state representing a packet loss (i.e., packet received at
time n had one or more errors and was dropped).

4.1 Performance of the Packet L oss M odel
Throughout this work, Entropy Normalized Kullback-Leibler
measure, defined in (3), will be used for statistical performance
evaluation of the packet loss and bit error models. Recall that
ENK is dependent on the choice of an appropriate random vari-
able to represent the stochastic process. Hence a random variable
that efficiently represents the packet loss process should be identi-
fied here.

We employ two random variables to represent the packet loss
process. 1) inter-arrival-rate of packet loss bursts (1),
where | takes on non-zero positive integers; 2) burst-length of
packet losses (B ), where B also takes on non-zero positive inte-
gers. Here, it is important to justify the rationale for selecting
these two random variables. The first random variable (1) char-
acterizes (inversely) the frequency of occurrences of the packet
drops. Small values of 1 imply large numbers of (or frequent)
packet loss events, and vice versa. Thus, the inter-arrival-rate ran-
dom variable (1) is tantamount to the number of good packets
(i.e., packets with no errors) received between occurrences of cor-

rupted packets. In other words, the inter-arrival-rate random vari-
able represents the burst-length of good packets. The second ran-

dom variable (B) represents the length of consecutive packet
losses. Bursty losses are more detrimental to data/multimedia
transmissions than isolated losses. The burstiness of the loss proc-
essis adequately characterized by these two random variables.

Due to the non-symmetric nature of our divergence measure, we
exercised care in maintaining a specific order while computing the
ENK between two traces. In our evaluation, we employ a particu-
lar source-based* trace as the reference. Thus, a source-based
trace S« provides the “reference” probability distribution (p) of
the ENK measure. Another source-based trace Sy is used for
computing the “secondary” probability distribution (q) of the
ENK measure. This ENK between two source-based traces serves
as a performance criterion while evaluating the ENK between a
source- and a model-based trace. While evaluating the perform-
ance of a model, a source-based trace again serves as the “refer-
ence’ probability distribution of the ENK measure. However, the
“secondary” probability distribution ( gy,) of the ENK measure is

rendered by the model-based trace m. The random variable X in
(3) can be either the inter-arrival-rate or the burst-length, i.e.,

X=lorX=B. We present comparison between
ENK(pSlHqu),ENK(pSqu%), ENK(pSlqu) and ENK(pSZqu).

Note again that ENK(pSlHqu) and ENK(pSZHqu) render reference

values against which ENK ( pg o) and ENK ( ps, o) can be

evaluated. Table 1 tabulates the ENK of the source- and model-
based observations for the two random variables.

Table 1. Perfor mance of the two-state packet |oss model

Nk pg ) (;.02535 0?03849
N (o [as,) | 003621 | 0.056467
enk (pg|an) | 0006113 | 0019183
enk (pyfqn) | 001883 | 0.04829

For both of the random variables, the ENK-based overhead in-
curred by the model is nominal. In fact, the overhead incurred by
the model is always lower than the reference overhead values, i.e.,

ENK(pSlqu) < ENK(pSlHqSS) and ENK( pSZqu) < ENK( pSZHqu)

for both | and B . These results clearly depict the appropriateness
of the two-state model in approximating the packet loss patterns.
Hence, we conclude that the two-state (packet-level) model is
adequate to capture the packet loss patterns of an 802.11b MAC-
to-MAC channel.

3.2.1. Discussion

The above discussion clearly demonstrates the adequacy of the
two-state Markov chain in capturing the packet loss process. This
result is incongruent with a similar study which proves that a two-
state Markov chain isincapable of capturing the loss phenomenon

4 We refer to the traces collected over the network as source-
based since they are generated by the actual random source, i.e.,
the 802.11b MAC-to-MAC channel. The traces artificially gen-
erated by the model are referred to as the model-based traces.



observed over GSM networks [4]. Thus, it can be concluded that
the loss patterns observed over the 802.11b networks are quite dif-
ferent from GSM networks. The extremely good performance of
the loss model renders further packet loss analysis and modeling
inconsequential. This model can be used as a generator of packet-
level sequences and/or to study the behavior of the packet loss
channel. Therefore, in the subsequent sections we focus our atten-
tion on bit error modeling and analysis.

5. BIT ERROR MODELING

In this section, we first extend the byte-level hierarchica Markov
model (hMM) presented in [6] to the bit-level and evaluate its per-
formance. We show that the model can be improved further and,
therefore, propose a hidden Markov model. The hidden Markov
model also yields a significant improvement potential. Hence, we
propose a full-state Markov chain and demonstrate that the FSM
renders the most accurate model for the bit error process.

5.1 TheHierarchical Markov Mode

Under the proposed hMM [6], “severe-burst” and “low-burst” re-
gions were identified in the byte-level error traces. Furthermore,
each of the aforementioned states had a two-state Markov model
embedded in it (as depicted in Figure 2). One of the challenges of
the h(MM model is the delineation of the high-level “severe-burst”
and “low-burst” states. A state demarcation heuristic [6] was em-
ployed to delineate the low- and severe-burst states in the error
traces. The heuristic utilized application-specific thresholds for
identifying upper bounds for the runs of good and bad bytes.

low-burst state

Figure 2. The hierarchical Markov model.

5.1.1 Performance of the Hierarchical Model
We again employ the same random variables, i.e, inter-arrival-

rate (1 ) and burst-length ( B ), to evaluate the performance of the

bit error models. However in this (bit-level) scenario, | and B re-
spectively represent the inter-arrival-rate and burst-length of the
bad bits. In accordance with our previous performance evaluation
example, the primary (reference) distribution is aways source-
based and is denoted as Pg - The secondary distribution can be el-

ther source-based or model-based which are respectively referred
to here as Us; and gyv - The performance of the hMM is tabu-

lated in Table 2.

As mentioned previously, the ENK between the source-based
traces (i.e., row 1 and 2 of Table 2) provide a reference value for
performance evaluation of the hMM. It is obvious that the hMM

incurs approximately 60% (Table 2 column|| - row 3 and 4) over-
head for the inter-arrival-rate and, therefore, is rendering unsatis-
factory performance. The burst-length random variable usually
takes on small values since most of the bits are not corrupted dur-
ing transmission and, hence, result in small (bit error) bursts.
Therefore, it is important to quantify the hMM burst-length per-
formance with respect to the source-based traces. It is obvious that

for the burst-length random variable, the ENK distance between

the h(MM- and source-based traces (Table 2 column B - row 3 and
4) is much larger as opposed to the ENK between two source-
based traces (Table 2 column B - row 1 and 2). We conclude that
athough the hMM performs adequately in characterizing hybrid
(i.e., bursty and isolated) byte-level error patterns, errors at finer
(bit-level) granularity have significantly different behaviour
which is not captured by this model.

Table 2. Perfor mance of the hierarchical M ar kov model

ENK(pSlHq%) (;.008645 0?002903
ENK (ps,|as;) | 0014066 | 0.001978
ENK(pSlthMM) 0.587209 | 0.009064
ENK (pg, o ) | 0-594563 | 0.013115

5.1.2 Discussion

Clearly, the hMM performance can be improved significantly. At
this point, an obvious direction is to apply the traditional high-
order Markov modeling technique which has shown ample prom-
ise for similar problems [4], [5]. Let usfirst determine the order of
the Markov chain using autocorrelation analysis. We represent the

) . . . | .

bit error traces as a binary tlmeserles{x(l)}izl,x(l)EI{O,]},
wherex(i) =1 represents a bit error and | is the length of the
time-series. For a memory length, k , let us define a full-state

Markov (FSM) chain which corresponds to the 2X different possi-
ble combinations of k consecutive bits. Transition probabilities
between states are computed by the number of times a bit-pattern
x=[xX...%]is  followed by  another  bit-pattern
Y =[y1Y2...Yk| in the bit error traces. The sample autocorrelation
for the three 5.5 Mbps tracesisillustrated in Figure 3.

I
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m
sample autocorrelation

16 11 16 21 26 31 36 41 46

(a) (b)
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Figure 3. Autocorrelation of the bit error traces.
Clearly, the autocorrelation is a decaying function, i.e., the level
of tempora dependence is decreasing with time. From the exam-
ples provided in Figure 3 we assume that the memory length is
determined by the lag beyond which the correlation drops below
0.15 and stays within that bound. This correlation threshold of
0.15 was chosen after examination of a number of traces. We ob-
served that in some traces, see for example Figure 3(c), the corre-



lation does not drop significantly below 0.15 even for very large
lags. However, in general the bit errors exhibit rapidly decaying
correlation as outlined by Figure 3(a) and (b). Hence, and as will
be substantiated by the following performance evaluation, correla-
tion of less than 15% does not play a significant role in the error
process characteristics. Based on this correlation threshold of
0.15, the memory length for the traces of Figure 3is 13, 12 and 14
respectively. Hence, we use memory length 14 as the maximum
order of our Markov chain.

The total number of states for an order-14 FSM will be

2 (=16384). Before proceeding with this somewhat involved
modeling paradigm, it isimportant to explore other Markov-based
techniques which might limit the overall model complexity while
yielding appropriate performance. One such technique, which has
been successfully applied to other fading channels, is hidden
Markov modeling [10], [11], [12]. In the following section we de-
velop asuitable HMM for the 802.11b bit error process.

52 TheHidden Markov Model

In order to apply the hidden Markov model to this problem, we
first analyze trace segments with low and high error rates for (dis-
criminative) statistical feature(s). We, then, use these feature(s) as
input to the Expectation-M odification training algorithm [13].

5.2.1 Feature Selection

In this sub-section, we evauate discriminative features that can
differentiate trace segments with high and (relatively) low error
rates. Examples of trace regions with low and high error rates
computed over a 2000-bit window are presented in Figure 4. We
compute the error rate as,

_ total number of bad bitsin a window
error rate = , , . 4
total number of bits (good +bad) in a window
Figure 4(a) represents a low error rate trace segment since it com-
prises of alarge number of good bits with some sporadic instances
of bad bits. Figure 4(b) and (c) represent (relatively) high-error
trace regions. The error rates are tabulated in Table 3.

Table 3. Error rate of trace segments

Error Rate
Figure 4(a): low-error 0.0003628
Figure 4(b): high-error 0.1000723
Figure 4(c): high-error 0.0550724

Clearly, the channel can be classified as operating in two high-
level conditions, i.e., the low- and high-error conditions. At this
point, it is essentia that discriminative features of these high-level
conditions be determined. Note that the error rate of high- and
low-error conditions varies by order of magnitude (0.0003 versus
0.1 and 0.05 in the above example). Hence, it can be concluded
that the error rate formulates one such discriminative feature. A
closer examination reveals that the error rate represents the nor-
malized short-term energy (also referred to as short-term power)
of atrace segment,

[
normalizedshort_termenergy=|}z x2(i) ®)
i=1
where, | represents the total number of bits in the window.
Sincex(i)0{0,3} , we obtain x2(i)=x(i) which yields,

|
normalized short _termenergy = %Z x(i)
i=1

or,
total number of bad bits
|

Thus, equations (4) and (5) represent the same feature which will,
henceforth, be referred to as the energy.

normalized short _termenergy =

(900d=0, bad=1)
alue (good=0, bad =1)

b
b

(@) (b)

(©

Figure 4. Trace segmentswith low and high error rates.
5.2.2 Hidden Markov Model Parameters
Rabiner [14] characterized the theoretical aspect of hidden
Markov modeling in terms of solving three fundamental prob-
lems. Since our main concern is to use the HMM to artificialy
generate error traces, we just focus on one problem, and that is,
the adjustment of model parameters so as to best account for the
observed signal. Let us define the fundamental HMM elements:

1. N, the number of (hidden) states in the model. The error-
conditions can be classified into three sub-states based on the
error rate magnitude. For example, Figure 4(a) (error rate
0.0003) can be classified as low-error, Figure 4(b) (error rate
0.1) as very-high-error, and Figure 4(c) (error rate 0.055) as
medium-error. Thus, we use N =3, where individua states are

denoted as Z ={Z;,Z,,Z3} and the (unknown hidden) state at
time n isdenoted by w, .

2. M, the number of distinct observation symbols per state, i.e.,
the discrete alphabet size. In our case, the HMM operates on
the energy values generated from the collected traces which we

denote asA ={v;,Vy,...,viy }, 0<Vv; <1 Oi . Thus each discrete

observation gives a floating-point value which represents the
energy in atrace window of 2000-bits.

3. The state transition probability distribution P :{ P,J-} where,
Ry = P{Whe =Zj|wy =2}, 1<i,j<3
The transition probabilities are initialized randomly and the
actual values result as a consequence of the HMM training.
We employ the Expectation-Modification algorithm [13] to
maximize the probability of occurrence of an observation.
The transition probability matrix of the HMM is given in
Table 4. It can be observed that the probability of staying in
Z; isquite high. Any reasonable channel should have a high

probability of successful (uncorrupted) bit transmissions.
Thus, Z; should have avery low error rate. This observation

will be substantiated by the next HMM parameter.

=error rate



Table 4. Transition probabilities (P ={Rj} ) for the HMM

P{ Wh+1 = Zl} P{ Wh+1 = ZZ} P{ Whi1 = ZS}
W,=4 | 0.9722 0.0091 0.0187
W, =Zp | 0.2052 0.5443 0.2506
W, =Z3 | 0.2379 0.0721 0.69

4. The observation symbol probability distribution in state |,
B :{bj (k)} , where
bj (k) =P{w atnw,=z;}, 1<j<3 1sksM

We initiaized the observation distribution randomly. During
training, we fit a Gaussian distribution as the observation
symbol distribution in each state. Since the Gaussian distri-
bution is completely characterized by the mean and standard
deviation, for each state we obtained a set of these parame-
tersastabulated in Table 5.

Table 5. Symbol probability distribution for the HMM
(mean, standard deviation)

Z1 | (0.0003,8.7269x10°)
Z, | (0.0731,0.0019)

Z3 | (0.0174,2.7364x10°%)
Clearly, the mean error rate in Z; isvery low. This observa-

tion, in conjunction with the transition probability of staying
inZy, outlines that most of the bit transmissions are success-

ful. However, sometimes the channel (briefly) transitsto Z,
or Zz and then the error rate increases.

5. The initid state distribution (77={77}) after the training
is7 =0.3877, 71, =0.3763, and 753 = 0.236 where,
my =P{w =2}, 1<i<3
Thus, the HMM can be represented as A = (P, B,77) . Our goal isto

maximize P{O|A} , where O represents the observations gener-

ated from the collected traces. Hence, the training agorithm tries
to maximize the probability that the collected traces were gener-
ated from the model.

After the training phase, the HMM was used to generate (simu-
lated) observation sequences (O=0,0,...0;, whereO, A ).

In other words, each observation O,, gives an energy value based
on the current state, w, , and the symbol distribution in the current
state, bj (k) . Recall that the energy directly corresponds to the

density of bad bits in a window. Thus, it represents the overall
probability of receiving a corrupted bit. This probability was used
to generate model-based error traces.

5.2.3 Performance of the Hidden Markov Model
For the HMM, the probability distributions derived from the sec-
ondary model-based traces are referred to asqyyy - Table 6

enumerates the performance of the HMM. Comparing the | col-
umn of Table 2 (row 3 and 4) with Table 6 outlines that the HMM
shows clear improvement in the inter-arrival-rate performance, for
instance, 40.33% as opposed to 58.72% for the hMM. However,
the ENK for the burst-length random variable in the HMM case

(Table 6 column B) is orders of magnitude greater than the re-

spective ENK for the hMM traces (Table 2 column B - row 3 and
4). Hence we conclude that, while the HMM improves the model-
ing of “good bursts’, (when compared to the hMM) the hidden
Markov model can not approximate the “bad bursts’ adequately.

Table 6. Perfor mance of the HMM

I B
ENK (pg ) | 0403356 | 0.684794
ENK ( ps, A ) 0.408725 0.730848

More importantly, the overall performance of HMM modeling for
our error traces is not acceptable. The failure of HMM in our case
may be attributed to the following. In other problem areas well-
defined characteristics of the input data are available for pre-
processing and training, e.g., cepstral features in speech. How-
ever, in this work, the corrupted traces regions exhibit highly ran-
dom behaviour (see Figure 4). Therefore, and while ignoring sim-
ple energy-like features, it is not possible to generate subtle, yet
distinct, training sequences. This results in inaccurate HMM pa-
rameters and, consequently, the model is unable to approximate
the actual source.

Based on the results of the preceding bit error models, we now fo-
cus our attention solely to the traditional high-order full-state
Markov chains. The following section evaluates the performance
of the FSM for varying orders.

5.3 TheFull-State Markov Chain

We generated Markov chains with varying memory lengths (k)

such that each chain had 2" states, wherek =1,2,...,14. The
number of states in the FSM increases exponentially with the in-
crease in memory length. In order to limit the complexity, previ-
ous (related) studies employed a manageable (relatively small)
order of the Markov chain [4], [5]. We, however, present analysis
for al models from order 1 up to 14.

5.3.1 Performance Evaluation of the Full-Sate

Markov Chain

A dliding window was used to compute the FSM transition prob-
ability matrices. Due to the sliding window, the transition possi-
bilities between the states were restricted. Let us consider asimple
example to elaborate this idea. Let the current state, in a process
with memory length of 4-bits, be (0110), = (6)1o. As the window
dides, the 0 in the most significant bit position will be dropped
and a hit will be added to the least significant bit position, that is,
the chain can transit to either (1100), = (12)40 or (1101), = (13)10.
Thus from any current state, the process can jump to only two
possible next states (current state inclusive). The transition prob-
ability matrix computed by this procedure will be sparse thus pro-
viding an upper bound on the model complexity.

In order to efficiently and accurately represent the transition prob-
ability data, and to reduce the complexity, we examined the tran-
sition probability matrices for bit-patterns that never occur in the
collected traces. We refer to such bit-patterns as the unused states.
In other words, such states result in all-zero columns of the transi-
tion probability matrix. An all-zero column implies that the prob-
ability of jumping to that state from any state is zero. The percent-
age unused states for each order are shown in Figure 5.

We observed that the number of unused states grew as the order
of the Markov chain increased, for a 2 state model approxi-



mately 70% of the states are unused (4848 used states). We lay
specia emphasis on this observation since the total number of
states directly corresponds to the complexity of the model. There-
fore, al following results will employ the “used states” only. Per-
formance of each FSM model is given in Figure 6.

2 4 8 16 32 64 128 256 512 1024 2048 4096 8192 16384

total number of state

Figure 5. Unused statesin the FSM.

Clearly, the FSM performs remarkably for the burst-length ran-
dom variable. Note that even smaller order chains perform ade-
quately with the source coding overhead of less than 1% for all
cases. However, the inter-arrival-rate random variable incurs pro-
found overhead for smaller order chains. For example, the two-
state chain renders an overhead of approximately 50% and is,
therefore, not a viable option. As we move to higher order chains,
the overhead decreases and drops to areasonable level at and after
the 511-state model. Here, due to data over-fitting considerations,
we assume that any overhead less than 10% is acceptable. The
best performance is rendered by the highest order (4848-state
chain) which incurs an overhead of 5.163% and 0.1531% for the
inter-arrival-rate and burst-length random variables respectively.
Thus we conclude that all FSM chains of order 9 and above ren-
der appropriate models for the bit error process.

6. CONCLUSIONS & FUTURE WORK

In this paper we analyzed Markov-based modeling techniques for
bit error and packet |oss patterns observed over 802.11b networks.
We demonstrated that the packet loss process can be adequately
modeled using atwo-state Markov chain. We also showed that the
hierarchical and hidden Markov models can not represent the
802.11b MAC-to-MAC hit error process accurately. On the con-
trary, full-state chains of order 9 and above render very good
models for the bit error process. However, due to its complexity,
this modeling paradigm can not be adapted in real-time. In order
to render real-time channel characterization, we are currently in-
vestigating approaches which can constrain the exponentialy in-
creasing (with respect to the order) FSM complexity.
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Figure 6. Performance of k-order FSMs, wherek =1, 2, ..., 14, for theinter-arrival-rate and burst-length random variables.



