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Continuous User 
Authentication 
It is very easy and very common to 
validate the identity of a user on a given 
computer system. However, once a 
user’s identity is verified via a 
conventional password-protected 
system, there still exists the possibility 
that a different user might take the 
original user’s place. Are there security 
systems that can continuously validate 
the identity of a user? This research 
project is a biometrics-based 
development of a system that identifies 
a user by their unique hand movements 
when they type. 
 

Biometric Verification 
Broadly speaking, biometrics is the 
science of measuring and analyzing 
biological data. Biometric technologies 
tend to focus on analyzing human body 
characteristics, such as fingerprints, 
facial characteristics, DNA, eye scans, 
voice patterns, and hand measurements, 

for authentication purposes. Such 
devices/systems typically consist of a 
reading/scanning device, software that 
converts biological info into digital 
form and identifies specific points of 
data as match points using algorithms to 
translate the information into a numeric 
value, and a database that stores the 
biometric data for comparison. An end 
user’s scanned input is compared with 
that in the database and either 
authenticated or rejected. In a 
continuous authentication system, this 
process runs throughout the entire 
period of use rather than just once. 
 

‘Typing Behavior' Biometric 
Joseph Roth and Dr. Xiaoming Liu have 
hypothesized that a user’s individual 
hand movements when typing are 
unique and consistent and also 
independent of the actual text being 
typed on a keyboard. They have 
proposed a novel biometric modality 
called “Typing Behavior” for 

continuous user authentication. Using a 
mounted webcam aimed at a keyboard, 
Roth and Liu have developed real-time 
computer vision algorithms to capture 
and analyze a user’s hand movement 
patterns from a video stream. 
 

Advantages 
Typing Behavior offers at least three 
advantages over other biometric 
systems: 
1. It is non-intrusive in that no user 

‘cooperation’ is required, as would 
be the case with a fingerprint 
scanner on a dedicated position of a 
mouse, for example. 

2. It is privacy-sensitive since it does 
not require the actual keystroke 
capture of the content being typed, 
thereby avoiding privacy issues 
related to typing content. 

3. It offers continuous authentication 
of identity rather than just one-shot 
identification. 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

  

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Biometric Authentication Via Typing Behavior 

Research Experiences for Teachers in Computer Science and Engineering 
Grad Assistant: Joseph Roth 

RET Teacher: Shannon Houtrouw 

Algorithmic Approach 
Raw Video Frames 

Segmentation 
Hand Images are Segmented from Desk and Keyboard Via Image Thresholding 

Hand Detection and Separation 
The Two Largest Regions are Retained; Though Hand ‘Separation’ May Be Necessary 

Feature Representation 
Each Hand has a Shape Context of 3 Rings and 12 Angular Sectors Along with a Centroid 

User 
Verified 

RET Teacher Project: 
Demo System for the Road 

Implement a Version of the System that Runs 
from a Live Camera Feed on any Computer 

 

 
Computer 

Vision 
Algorithms 

Image Segmentation and Thresholding 
In computer vision image segmentation is the process of partitioning a digital image into multiple segments (sets of 
pixels) to make the image easier to analyze. Each pixel is assigned a label so that pixels with the same label share certain 
visual characteristics such as color, texture or intensity. The result is a set of segments that collectively cover the entire 
image. Each of the pixels in a region are similar with respect to some characteristic or computed property. Thresholding is 
the simplest method of image segmentation. From a gray-scale image, thresholding can be used to create binary images 
(two segments). Using binary images can be computationally cost effective compared to gray-scale images. Many 
algorithms exist for determining an optimal threshold of an image. 
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