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Abstract—This paper considers robust CDMA receiver design and jam-
ming evaluation under disguised jamming, where the jammer generates a
fake signal using the same spreading code, constellation and pulse shaping
filter as that of the authorized signal. First, we analyze the performance
of conventional CDMA systems under disguised jamming, and show that
due to the symmetricity between the authorized signal and the jamming
interference, the receiver cannot really distinguish the authorized signal
from jamming, leading to complete communication failure. Second, by
exploiting the small time difference between the authorized signal and
the jamming interference, the conventional CDMA receiver can be re-
designed to achieve robust performance under disguised jamming. More
specifically, we propose to estimate the authorized signal, the phase and
power level or range of the jamming interference by minimizing the MSE
between the received signal and the jammed signal, which is the sum of
the authorized signal and the disguised jamming. The effectiveness of the
proposed approach is demonstrated through simulation examples. It is
shown that with the proposed receiver design, the BER performance of
CDMA can be improved significantly under disguised jamming, and an
analytical evaluation about jamming can also be obtained.

Index Terms—CDMA, disguised jamming, receiver design, MMSE.

I. INTRODUCTION

Existing work on anti-jamming system design or jamming mitiga-

tion is mainly based on spread spectrum techniques [1], [2]. The

spread spectrum systems, including code division multiple access

(CDMA) and frequency hopping (FH), were originally developed for

secure communications in military applications. Both CDMA and

FH systems possess anti-jamming and anti-interception features by

exploiting frequency diversity over large spectrum.

In CDMA, each user is assigned a specific pseudo-random code

(also known as the signature) to spread its signal over a bandwidth

N times larger. Due to the processing gain resulted from the spread

spectrum technique, CDMA is especially robust under narrow band

jamming and works very well under low SNR levels [3]. CDMA

signals cannot be recovered unless the user signature is known at the

receiver, and can be hidden within the noise floor, making it difficult

to be detected. For these reasons, CDMA has been widely used in

both civilian and military applications, such as 3GPP UMTS [4] and

GPS [5].

The security of CDMA largely relies on the randomness in the PN

sequence. For CDMA, the spreading code of each user is obtained

through the modulo 2 sum of the Walsh code and the long code, and

thus is varying in every symbol period. However, according to the

Berlekamp-Massey algorithm [6], for a sequence generated from an

n-stage linear feedback shift register, the characteristic polynomial

and the entire sequence can be reconstructed if an eavesdropper

can intercept a 2n-bit sequence segment. Note that the characteristic

polynomial is generally available to the public, then PN sequence

can be recovered if an n-bit sequence segment is intercepted. That

is, it is possible to break the PN sequence used in conventional

CDMA systems in real time with today’s high speed computing

techniques [7]. In civilian GPS systems, the spreading code is

actually made public to attract potential users and improve its global

competitiveness. Once the PN sequence is recovered or broken, the

jammer can generate a fake signal using the same spreading code,

constellation and pulse shaping filter as that of the authorized signal.

This is known as the disguised jamming for CDMA.

In this paper, we first analyze the performance of conventional

CDMA systems under disguised jamming, and show that due to

the symmetricity between the authorized signal and the jamming

interference, the receiver cannot really distinguish the authorized

signal from jamming, leading to complete communication failure.

Second, we observe that while malicious user can get complete

information about the spreading code and pulse shaping filter, they

cannot capture the exact timing information of the authorized signal.

By exploiting this small time difference between the authorized

signal and the jamming interference, the conventional CDMA receiver

can be re-designed to achieve robust performance under disguised

jamming. More specifically, we propose to estimate the authorized

signal, the phase and power level or range of the jamming interference

by minimizing the MSE between the received signal and the jammed

signal, which is the sum of the authorized signal and the disguised

jamming. The effectiveness of the proposed approach is demonstrated

through simulation examples. It is shown that with the proposed

receiver design, the BER performance of CDMA can be improved

significantly under disguised jamming. At the same time, we can get

a good evaluation on how severe the jamming is.

The rest of the paper is organized as follows. In Section II, the

system model is provided. The impact of disguised jamming on

CDMA systems is analyzed in Section III. The proposed CDMA

receiver design under disguised jamming is elaborated in Section IV.

Numerical evaluation is conducted in Section V and we conclude in

Section VI.

II. SYSTEM MODEL

We consider an individual user in a typical CDMA system.

Assuming the processing gain is N , namely, there are N chips

per symbol. Let c = [c0, c1, ..., cN−1] denote the spreading code,

which is assumed to be public. In the isolated pulse case, the general

baseband signal can be represented as

c(t) =

N−1∑
n=0

cng(t− nTc), (1)

where g(t) is the pulse shaping filter, Tc the time duration of the

spreading code chip, and we assume

1

T

∫ T

0

c2(t)dt = 1, (2)

where T = NTc. Let Ω be the constellation, and a ∈ Ω the symbol

to be transmitted. The transmitted signal would then be

s(t) = ac(t). (3)

Note that c(t) is real, while a can be complex depending on the

constellation Ω.



The signal, s(t), is transmitted through an additive white Gaussian

noise (AWGN) channel, and simultaneously interfered by disguised

jamming. The disguised jamming is typically launched to confuse the

receiver by generating a signal which mimics the authorized signal

[8]–[10]. With complete knowledge of the spreading code and the

pulse shaping filter, the disguised jamming would likely have similar

characteristics as the authorized signal, except that the fake symbol

can only be randomly chosen out of Ω, and the small timing and

amplitude differences between the authorized signal and disguised

jamming due to the non-ideal estimation at the jammer side. Let

b ∈ Ω denote the fake symbol, τ the small timing difference, and γ
the amplitude ratio of the disguised jamming to the authorized signal.

Then, the disguised jamming can be modeled as

j(t) = bγc(t− τ). (4)

Taking both the noise and the disguised jamming into account, the

received signal can be written as

r(t) = s(t) + j(t) + n(t) = ac(t) + bγc(t− τ) + n(t), (5)

where n(t) is the noise.

III. PERFORMANCE OF CONVENTIONAL CDMA RECEIVERS

UNDER DISGUISED JAMMING

In this section, we will show that: under the worst case disguised

jamming, due to the symmetricity between the authorized signal and

the jamming interference, the symbol error probability of CDMA

communication is lower bounded, and the resulted capacity is proved

to be zero.

A. Error Probability

The conventional CDMA receiver estimates the transmitted symbol

as

â =
1

T

∫ T

0

r(t)c(t)dt. (6)

However, this receiver would fail under disguised jamming. In fact,

substituting (5) into (6), and following (2), we have

â = a+ bγ
1

T

∫ T

0

c(t− τ)c(t)dt+
1

T

∫ T

0

n(t)c(t)dt. (7)

It is observed that the symbol estimation would be considerably

influenced by the second term in the RHS of (7), which is introduced

by the disguised jamming, especially when τ is small (e.g., |τ | < Tc)

and γ ≈ 1. In the worst case, when τ = 0 and γ = 1, (7) can be

simplified as

â = a+ b+
1

T

∫ T

0

n(t)c(t)dt. (8)

Resulting from (8), the symbol error probability under the worst

disguised jamming, Ps, would be lower bounded by

Ps ≥ M − 1

2M
, (9)

where M is the constellation size. An intuitive explanation is that: if

the authorized symbol a and the fake one b are distinct, the receiver

would have to guess between them as indicated in (8). Note that the

error probability of a random guess between two symbols is 1
2

, and

the two symbols randomly and independently selected out of Ω by the

authorized transmitter and disguised jammer differ with a probability

of M−1
M

. The additional noise would make the error probability even

larger.

B. Capacity

In this subsection, we will show that the capacity of CDMA

communication under the worst case disguised jamming is actually

zero, by applying the arbitrarily varying channel (AVC) model [8],

[11]–[17]. An AVC channel model is generally characterized using

a kernel W : S × J → Y , where S is the transmitted signal

space, J is the jamming space (i.e., the jamming is viewed as

the arbitrarily varying channel states) and Y is the estimated signal

space. For any s ∈ S, j ∈ J and y ∈ Y , W (y|s, j) denotes the

conditional probability that y is detected at the receiver, given that

s is the transmitted signal and j is the jamming. If S = J and

W (y|s, j) = W (y|j, s) for any s, j ∈ S, y ∈ Y , the AVC is said to

have a symmetric kernel [13]. The deterministic code capacity1 of

an AVC for the average probability of error is zero if the AVC is

symmetric [13], [17].

In an isolated symbol period of CDMA communication, the worst

case disguised jamming in its chip-rate representation can be written

as

j = [bc0, bc1, ..., bcN−1], (10)

where [c0, c1, ..., cN−1] is the spreading code, and b ∈ Ω the fake

symbol. The authorized signal can similarly be represented as

s = [ac0, ac1, ..., acN−1], (11)

where a ∈ Ω is the authorized symbol. Taking both the noise and

jamming into account, the received chip-rate signal can be written as

r = s + j + n, (12)

in which n = [n0, n1, ..., nN−1] and r = [r0, r1, ..., rN−1] denote

the AWGN noise vector and received signal vector, respectively.

Define the authorized signal space as S = {ac|a ∈ Ω}, where

c = [c0, c1, ..., cN−1] is the spreading code. It follows immediately

that the disguised jamming space

J = {bc|b ∈ Ω} = S. (13)

Let â ∈ Ω be the estimated version of the authorized symbol a at the

receiver, and W0(â|s, j) the conditional probability that â is estimated

given that the authorized signal is s ∈ S, and the disguised jamming

is j ∈ S. Thus, the CDMA system under disguised jamming can be

modeled as an AVC channel characterized by the probability matrix

W0 : S × S → Ω, (14)

where W0 is the kernel of the AVC.

As indicated in (13), the jamming and the authorized signal are

fully symmetric as they are generated from exactly the same space

S. Note that the recovery of the authorized symbol is fully based on

r in (12), so we further have

W0(â|s, j) = W0(â|j, s). (15)

Combining (13) and (15), we conclude that: under the worst case
disguised jamming, the kernel of the AVC corresponding to a CDMA
system, W0, is symmetric, and hence the resulted deterministic capac-
ity of the CDMA system is zero. The underlying physical meaning

is that due to the symmetricity between the authorized signal and

the jamming interference, the receiver cannot really distinguish the

1A deterministic capacity is defined by the capacity that can be achieved
by a communication system, when it applies only one code pattern during the
information transmission. In other words, the coding scheme is deterministic
and can be readily repeated by other users [13].



authorized signal from jamming, leading to complete communication

failure.

Under the worst case disguised jamming (i.e., τ = 0 and γ = 1),

the lower bound in (9) sets up a limit for the error probability

performance of CDMA, and zero capacity implies a complete failure

in information transmission. However, in practical systems, the worst

case disguised jamming is difficult to launch, since the disguised

jammer cannot really capture the exact timing and amplitude infor-

mation of the authorized signal. That is, practical disguised jamming

is usually not fully symmetric with the authorized signal. As will be

shown in Section V-A, nearly worst disguised jamming (i.e., |τ | ≈ 0
and γ ≈ 1) can also be very harmful if left unattended. In this paper,

by taking the timing difference τ and amplitude ratio γ into account,

we find that the error probability of CDMA systems under practical

disguised jamming can be reduced significantly.

IV. PROPOSED CDMA RECEIVER DESIGN UNDER DISGUISED

JAMMING

In this section, we estimate the jamming parameters as well as the

authorized symbol using the minimum mean square error (MMSE)

criterion. Unlike traditional MSE between the received signal and

transmitted signal, the MSE here is calculated between the received

signal and jammed signal, which is the sum of the authorized signal

and the disguised jamming.

Following (3)-(5), the aforementioned MSE can be calculated as

J(a, b, τ, γ)

=
1

T

∫ T

0

|r(t)− s(t)− j(t)|2dt

=
1

T

∫ T

0

|r(t)− ac(t)− bγc(t− τ)|2dt

=
1

T

∫ T

0

|r(t)− ac(t)|2dt− γb∗

T

∫ T

0

[r(t)− ac(t)]c(t− τ)dt

−γb

T

∫ T

0

[r(t)− ac(t)]∗c(t− τ)dt+
γ2|b|2
T

∫ T

0

c2(t− τ)dt,

(16)

where (·)∗ denotes the complex conjugate. Since c(t) is T -periodic,

following (2), we have 1
T

∫ T

0
c2(t − τ)dt = 1

T

∫ T

0
c2(t)dt = 1. If

we further denote

A(a, τ) =
1

T

∫ T

0

[r(t)− ac(t)]c(t− τ)dt, (17)

the MSE can be rewritten as

J(a, b, τ, γ) =
1

T

∫ T

0

|r(t)− ac(t)|2dt
−γb∗A(a, τ)− γbA∗(a, τ) + γ2|b|2.

(18)

Thus, the problem can be formulated as minimizing (18) by finding

the optimal a, b, τ and γ, i.e.,

{â, b̂, τ̂ , γ̂} = arg min
a,b,τ,γ

J(a, b, τ, γ). (19)

To minimize (18), one necessary condition is that its partial

derivatives regarding b and γ are zero. Note that when z is a complex

variable, we have ∂z
∂z

= 0, ∂z∗
∂z

= 2 and
∂|z|2
∂z

= 2z. Hence,

⎧⎨
⎩

∂J
∂b

= −2γA(a, τ) + 2γ2b = 0,

∂J
∂γ

= −b∗A(a, τ)− bA∗(a, τ) + 2γ|b|2 = 0,
(20)

from which we can get

γ =
A(a, τ)

b
=

A∗(a, τ)
b∗

. (21)

Substituting (21) into (18), the MSE can be reduced to

J =
1

T

∫ T

0

|r(t)− ac(t)|2dt− |A(a, τ)|2, (22)

which is a function depending only on a and τ .

In digital implementation, limited by the time resolution, τ be-

comes discrete and thus has only a few possible values with |τ | < Tc.

In this way, an exhaustive search2 on τ and a would be feasible

and also an effective approach to minimize (22). The required

computation mainly lies in a finite number of MSE calculation,

and the number of possible (a, τ) pairs is M × Q, where M is

the constellation size and Q is the number of possible values for

τ . Ultimately, the recovered symbol â and the estimated timing

difference τ̂ would be the ones minimizing (22) which we obtained

from the exhaustive search above.

Following (21), the amplitude ratio can be estimated as

γ̂ =
|A(â, τ̂)|
|b| , (23)

for a constant-modulus constellation (e.g., PSK), where |b| is readily

available since it holds constant for all b ∈ Ω. For non-constant-

modulus constellation, the amplitude ratio cannot be exactly drawn.

This is because that from (21), we can only determine b̂γ̂ = A(â, τ̂),
which cannot yield a specific γ̂ when the amplitude of the jamming

symbol is not specifically available. However, in this case, we can

obtain a range for γ̂. More specifically, if B1 ≤ |b| ≤ B2 for b ∈ Ω,

then we have

|A(â, τ̂)|
B2

≤ γ̂ ≤ |A(â, τ̂)|
B1

. (24)

Discussions: 1) The major differences between the estimation of

disguised jamming and that of multipath signals [18], [19] lie in:

i) Multipath signals always contain the same symbol as the primary

signal (which is the signal going through the line-of-sight path), while

the symbol carried by disguised jamming is chosen independently

from the authorized signal; ii) Multipath signals are generally much

weaker than the primary signal, while disguised jamming maintains

a similar power level as the authorized signal; iii) Multipath signals

always arrive at the receiver after the primary signal, while disguised

jamming can have either a leading or lagging phase compared with

the authorized signal.

2) Although we primarily focus on recovering the authorized

symbols under disguised jamming here; however, the information

obtained from the MMSE receiver can be used for jamming detection

and evaluation. The estimated amplitude ratio can be used as a

metric to determine whether a disguised jammer is present or not

by comparing it with an appropriate threshold. Through cooperation

of multiple receivers, it is also possible to locate the disguised jammer

by exploiting the estimated timing differences between the jamming

interference and the authorized signal. These potential topics are left

for future work.

2Generally it would be sufficient to perform an exhaustive search for
regular time resolution with a practical sampling rate; however, for high
time resolution, we suggest the usage of state-of-the-art iterative optimization
methods, e.g., Newton’s method.



V. NUMERICAL RESULTS

In this section, we first evaluate the performance degradation of

CDMA systems under disguised jamming, and then demonstrate the

effectiveness of the proposed receiver in jamming estimation and

BER performance improvement. We assume AWGN channels and

apply BPSK modulation, which is generally used in GPS, and the

spreading code is a Gold sequence with a processing gain N = 1023.

In the simulation, we set the oversampling factor to 32, which means

that there are 32 samples in each chip with a Tc duration. Note

that the oversampling factor determines the resolution of the timing

difference estimation, i.e., 1
32
Tc, for the current setting.

A. Performance Degradation of Conventional CDMA Systems under
Disguised Jamming

In this subsection, we evaluate the impact of disguised jamming

with different timing differences on BER performance of the con-

ventional CDMA system. The amplitude ratio γ is set to 1, and we

apply the conventional receiver in (6) without jamming estimation. It

is observed in Fig. 1 that compared with jamming-free case, the BER

performance is severely degraded by disguised jamming, especially

when the timing difference τ is small. In the worst case with τ = 0,

the BER maintains at approximately 1
4

no matter how high the SNR

is, which agrees with the lower bound in (9).

Fig. 1. BER v.s. Eb/N0 for the conventional CDMA receiver under various
disguised jamming.

B. Timing Difference and Amplitude Ratio Estimation

In this subsection, we provide the estimation results of the timing

difference τ and amplitude ratio γ by applying the proposed CDMA

receiver. Here we set τ = 1
4
Tc and γ = 1.2. In Fig. 2, we can observe

that both the timing difference and amplitude ratio can be accurately

estimated with reasonable SNRs, and the accuracy improves as the

SNR increases.

C. BER Performance Improvement with Jamming Estimation

In this subsection, we compare the BER performance of the

proposed CDMA receiver with that of the conventional receiver. To

explore a time-varying jamming scenario, the timing difference τ
is set to be uniformly distributed on [− 1

4
Tc, 0) ∪ (0, 1

4
Tc], and the

amplitude ratio γ follows a normal distribution N (1, σ2), where

σ = 1
6

. Note that we do not take into account τ = 0, in which

case the BER cannot be decreased because of the lower bound in

(9). In Fig. 3, it is observed that the BER is decreased significantly

Fig. 2. Timing difference and amplitude ratio estimation.

by the proposed CDMA receiver with reasonable SNRs. With low

SNRs, the BER cannot be decreased due to the inaccurate jamming

estimation, which demonstrates that it is more difficult to combat

disguised jamming under poor channel conditions.

Fig. 3. Performance comparison of the conventional receiver and the
proposed receiver under disguised jamming.

VI. CONCLUSIONS

In this paper, we analyzed the impact of disguised jamming on

conventional CDMA systems, and developed an effective approach

to recover the authorized symbols with CDMA transmission under

disguised jamming. The proposed approach exploited the small

timing difference between the authorized signal and the jamming

interference. We estimated the authorized symbols as well as the

jamming parameters by finding the minimum mean square error

(MMSE) between the received signal and jammed signal, which

is the sum of the authorized signal and the disguised jamming.

The numerical results demonstrated that with reasonable SNRs, the

proposed receiver significantly improves the BER performance of

CDMA systems under disguised jamming, and also provides a good

evaluation about jamming.
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