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Abstract—This paper considers a game between a power-
limited authorized user and a power-limited jammer, who op-
erate independently over the same AWGN channel consisting of
multiple bands. We explore the possibility for the authorized
user or the jammer to randomly utilize part (or all) of the
available spectrum and/or apply nonuniform power allocation.
It is found that: either for the authorized user to maximize
its capacity, or for the jammer to minimize the capacity of
the authorized user, the best strategy for both of them is to
distribute the transmission power or jamming power uniformly
over all the available spectrum. The minimax capacity can be
calculated based on the channel bandwidth and the signal to
jamming and noise ratio, and it matches with the Shannon
channel capacity formula. Numerical results are provided to
illustrate the theoretical analysis.

Index Terms—Multiband communications, game theory, jam-
ming, capacity analysis.

I. INTRODUCTION

Hostile jamming, in which the authorized user’s signal is
deliberately interfered by the adversary, is one of the most
commonly used techniques for limiting the effectiveness of
an opponent’s communication. In traditional anti-jamming
techniques [1], they either assume specific jamming models
or try to estimate the jamming pattern before selecting an
anti-jamming scheme. The underlying assumption is that the
jamming is varying slowly such that the authorized user
has sufficient time to track and react to the jamming. How-
ever, if the jammer is intelligent and can switch its patterns
fast enough, then it would be impossible for the authorized
user to detect and react in real time. To the best of our
knowledge, existing work on this topic has been focused
on single band communications [2] or just power allocation
for multiband/multicarrier communications [3]. An interesting
question is: can the authorized user or the jammer benefit from
randomly utilizing part instead of all of the available spectrum
and/or applying nonuniform power allocation in the presence
of an intractable opponent?

In this paper, we try to address this question by investigating
a game between a power-limited authorized user and a power-
limited jammer, who operate independently over the same
AWGN channel consisting of multiple bands. From a game
theoretical perspective, we find that: either for the authorized
user to maximize its capacity, or for the jammer to mini-
mize the capacity of the authorized user, the best strategy
for both of them is to distribute the transmission power or
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jamming power uniformly over all the available spectrum.
The minimax capacity of the authorized user is given by
C = Blogy(1+ Ps/(P;+ Pn)), where B is the bandwidth of
the overall spectrum, Py the noise power, Ps and P; the total
power for the authorized user and the jammer, respectively.
In other words, the minimax capacity above is the smallest
capacity that can be achieved by the authorized user if it
utilizes all the available spectrum and applies uniform power
allocation, no matter what strategy is applied by the jammer;
meanwhile, it is also the largest capacity that can be achieved
by the authorized user if the jammer jams all the available
spectrum and applies uniform power allocation, no matter what
strategy is applied by the authorized user.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a multiband communication scenario, where
an authorized user and a jammer operate over N, frequency
bands or subchannels (not necessarily being consecutive), and
each has a bandwidth of B/N, Hz. That is, the bandwidth
of the total available spectrum is B Hz. Each subchannel is
modeled as an AWGN channel. More specifically, we assume
the total noise power over the entire spectrum is Py, and
the noise power corresponding to each subchannel is Py /N,.
Recall that Gaussian jamming is optimal when the jammer has
no knowledge of its target [4], hence we assume the jamming
is Gaussian for each jammed subchannel. In the following, P
denotes the total available power for the authorized user, and
Pj the total jamming power.

The authorized user is always trying to maximize its capac-
ity under jamming by applying an optimal strategy, that is, to
transmit information over all or part of the available subchan-
nels with optimal subchannel selection and power allocation.
Accordingly, the jammer would like to find an optimal strategy
that can minimize the capacity of the authorized user. It is
assumed that both the authorized user and the jammer have
no knowledge of the selected subchannels and power levels
applied by their opponent.

Each strategy applied by the authorized user is determined
by the number of activated subchannels, the subchannel selec-
tion process and the power allocation process. More specifi-
cally: (1) The authorized user activates K, (1 < Ky < N,)
out of V. subchannels each time for information transmission.
(2) The subchannel selection process is characterized using
a binary indicator vector o = [a, @, ..., an. |, where the
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random variable «,, = 1 or O indicates whether the mth
subchannel is selected or not, and Zﬁ; 10 = K. Let
ws = [Ws1,Ws 2, ..., Ws,N,] be the corresponding probability
vector, where ws,, denotes the probability that the mth
subchannel is selected each time (i.e., wy ,m, = Pr{a,, = 1}),
and 226:1 ws.m = K. (3) The authorized user numbers the
selected K s subchannels from 1 through K, following the
order as they appear in the original spectrum, and performs
power allocation over them. The power allocation process
is characterized using a vector Py = [P 1, P59, ..., Ps K.},
in which P, denotes the power allocated to the nth se-
lected subchannel, and fo;l P, = P is the power con-
straint. Let Wy g, = {ws = [ws1,ws2,...,ws,n |0 <
Ws m < 1,2221 Wsm = Ks}’ and PS,KS = {Ps =
[Peg. Pez, o Pogc)|0 < Py < Py, S0 Poyy = Pu}. The

— n=1" ¢
strategy space for the authorized user can thus be defined as

X = {(KS,wS7PS)|1 <K; < NgwseWsk,,Ps € PS,KS}~

(D
The strategy space X covers all the possible subchannel
utilization strategies as K, varies from 1 to N,.

Similarly, the jammer jams K; (1 < K; < N.) out
of N, subchannels each time followirjl\g a binary indicator
vector B = [B1,02,...,8n.] with > ¢, B, = K;. The
subchannel selection process is characterized using a prob-
ability vector w; = [wj1,wr2,...,wWsN,], Where wy, =
Pr{f, = 1} and EZC:NUJ,m = K. Then the jammer
numbers the K ; selected subchannels from 1 through K ; in
the same manner as the authorized user, and performs power
allocation over them using a power-allocation vector P; =
(P11, Pras ..y Prrc,] with 307 Py = Py Let Wy, =
{wy = wr,wi2,win 0 < wrm < 1,2,{1“:1 Wim
K} and Py, = {P; = [Ps1,Ps2,.... P1k,]|0 < P, <
Py, ZnK;’ 1 Py = Py}, the strategy space for the jammer can
thus be defined as

Y={(Ks,ws,P;)|[1 <K; <Ne,ws €Wk, Pse PJ,KJ%Z)

From a game theoretical perspective, the strategic decision-
making of the authorized user and the jammer can be modeled
as a two-person zero-sum game [5], which is characterized by
a triplet (X, Y, C), where

1) X is the strategy space of the authorized user;
2) Y is the strategy space of the jammer;
3) C'is a real-valued payoff function defined on X x ).

Al

The interpretation is as follows. Let (x,y) denote the strat-
egy pair, in which z € X and y € ) are the strategies
applied by the authorized user and the jammer, respectively.
The payoff function C(z,y) is defined as the expected or
average capacity of the authorized user choosing a strategy
x € X in the presence of the jammer choosing a strategy
y € Y. In other words, C(z,y) is the amount that the
authorized user wins and simultaneously the jammer loses
in the game with a strategy pair j\gx,y) Define A = {a =
(a1, 02, ..., an,]|lan € {0,1},3°,¢ o, = K}, and B =
{8 = [B1, B2 BN |8 € {0.1}, 30, B = Ky} Let

p(a) and p(B) denote the probabilities that the authorized
user selects subchannels using o and the jammer selects
subchannels using 3, respectively. Let T ,, and 7', be the
power allocated to the mth subchannel by the authorized user
and the jammer, respectively, which are determined by

_ ) Pogn am=1, _ | Prgn, B =1,
Tam={ 470 o 27 Tam =1 0 b 2

3)
where g, = > ", ; is the new index of subchannel m in
the K selected subchannels if it is activated by the authorized
user, and ¢, = Z:’;l (3; is the new index of subchannel m in
the K ; selected subchannels if it is jammed by the jammer.
Apparently, we have 1 < g, < K, and 1 < ¢, < K, for
all 1 < m < N,. Note that the subchannel selection processes
used by the authorized user and the jammer are independent
of each other. Then, the average capacity of the authorized
user in the game with a strategy pair (z,y) can be calculated
as

Clz,y)=>_ > pla)p(B)
acApBeB
N.
~ B Te m
’ mZZI N, ( T Tt PN/Nc)
Based on the definitions above, the minimax capacity of the
authorized user can be obtained by [6]

4)

C(z*,y*) = in C = mi C(z,y). &
(=", y") max iy (. y) min max (z,y). 5

It can be seen from (5) that the authorized user tries to choose
an optimal strategy * € X to maximize its capacity, while the
jammer tries to minimize it by choosing an optimal strategy
y* € ). The capacity C(z*,y*) in (5) can be achieved
when a saddle point strategy pair (z*,y*) is chosen, which
is characterized by the following inequalities [7]

Clz,y*) <C(z™,y") < C(z*,y), YeeX,yec). (6)

This implies that: with strategy x*, the smallest capacity that
can be achieved by the authorized user is C'(z*, y*), no matter
which strategy is applied by the jammer; on the other hand, if
the jammer applies strategy y*, the largest capacity that can be
achieved by the authorized user is also C'(z*,y*), no matter
which strategy is applied by the authorized user. As a result, to
find the optimal transmission strategy and jamming strategy,
we need to find the saddle point strategy pair (z*,y*).

III. OPTIMAL STRATEGY FOR MULTIBAND
COMMUNICATIONS UNDER JAMMING

Recall that K¢ denotes the number of subchannels activated
by the authorized user, and K ; the number of subchannels
jammed by the jammer. In this section, we derive the saddle
point strategy pair (z*,y*) in two steps: (1) For any fixed K
and K; with 1 < Ky, K; < N,, calculate the corresponding
minimax capacity and denote it by C (K, K;). Let K, =
1,2,...,N.and K; =1,2,..., N., we can obtain an N, X N,
payoff matrix C. (2) For the derived payoff matrix C, locate its
saddle point, and then the minimax capacity of the authorized
user in (5) can be calculated accordingly.
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A. The Minimax Problem for Fixed K, and K ;

With fixed K, and K, the strategy space for the au-
thorized user becomes X = {(Kj,ws, Ps)|Fixed K;,ws €
Ws k., Ps € Ps g} C X, and similarly the strategy space
for the jammer becomes Y = {(K,w s, P )|Fixed K ,w; €
Wik, ,P; € Pyk,} C Y. It should be noted that the user-
activated subchannels and the jammed subchannels vary from
one time to another, although the total number of the user-
activated or jammed subchannels is fixed. In the following, we
will find the saddle point of C'(z,y) for x € X and y € ).

Lemma 1. For any z > 0 and a > 0, the real-valued function,
f(z) =logs (1 + z/a), is concave.

Proof: f"(z) = —1/In2/(z + a)? < 0, for any z > 0
and a > 0. [ |

Lemma 2. For any z > 0, a > 0 and b > 0, the real-valued
Sunction, f(z) =logy(1+a/(z+Db)), is convex.

Proof: f"(z) = ﬁ@i;ﬁ% > 0, for any z > 0,
a>0and b > 0. [ |
The solution to the minimax problem for fixed K and Ky

is given in the proposition below.

Proposition 1. Let K, be the number of subchannels activated
by the authorized user, and K j the number of subchannels
Jammed by the jammer. For any fixed (K, K j) pair, the saddle
point of C(x,y) under the power constraints P, and P; for
r € X and y € Y is reached when both authorized user and
the jammer choose to apply uniform subchannel selection and
uniform power allocation strategy. That is, for fixed K and
K, the saddle point strategy pair (Z*,y*) that satisfies

C(#§") <C@.y) < 0@y, YIeX,gey, O

is given by * = (K, w?:, P%) with

w:,m = Ks/Nm m=1,2,..., N, ®)
Ps*,n:PS/Ks» TL:LQ, --7K37

and y* = (K j,w’,P7y) with
Wi =Kj/Ney m=12,.,N 0
PJ*,n:PJ/KJa n:1,2,...,KJ. ()

In this case, the minimax capacity of the authorized user can
be obtained as

~ K; B P,/K,
C(Ko, Kj) =K. —L = log, [ 1+
( 7) N, N, &2 ( Py/K, + PN/NC>

K;\ B P,/ K,
K, |1-— — 1 1 .
- ( NC>N0 ng( +PN/NC>

(10)

Proof: (1) We first prove that (z*,y*) defined in (8)
and (9) satisfy the left part of (7), C(z,y*) < C(z*,y*).
Assuming the jammer applies the strategy y* with uniform
subchannel selection and uniform power allocation as indi-
cated in (9). For the authorized user who applies an arbitrary
strategy * € X, we numbered the activated K; subchannels
as n = 1,2,..., K,. For each subchannel activated by the

authorized user, the probability that it is jammed is K /N,
since the jammer jams each subchannel with a uniform prob-
ability wj,,, = K /N.. Accordingly, the probability that each
subchannel is not jammed is 1 — K ;/N..

Considering all the subchannels activated by the authorized
user, when the authorized user applies an arbitrary strategy = €
X, and the jammer applies strategy y*, the average capacity
can be calculated as

=

M.

~ - KJ B Psn
C@F.7°) = ~log, (1 :
@97) [NC N, Og?( +PJ/KJ+PN/NC>
K;\ B P,
1-— NC)NclogQ <1+PN/NC)]
K
J B - Ps.n
=22 N g, (1 '
CZ Og2< +PJ/KJ+PN/NC>

n=1
K
B = P,
— M 1 1 2
) N, 28 ( " PN/NC)

(-
(1n

Note that 35 P, ,,

n

_|_
"

=

=

_|_

Kj;
N,

= P, and applying Lemma 1, we have

~ ~ KJ B R@/Ks
C N <Kg——1 1
(xay)_ ‘Nch OgZ( +PJ/KJ+PN/NC)
K;\ B Ps/Ks\ (12)
Kg(1-— — 1 1
o (1) e (1 57
:C(%*ag*)v

where the equality holds if and only if P;, = P,/Kj,Vn.

(2) Proof of the right part of (7), C(z*,y*) < C(z*,y).
Assuming the authorized user applies the strategy z* with
uniform subchannel selection and uniform power allocation
as indicated in (8). For the jammer who applies an arbitrary
strategy y € ), we numbered the jammed K ; subchannels as
n =1,2, ..., K . For each jammed subchannel, the probability
that it also serves as a subchannel activated by the authorized
user is w} ,,, = K/N.. Hence, the average number of jammed
subchannels which are also activated by the authorized user
is K;Ks/N,., and the average number of subchannels acti-
vated by the authorized user that are jamming-free would be
Ky — K;K;/N. = Ks(1— K;/N,).

Considering both the jammed and jamming-free subchan-
nels, when the jammer applies an arbitrary strategy y € ), and
the authorized user applies strategy z*, the average capacity
can be calculated as

Ky
— K, B P/K,
S B g (1 B
= N. N, Py, + PN/NC

K;\ B P,/K,
K, (1- —1 1 .
+h0 (12 ) e om (14 22
(13)
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Note that Z 1 Prn = Py, and applying Lemma 2, we have

P./K,
P;/Kj+ Py/N, )

K,\ B PJK,\ (14)
o (1 NC> N, 82 (” Pu/N, >
—c@ 7).

where the equality holds if and only if Py,, = Py/K;,¥Vn. B
Proposition 1 shows that: when the number of user-activated
subchannels and the number of jammed subchannels are
both fixed, uniform subchannel selection and uniform power
allocation would serve as the best strategies, not only for
the authorized user to maximize its capacity but also for the
jammer to minimize the capacity of the authorized user.

. K; B
( aN)>KNN10g2(

B. Capacity Optimization over K¢ and K

In Section III-A, we derived the closed-form minimax ca-
pacity of the authorized user for fixed K’y and K ;. Considering
all possible K and Ky, we would have an N, x N, matrix C,
in which C' (K, K ;) is the minimax capacity of the authorized
user for fixed K; and K, as indicated in (10). Now finding the
minimax capacity in (5) can be reduced to finding the saddle
point of the matrix C. Note that the saddle point of a matrix
A is an entry a; ;, which is simultaneously the minimum of
the ith row and the maximum of the jth column.

Lemma 3. For a real-valued function f(z) = In(1 + z) —

z/(1+2), f(z) >0, when z > 0.

Proof: When z > 0, f'(z) = z/(1 + 2z)? > 0. Thus,

f(z) > £(0) =0, 0
Lemma 4. For the capacity function
~ . K; B s/ K
C(Ks, Ky) *Ksﬁcﬁclo& (1 + Py/K, +PN/NC>
K;\ B P,/K,
+ K (1 Nc> ﬁclogQ (1+ PN/NC),
(15
we have ~ _
oC oC
0 & — <. 16
9K, oK, © (10

Proof: (1) The first-order derivative of C over K. s

oC K, B 1 [1 <1+ = ) =
P p -~ P, | P P
0K, NN12 K7]]+T]\C] %_’_77,_’_1\771\6!

P, P

Ky B 1 KZ KSS

+( Nc> N, In2 [m <1+ PN) LB
Ne¢ K

Ps/Ks

Let =1 = pyksepyyN then 1le =

P/ K. Similarly, let z P:/K.  then
P,/K.+P; /K ;+Pn/Ne" Y 2 Py/N.’

11‘;2 = PS/KjJrP;/NC. Applying Lemma 3 to (17), we have

aC
oK,

> 0. (18)

(2) The first-order derivative of C over K T»

P P,

oC K, B 1 o b
=~ ~ Iln(l1+—2s_ | -1 1 2
oK, NNln2[ (*PJ+PN) n<+Pw>

Ky Ne Ne

P, Py
n K. Kj
3 P P P
(B+e+ 2 (B+5)

KB 1 [ i i
e Neln2 | Py (P | P; | Pn . Py
Neln2 | 2 (B pra By + Bl
P, Py
—In|1+ 5 Ke [;J -
N. (K; trrt NN)
P, /K P, /K (19)
Let 2 PN//NC(P?/SKS—in/Kj+PN/NC)’ then 1-2;020 =
P, /K;P;/K .
Pr /NP JK.F P, /K, +Px NP /K. Py K, - Applying Lemma
3 to (19), we have
oC
< 0. 20
oK, (20)
m

Following Lemma 4, we have the proposition below.

Proposition 2. The saddle point of matrix C is indexed by
(KX K%) = (N¢, N.). Equivalently, for all 1 < K., Kj <
N,., we have

6(K57Nc) S G(NcaNc) S 6(N07KJ)~ (21)

C. The Minimax Capacity

In Section III-A, we derived the saddle point strategies and
the corresponding minimax capacity for fixed Ky and K ;; in
Section III-B, the gaming relationship over different K and
K ; was investigated, and we found the saddle point strategies
indicating how to choose K and K; for the authorized
user and the jammer, respectively. Consequently, exploring all
possible strategies in the defined strategy spaces X and ),
we manage to find the saddle point strategies to the original
minimax problem in (5). The result is summarized in the
theorem below.

Theorem 1. Assuming that an authorized user and a jammer
are operating independently over the same AWGN channel
consisting of N. subchannels. Either for the authorized user
to maximize its capacity, or for the jammer to minimize the
capacity of the authorized user, the best strategy for both of
them is to distribute the power uniformly over all the N.
subchannels. In this case, the minimax capacity is given by

C = Blog, (1 + (22)

P )
Py+Py)’
where B is the bandwidth of the overall spectrum, Py the
noise power, P; and Pj the total power for the authorized
user and the jammer, respectively.

Proof: The proof follows directly from Proposition 1 and
2. The minimax capacity in (22) can be derived simply by
substituting Ky = K; = N, into (10). |
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IV. NUMERICAL RESULTS

In this section, we evaluate the impact of different strategies
applied by the authorized user and the jammer on the capacity
of the authorized user. We assume N, = 64, B = 1 MHz,
P, = P; = 16 W, and the overall SNR is 10dB. In light of
Proposition 1, we assume that both the authorized user and
the jammer apply uniform subchannel selection.

A. Capacity v.s. Power Allocation with Fixed K¢ and K

We evaluate the capacity of the authorized user under
different transmission and jamming power allocation schemes.
Performing power allocation, we set the power allocation
vector as one whose elements, if sorted, would form an
arithmetic sequence, and we use the maximum power dif-
ference among all the selected subchannels as the metric of
uniformity. Hence, the maximum power difference indicates
how far the power allocation is away from being uniform,
and a zero difference means uniform power allocation. Here
we evaluate the capacity in two cases: (1) uniform jamming
power allocation, while the power allocation for the authorized
user is nonuniform; (2) the case which is opposite to (1).

x 10‘7 Capacity of Authorized User v.s. Different Power Allocation
1.45 T T T T T T T T

Case 1: Uniform Power Allocation for Jammer

Case 2: Uniform Power Allocation for Authorized User

Capacity of Authorized User (bps)

2 ! ! ! ! ! ! ! ! !
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Maximum Power Difference among All Selected Subchannels (W)

Fig. 1. Capacity v.s. different power allocation.

Fig. 1 shows the results when both the authorized user and
the jammer select half of all the available subchannels. It can
be seen that: (1) if the jammer applies uniform power alloca-
tion, the authorized user maximizes its capacity when it applies
uniform power allocation as well; (2) if the authorized user
applies uniform power allocation, the jammer minimizes the
capacity of the authorized user when it applies uniform power
allocation as well; (3) the minimax capacity (the intersection
in the figure) serves as a lower bound when the authorized user
applies uniform power allocation under all possible jamming
power allocation schemes, and meanwhile an upper bound
when the jammer applies uniform power allocation under all
possible transmission power allocation schemes. The results
above match well with Proposition 1.

B. Capacity v.s. Number of Selected Subchannels

We evaluate the capacity of the authorized user with dif-
ferent number of selected subchannels by the authorized user

or the jammer. For each (K, K ;) pair, both the authorized
user and the jammer apply uniform power allocation. It is
observed in Fig. 2 that the best strategy is to utilize all the
N, subchannels, either for the authorized user to maximize its
capacity, or for the jammer to minimize the capacity of the
authorized user. This result matches well with Proposition 2.

X 10(' Capacity of Authorized User v.s. Number of Selected Subchannels

N
AN Fixed Ky =N¢
~
3 AN — ——- FixedKg =N
AN
~
~
SN

g 25 So 1
£ ~
= N
2 S
=] ~ 4
3 2 Sao
N ~
= ~
Z 15 ~ B
g I
S
E AN
ER! T~ 1
&
©

0.5 b

0 ! ! ! ! ! !
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Number of Selected Subchannels by Authorized User (or Jammer)

Fig. 2. Capacity v.s. number of selected subchannels.

V. CONCLUSIONS

In this paper, we investigated a game between a power-
limited authorized user and a power-limited jammer, who oper-
ate independently over the same AWGN channel consisting of
multiple bands. Both theoretical analysis and numerical results
demonstrated that: either for the authorized user to maximize
its capacity, or for the jammer to minimize the capacity of
the authorized user, the best strategy for both of them is to
distribute the transmission power or jamming power uniformly
over all the available spectrum.
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