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for Designing Forward Error Correcting Biosensors
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Abstract—We previously reported the fabrication and the
verification of novel biomolecular transistors where electrical
conductivity of a “polyaniline nanowires” channel is controlled by
antigen-antibody interactions. In this paper, we present a simula-
tion framework for analyzing the reliability of biosensor circuits
constructed by using these biomolecular transistors. At the core
of the proposed framework is a library of electrical circuit models
that capture the stochastic interaction between biomolecules and
their variability to environmental conditions and experimental
protocols. Reliability analysis is then performed by exploiting
probabilistic dependencies between multiple circuit elements by
using a factor graph-based decoding technique. The proposed
computational approach facilitates rapid evaluation of forward
error correction (FEC) strategies for biosensors without resorting
to painstaking and time-consuming experimental procedures.
The analysis presented in this paper shows that an asymmetric
FEC biosensor code outperforms a repetition FEC biosensor
code which has been proposed for microarray technology. In
addition, we also show that the proposed analysis leads to a novel
“co-detection” protocol that could be used for reliable detection of
trace quantities of pathogens.

Index Terms—Biomolecular circuits, biosensors, com-
puter-aided design (CAD), factor graph, forward error correction
co-detection, polyaniline, reliability.

I. INTRODUCTION

B IOMOLECULAR circuits, which operate by converting
the binding of an analyte with a biological recognition

layer into a measurable signal, form the core of many biosensor
systems. Unfortunately, the biomolecular interactions are sto-
chastic in nature and lead to significant variability under small
changes in experimental conditions. This is particularly true for
affinity-based biosensors [1]. As a result, achieving high relia-
bility for detecting pathogens in the presence of experimental
and biosensor artifacts poses a significant challenge. We had
proposed the use of the forward error correction (FEC) prin-
ciple to address this challenge and had demonstrated the func-
tionality of basic biomolecular circuit elements that can be used
for constructing an FEC biosensor [2]. However, evaluating the
reliability of different FEC biosensor configurations using direct
experimental techniques has proven to be impractical due to the
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time-consuming and labor-intensive nature of sample prepara-
tion and handling. This has motivated us to develop an analytical
framework for evaluating the performance of different biosensor
FEC topologies and is the main focus of this paper.

The model biosensor chosen to describe the proposed frame-
work is a lateral flow immunosensor which utilizes polyani-
line nanowires-based transducers to convert binding between
a target antigen and its antibody into an electrical signal. The
principle was extended to implement biomolecular logic circuits
(AND and OR) and their functionality was verified by usinig ex-
perimental results [2]. In this paper, we will first develop equiv-
alent circuit models that capture the stochastic response of re-
spective biomolecular circuit elements. A similar analytical ap-
proach for modeling the biomolecular stochastic interaction has
been reported in [1]. In this work, two kinds of biosensor noise
sources were identified and modeled: 1) systematic noise that
was induced by sample handling errors and errors introduced
by device artifacts and 2) random noise due to probabilistic
biomolecular binding interactions [3], [4]. In comparison, our
approach directly uses a system identification approach for ap-
proximating the experimental data using a log-linear model [5]
and extracts the parameters of the noise sources based on the
regression and random errors.

We then assemble these composite models to simulate the
response of different FEC biosensor structures and evaluate the
performance of different decoding algorithms for improving
the reliability of biosensors in the presence of systematic and
random noises. In the literature, FEC principles have been used
for improving the reliability of nanoscale systems, which suffer
from similar computational artifacts as biosensors. Some of the
examples include the design of fault-tolerant circuits [6] and
next-generation flash memory [7]. Other work in the related area
includes the application of an FEC principle for understanding
biological systems [8], [9]. For example, error-correcting codes
were proposed for a DNA microarray, where redundant gene
spotting was used to reduce drop-out errors [10]. This work
was extended in [11] where an error-control coding scheme and
quality control were integrated for fabricating DNA microar-
rays by using multiplexed DNA strands. However, the FEC
techniques proposed in the aforementioned work use a simple
repetition procedure [10], [11] for which an optimal decoding
algorithm was proposed. Repetition techniques have been used
in other microarray designs [12], [13] where they have been
shown to greatly increase the power of the experiments to mea-
sure gene expression changes. In this paper, we will show that
for our model biosensor, an asymmetric encoding method and
its corresponding factor graph decoding algorithm outperforms
the repetition code for achieving higher reliability of detection.
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Factor graph is a generalization of the “Tanner graph”
[14] that graphically captures the interdependencies between
different variables of a global function. Factor graphs have
been shown to be general enough to describe many pop-
ular algorithms that are extensively used for learning and
signal processing [15]. In this paper, reliability analysis of
the biomolecular circuits is performed by using a factor graph
message passing approach that produces confidence scores
that are proportional to the concentration of pathogens present
in the sample. However, unlike the conventional factor graph
decoding approach, the analysis presented in this paper uses
an asymmetric message passing algorithm which takes into
account the type of biomolecular logic functions that can be
realized. Our analysis show that an asymmetric code outper-
forms a repetition code in reducing the number of detection
errors. Also, based on a simulation study, we observe and
describe a novel “co-detection” protocol that uses the nonlinear
encoding-decoding property of the asymmetric code to detect
trace quantities of a pathogen in a given sample.

This paper is organized as follows. Section II describes the
operating principle of the biomolecular circuits and summarizes
the analytical model obtained by using experimental data. Sec-
tion III describes the construction of biosensor encoder based
on the biomolecular circuit models obtained in Section II. Sec-
tion III also describes the factor graph decoding algorithm that
is used for reliability analysis. Section IV presents behavioral
simulation results by using the analytical framework and Sec-
tion V discusses the simulation results in detail with a descrip-
tion of the novel “co-detection” protocol. Section VI concludes
this paper with some final remarks.

II. BIOMOLECULAR CIRCUIT MODELS

In this section, we use our previously reported experimental
results [2] to extract circuit models that capture their systematic
and random noises. The biomolecular circuits were constructed
on a porous membrane instead of silicon or other rigid sub-
strate and transporting the analyte through the membrane is
achieved by using capillary force. The operating principle
of a single biomolecular transistor based on the lateral flow
principle is illustrated in Fig. 1 which shows a cross-sectional
view of the membrane. The details about the principle can be
found in [16] and are briefly described here. The transistor
consists of two silver electrodes (equivalent to a source and
drain of a metal–oxide semiconductor field-effect transistor
(MOSFET)) and a layer of antibody between the electrodes
(equivalent to a channel of a MOSFET). The gap between
two electrodes on the membrane is open initially. When the
analyte is applied on the biosensor, the antigen in the analyte
first hybridizes with its target antibody which then conjugates
with polyaniline conductive nanowires. The antigen-anti-
body-polyaniline hybrid then migrates into the membrane gap
due to the capillary force and interacts with the immobilized
antibodies to form a nanowire bridge across the electrode. The
affinity between the antigen-antibody interaction and, hence,
the concentration of the nanowires determines the conductance
of the channel formed between the electrodes. The scanning
electron microscopy (SEM) images shown in each reaction
phase (see Fig. 1) show a change in membrane texture and

Fig. 1. Principle of a single biomolecular transistor.

it is attributed to the formation of the antibody-antigen-an-
tibody-polyaniline complex connecting the electrodes. We
have fabricated and characterized the response of a single
biomolecular transistor by using the B. cereus antibody with
respect to different pathogen concentrations. Fig. 2 shows the
measured conductance across the biosensor electrodes as the
concentration of pathogen (B. cereus) in the sample is varied.
The measured conductance is normalized with respect to the
“control” conductance (measured when a sample containing no
pathogens is applied) and shows a clear discrimination between
pathogenic and nonpathogenic cases. The plot in Fig. 2 also
shows a monotonic increase in conductance with an increase
in pathogen concentration (given in colony forming units per
milliliter (CFU/mL)). This response can be approximated by
using a log-linear model (shown by a dotted line in Fig. 2), and
the regression error is used to approximate the systematic error.
Fig. 2 also shows error bars that are computed by using multiple
experimental runs, and they are used for estimating the random
errors. The systematic and random errors are included as the
additive noise component in the equivalent circuit model
of the biomolecular transistor (shown in Fig. 3). denotes
the concentration of the B. cereus, and are respective
conductances whose definitions and large signal models are
given in Tables I and II. Based on the large signal models given
in Table I, it can be shown that a single biosensor acts like a
“pathogen concentration”-controlled resistor that is similar to
the operation of a MOSFET transistor biased in weak inversion.

The biosensor principle was extended to implement two vari-
ants of logical operations (AND and OR) [2]. Fig. 4 shows the
structure of an AND gate (marked by 1) and OR gate (marked by
2), constructed by using the antigen-antibody-polyaniline com-
plex. An AND operation is achieved by cascading two different
antibodies in between the biosensor electrodes. Thus, in an ideal
condition, conduction between the electrodes occurs only when
both pathogens are present in the sample [for completing the
polyaniline bridge as shown in Fig. 4 (1)]. An OR operation is
achieved by immobilizing a mixture of antibodies between the
electrodes. Thus, in an ideal condition, a polyaniline nanowire
bridge is formed when either of the antigens is present.

Figs. 5 and 6 show the transient responses measured by using
the AND and OR logic gates. The conductance measured across
the electrodes stabilizes 100 s after the application of the analyte
and constitutes the steady state of the biosensor logic gates. The
transient behavior is attributed to the dynamics of the polyani-
line sandwich in the presence of analyte flow, adhesion, and cap-
illary force. However, in this paper, only the steady-state con-
ductance will be used for modeling and the derivation of tran-
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TABLE I
EQUIVALENT CIRCUIT EQUATIONS FOR FUNDAMENTAL BUILDING BLOCKS

Fig. 2. Conductance measurement of a B. cereus single biomolecular transistor.

Fig. 3. Circuit model of a single biomolecular transistor.

sient models is deferred for future publications. Fig. 7 shows that
the steady-state conductance for the AND gate is highest when
both pathogens (B. cereus and E. coli) are present in the ana-
lyte compared to the conductance measured when either one or
none of the pathogens are present. The response of the OR gate
(Fig. 8) shows that the stabilized conductance is almost the same
when either of the pathogens or both of them are present while
the “control” condition leads to a lower conductance compared
to other logical states. The responses of the logic gates for dif-
ferent concentrations of pathogens are also shown in Figs. 7and
8 and have been used to derive their equivalent circuit models
that incorporate the inherent noise sources. The corresponding
circuit models for OR and AND gates are shown in Fig. 9 and their
respective mathematical representations are provided in Table I.
Table II summarizes typical values of the model parameters that
have been extracted by using the measured results and have been
used for simulations presented in this paper.

TABLE II
PARAMETER MEANING AND TYPICAL VALUES OF TABLE I

Fig. 4. Schematic illustration of biomolecular logic gates [AND gate (marked
by 1), OR gate (2)].

III. DESIGN AND SIMULATION OF FORWARD ERROR
CORRECTING BIOSENSOR CIRCUITS

In this section, we utilize the biomolecular circuit models to
evaluate different FEC topologies that can improve the relia-
bility of the model biosensor. A system-level architecture of
an FEC biosensor is shown in Fig. 10, which consists of an
encoder that is an ensemble of biomolecular circuits that
convert the biological binding into a change in conductance, a
channel that introduces random and systematic errors, and a de-
coder that uses the noisy measurements to produce probability
estimates indicating the presence or absence of pathogens in
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Fig. 5. Typical transient response of the AND gate by using model pathogens
(B. cereus and E. coli).

Fig. 6. Typical transient response of the OR gate by using model pathogens (B.
cereus and E. coli).

Fig. 7. Conductance measurement of the AND gate by using model pathogens
(B. cereus and E. coli).

a sample. The decoder processes the noisy measured conduc-
tances and produces posteriori probability
estimates , where

is a Boolean variable corresponding to the logical oper-
ation of the th biomolecular circuit. In the mathematical treat-
ment that follows, it will be assumed that the channel is the only
source of randomness and the encoding/decoding operation is
perfectly reliable.

Fig. 8. Conductance measurement of the OR gate by using model pathogens
(B. cereus and E. coli).

Fig. 9. Circuit model of the OR and AND gates.

Fig. 10. Framework of FEC biosensors.

The posteriori estimate can be simpli-
fied according to

(1)

where models the response of the biomolec-
ular circuit elements and represents a Boolean
function that captures the logical dependency between the vari-
ables and, hence, models the structure of the
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Fig. 11. Forney-style factor graph models of FEC biosensors. (a) Uncoded biosensor. (b) (6,2) biosensor repetition code. (c) (6,2) biosensor asymmetric code.

TABLE III
(6,2) REPETITION CODE

encoder. The encoder function can be represented in a tab-
ular form where each table entry represents a state of the vari-
ables for which and zero oth-
erwise. We will provide some specific examples of the encoder
function in the next section. Equation (1) also describes the de-
coding algorithm used for computing the a posteriori proba-
bility estimates. However, marginalization of a large number of
variables according to (1) is computationally intensive [15] and
a factor graph-based decoding algorithm is therefore used in this
paper.

A. Biomolecular Circuit Encoder

The simplest encoding method is the “repetition” code where
biomolecular transistors that detect single pathogen are repli-
cated multiple times. For example, biomolecular transistors spe-
cific to two model pathogens B. cereus and E. coli are replicated
three times, respectively. In this case, will be used
to represent the Boolean variables corresponding to the output
of each biomolecular transistor. The resulting encoder function

is summarized in Table III. This encoder is
denoted as a (6,2) repetition code which implies that six mea-
surements are independently performed (sequentially or in par-
allel) to detect two possible pathogens.

Another form of encoding function that will be the focus of
this paper uses the biomolecular OR and AND logic circuits. In
conventional FEC codes used in communications and storage
systems, XOR operation is utilized to obtain linear codes which
by construction are symmetric. Unfortunately, XOR logic using
the proposed biosensor principle is unrealizable and, hence, our
encoding (also referred to as an asymmetric code) function will
only be based on OR and AND biomolecular circuits. One specific
instance of a (6,2) encoder function is summarized in Table IV,
where are Boolean variables corresponding to the ab-
sence or presence of B. cereus and E. coli. The variable rep-
resents a logical OR operation between and and variable

TABLE IV
(6,2) ASYMMETRIC CODE

corresponds to a logical AND operation. The variables
and are repetition of variables and . The structure of
the code can also be conveniently represented as a factor graph
(shown in Fig. 11) which has also been used for the decoding
procedure.

B. Factor Graph Model and Soft Decoding Algorithm
The factor graph representations are used for efficient com-

putation of the a posteriori probabilities by marginalizing vari-
ables according to (1). Computation on factor graphs proceeds
by using distributed algorithms which are known as the “sum-
product” algorithms in the literature [17]. In this section, we
will describe the “sum-product” message passing algorithm for
factor graphs corresponding to the biomolecular circuits. For a
general treatment of message passing algorithms, the readers
can be referred to [15].

A Forney-style factor graph [18] corresponding to an un-
coded biosensor, a (6,2) repetition code biosensor, and a (6,2)
asymmetric code biosensor is shown in Fig. 11(a)–(c). For
the uncoded case, the factor graph in Fig. 11(a) consists of
two transducer nodes (T) whose inputs are the conductance
measured from two biosensors specific to E. coli and B.
cereus. The transducer node captures the relationship between
the measured conductances and the indicator
variables . Since estimations of the presence of
pathogens are directly based on the measurement, there is no
coupling between the two transducer nodes, implying that the
detection of pathogens (E. coli and B. cereus) is performed
independently. For the (6,2) repetition code whose factor graph
is shown in Fig. 11(b), the transducer nodes corresponding
to each of the two pathogens are repeated twice. In this case,
however, the measurements are coupled and the dependency
is depicted in the factor graph using Equality nodes (=). In the
(6,2) asymmetric code factor graph shown in Fig. 11(c), some
of the transducer nodes also model the biomolecular OR and
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Fig. 12. Sum-product message updated rules of Equality function node (top), OR node (center), and AND node (bottom).

AND circuits. Therefore, the edges in the factor graph that rep-
resent the functional dependencies between the nodes connect
the pathogen indicator variables using the AND,
OR, and Equality nodes. Note that the AND and OR nodes are
connected to exactly three edges, whereas the Equality nodes
are connected to at least two edges.

In the biomolecular factor graph decoding algorithm,
each node propagates messages along the edge to each of
its immediate neighbors. These messages take the form of
probability estimates that the node to which the message is
being sent to is in state 0 or 1. For example, consider an
Equality node E that is connected to three adjacent nodes

(shown in Fig. 12). The node E receives messages
from nodes and denoted by and

. It then computes the message sent
to node , denoted by according to
the equality constraints which ensures that there are only two
valid states . The corresponding
message passing rules for the Equality node are summarized in
Fig. 12. Also summarized in Fig. 12 are message passing rules
that correspond to OR and AND node. Since OR and AND oper-
ations are asymmetric (as opposed to an XOR operation that
is symmetric) with respect to their inputs, the figure describes
two sets of rules based on the direction of the message flow.
The asymmetric message schedule is unique to the proposed
FEC biosensor since it only uses AND, OR, and Equality logic
functions for computation.

Decoding using the factor graph models shown in Fig. 11 be-
gins by initializing the transducer nodes using the conductance
measurements obtained from the biomolecular circuits. The
transducer nodes first normalize the measurements according to

(2)

where is a scaling factor that is heuristically chosen
for the transducer element . These normalized measurements
are used as messages that are sent to the neighboring Equality,
AND, and OR nodes. The Equality, AND, and OR nodes also
compute messages locally and transmit them to their neighbors.
Messages are propagated back and forth between the nodes for
a predetermined number of iterations before a decision on the
Boolean variables is made [15]. In algorithm 1,
we summarize the complete message passing algorithm that is
specific to the factor graph model shown in Fig. 11(c).

Algorithm 1 Calculate

Require: Factor graph containing nodes and
.

Require: Measured conductances .

Ensure: For each pair of nodes connected by an
edge in the factor graph initializes the messages from
node to according to
except for messages from to that is
initialized as

according to (2).
No messages are passed from to .

Ensure: Number of iterations

while do

For each direction along the edge of the factor graph,
calculate the messages according to the sum-product
message updated rules shown in Fig. 12.

end while
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Fig. 13. DER curve of (6,2) repetition code. Each point in the error curve is
based on multiple biosensor experiments for a given pathogen (B. cereus and E.
coli) concentration.

return Normalized .

return Normalized .

IV. RESULTS

In this section, we present results that were obtained by using
the algorithm 1 when applied to the factor graphs shown in Fig.
11. The biosensor encoder was simulated by using the biomolec-
ular circuit models summarized in Table I. For different con-
centrations of pathogens (B. cereus and E. coli), these models
produced conductance parameters that were then corrupted by
measurement noise. The noise was modeled as a zero-mean ad-
ditive white Gaussian noise (AWGN) whose variance was ex-
perimentally determined according to the procedure described
in Section II. The noisy conductance parameters
were then presented as inputs to the factor graph model, and the
probabilities of the presence of B. cereus and E. coli were esti-
mated by using the message passing algorithm 1. The estimated
probabilities were compared against a predetermined threshold
(0.5) to obtain a yes/no answer indicating the presence or ab-
sence of pathogens in the sample. The simulation experiments
were repeated 1000 times for each pathogen concentration level,
and the detection error rate (DER) was determined by the occur-
rence of false negative and false positive.

Fig. 13 shows a two-dimensional DER (error rate for E. coli
+ error rate for B. cereus) curves obtained for a (6,2) biosensor
repetition code (represented by the factor graph model in Fig.
11(b)) and compares it against the DER curves obtained for
the uncoded case [represented by the factor graph model in
Fig. 11(a)]. As expected, the DER is reduced when the concen-
tration of pathogen (represented in CFU/mL) increases. Also as
expected, the DER for the repetition code (due to larger redun-
dancy) is lower than that of the uncoded case. Similar improve-
ment is also obtained when a (6,2) biosensor asymmetric code
(represented by the factor graph model in Fig. 11(c)) is com-
pared against the uncoded case and it is shown in Fig. 14. Fig. 15

Fig. 14. DER curve of (6,2) asymmetric code.

Fig. 15. Comparision of (6,2) asymmetric code and (6,2) repetition code. The
error curve shows the ratio of the DER corresponding to the asymmetric code
with the repetition code.

shows the ratio of the DER corresponding to the asymmetric
code with the repetition code and demonstrates that except for
ultra-low pathogen concentration levels, the performance of the
asymmetric code biosensor is superior to that of the repetition
code biosensor by a factor of 5.

Moreover, compared to the repetition code, an asymmetric
biosensor code reveals a nonlinear relationship between two
pathogen detections, which improves the performance of
the biosensor in terms of reduced error rates. The nonlinear
coupling relationship between two pathogen detection can be
clearly seen if the DER for each pathogen (instead of total
DER) is separately projected on a 2-D plot. This is shown
in Fig. 16(a) and (b) for a repetition biosensor code and in
Fig. 16(c) and (d) for the asymmetric biosensor code. Fig. 16(a)
shows the colormap of the DER corresponding to B. cereus
illustrating that the DER is independent of the E. coli concen-
tration which is expected since there is no coupling between
the two detection mechanisms. A similar DER plot for the
E. coli is shown in Fig. 16(b). However, equivalents plots for
the asymmetric code shown in Fig. 16(c) and (d) demonstrate
strong coupling between the concentration of E. coli/B. cereus
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